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1 Executive Summary

The microATM device was originally described at a high level in a vision document by UIDAI
titled “From Exclusion to Inclusion with Micropayments”. It is meant to be a device that is
used by a million Business Correspondents to deliver basic banking services at the last mile.
A committee consisting of IBA, UIDAI, NPCI, IDRBT, RBI and various banks was created to
define the specifications and use cases of this device, which are presented here.

The costs of not standardizing a device like the microATM are quite high; large sections of
Indian society will continue to be left out of the country’s financial system. The telecom in-
dustry is widely regarded for relentlessly driving down costs and bringing coverage to large
parts of the Indian population. Similar success is possible in the payments industry. The mi-
croATM is a first step towards providing an online, interoperable, low-cost payments plat-
form to everyone in the country.

The microATM device design and system architecture are influenced by the design of deb-
it/credit card processing on point-of-service (POS) terminals, combined with authentication
services that UIDAI will provide. The microATM is deployed by banks either directly, or
through service providers. It is operated by individuals who are business correspondents
themselves (individual BCs), or are sub-agents of a corporate BC.

The microATM standards are broad-based, standards-based, and generic. They are based on
a bank-led model for financial inclusion, where the AADHAAR infrastructure is an overlay on
the existing banking infrastructure.

The basic transaction types that the microATM will support are:
1. Deposit
2. Withdrawal
3. Funds transfer
4. Balance enquiry and mini-statement

The objectives of these specifications are to:

Bring down transaction costs

Ensure interoperability

Ensure security and transparency of transactions

Bring down the cost by being compatible with existing systems
Provide a uniform customer experience

Reduce agent training needs

ouhkwnNE

This document describes the following, to achieve the stated objectives:
High-level system architecture for microATM transactions

Roles of various participants

Supported transaction types

Functional requirements for microATMs

PwwNE
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5. Minimal hardware requirements
6. Interoperability requirements

Although this document standardizes a specific set of transactions, the device is expected to
be deployed by service providers who may provide a variety of other financial and value
added services. These additional services will generate increased cash-flows for microATM

agents and thus create a strong and self-sustaining ecosystem in the long run.

This document will be updated with learnings from technical and field proof-of-concepts.

1.1 References

Several microATM design decisions are based on recommendations made in these other

documents:
1. From Exclusion to Inclusion with micro-payments, UIDAI, Jan 2010
2. Biometric Design Standards for UID Applications (version 1.0), UIDAI, Dec 2009
3. AADHAAR Authentication API Specifications, UIDAI, (Version 1.0)
4. Interface specification for interoperable UID Based Financial Inclusion Architecture
(Version 2.0), NPCI
5. Report of the RBI working group on regulatory issues
6. Report of the RBI appointed working group on issues/implications related to cash

7. Mobile Banking transactions in India - Operative Guidelines for Banks - Technology
and Security Standards, RBI, Oct 2008

8. Open Standards on Smart Card based solution for financial inclusion, IBA and IDRBT
Technical Committee Report, Jan 2010.

9. Interoperability Standards for Mobile Payments, MPFI, Sep 2008
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2 List of Abbreviations

BIN Bank Identification Number

CBS Core Banking System

CIDR Central ID Data Repository

CIPP Central Interoperable Payment Platform
CMMS Central MicroATM Management System

Fl Financial Inclusion

IBA Indian Banking Association

IDRBT Institution for Development and Research in Banking Technology
ISO International Standards Organization

IT Information Technology

MPFI Mobile Payment Forum of India

NPCI National Payments Corporation of India

ON-US Intra-bank transactions
OFF-USInter-bank transactions

RBI Reserve Bank of India
uiD Unique Identification Number
UIDAI Unique Identification Authority of India
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3 Introduction and Scope

Tremendous progress has already been made by banks towards financial inclusion. Howev-
er, it is estimated that a large number of urban and rural poor still lack access to a basic
bank account which is an important first step towards financial inclusion.

It has now become a national priority to rapidly accelerate progress toward financial inclu-
sion and ensure safe, secure, sound, efficient access to basic financial services for all resi-
dents. Towards this end, a UlID-enabled micropayments system is being conceived, which
will be based on networks of agents managed by banks. These agents will perform financial
transactions using microATMs.

A variety of financial services can be offered once a UID-enabled micropayments platform is
available throughout the country. Several last mile collection problems can be solved with
the micropayment device; for example, interest payments for micro-finance loans, premi-
ums for micro-insurance policies, contributions to micro-pensions accounts, investments in
micro-mutual funds. Likewise, payouts can be made through the same infrastructure as
well.

3.1 Scope

This document describes the technological specifications of the microATM device, as appli-
cable to the four basic banking transactions: deposit, withdrawal, funds transfer and bal-
ance query. Issues related to connectivity, interoperability, and regulation are outside the
scope of this document.

3.2 Overview of microATM device

MicroATMs will allow customers to perform basic financial transactions using only their
AADHAAR number and their fingerprint as identity proof (along with a Bank Identification
Number for inter-bank transactions). Unlike an ATM, the cash-in / cash-out functions of the
microATM will be performed by an operator, thus bringing down the cost of the device and
the cost of servicing the customer. The microATM will support the following financial trans-

actions:
* Deposit
e  Withdrawal

* Funds transfer
* Balance enquiry

3.3 Online and offline access

Today, both offline and online solutions for financial inclusion (FI) are implemented by
banks through Fl vendors. In offline solutions, transactions are processed locally and trans-
action information is stored on smartcards and POS devices for later upload to a Core Bank-
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ing System (CBS). In online solutions, all transactions are processed via real-time communi-
cation with a CBS.

The “Interoperability Standards for Mobile Payments” were published by the Mobile Pay-
ment Forum of India (MPFI) in September 2008 [9]. These standards describe mobile to mo-
bile payments. In contrast, the microATM standards are for devices used by BCs to provide
basic banking services at the last mile.

Several offline smart-card based solutions are successfully deployed today. IBA and IDRBT
have released a standard for smart-card based offline solutions — “Open Standards for Smart
Card based solution for financial inclusion (version 1.2)”[8].

Offline solutions may be required for many areas of the country for the foreseeable future.
However, given the current levels of connectivity and the rapid growth in telecom coverage,
this specification focuses only on the online solution (with no offline mode), in order to keep
the microATM solution simple. However, this document recognizes the fact that banks and
Fl vendors may deploy either technology or a combination thereof based on ground reality.
Banks have already made investments for financial inclusion, and are in the process of scal-
ing up their investments. These standards make it possible for banks to acquire new devices
that meet their existing requirements while complying with microATM standards.

3.4 Objectives of microATM standards

These microATM standards have been developed to:

1. Bring down the cost of integrating microATMs into banks’ networks

Integrating different devices into a bank’s IT system can be a long and arduous pro-
cess. These standards seek to ensure that banks need only set up a single backend IT
system or use their existing systems.

2. Maximum compatibility with existing banking systems

Wherever possible, the messaging protocols and transaction and settlement mecha-
nisms of the microATM have been based on processes in use in the banking industry
today. ON-US transactions can be processed internally within a bank, whereas OFF-
US transactions will be routed through a multilateral switch for payment and settle-
ment. The UID will be used only for identification and authentication.

3. Ensure secure and transparent transactions

Agents operating from outside a bank branch are not subject to the same level of
scrutiny as bank tellers and thus increased attention must be paid to ensure that
transactions conducted by branchless banking agents are secure and easy to moni-
tor. The microATM standards ensure that transaction information is appropriately
encrypted at the application layer (for storage and transmission). Transactions can
be traced for purposes of monitoring fraud and dispute resolution.
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4. Ensure a more uniform customer experience

Customer trust and acceptance of microATMs will be key to the success of the micro-
payments platform. These standards ensure a consistent customer experience
across end devices thus helping to build this trust.

Reduce agent training needs

A standardized end device will allow banks to develop a common set of training ma-
terials for all agents regardless of what type of end device the agent uses.

3.5 What is included in the microATM standards

The microATM standards include:

Basic Functional Requirements: The basic functions that the microATM should sup-
port and the basic performance levels that the microATM should achieve are de-
scribed. This list of functions that the microATM supports is not intended to be
comprehensive: device manufacturers may build in additional functionality to the
microATMs.

Basic Hardware: Some basic elements of the microATM hardware have been stand-
ardized to ensure that the microATM is capable of capturing fingerprints according
to UIDAI specifications, connecting to banks’ back-ends, and providing customers
with a basic receipt and voice confirmation of their transaction.

Messaging: The sequence diagrams for all message types are shown for illustration
purposes. This is largely to clarify the system architecture. Detailed message formats
will be described in the report of the RBI appointed working group on connectivity
issues [4].

The microATM standards do not include detailed requirements for the hardware or the
choice of connectivity (e.g. — GPRS, PSTN, CDMA, Ethernet etc.).
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4 System Architecture

ON-US
TRANSACTION
Bank 1 i 3 |
BIN X ‘ ! |Autlhenticlati0n I

Customer /1 y
Accounts ) Optional
(CBS)
] I I
Optional : v

Local

FingerPrint

Repository
4

Bank or [~ = = = — = »
FIBC) [ — = = — — .
Switch

2

\ 4

MicroATM
Device

UID, Fingerprint

Figure 1: ON-US transactions

The backend transaction flow for ON-US (intra-bank) and OFF-US (inter-bank) transactions
originating at microATMs is depicted in the diagrams in this section. In the case of ON-US
transactions, transactions can be fully processed within the acquiring bank, which is also the
issuing bank.

Authentication policies for AADHAAR authentication must be observed at all times as set
forward by UIDAI.

The communication between the different entities involved in processing microATM trans-
actions is described below:

1. MicroATM to Acquiring Bank:
The message formats for this leg of the transaction are not standardized, but they
must be aligned with the need for processing OFF-US transactions[4]. The acquiring
bank has the freedom to bring the messages to their switches using message formats
and connectivity methods of their own choice. The acquiring bank may operate the
microATM switch by itself, or outsource the operation to a service provider.

2. Multilateral switch to acquiring and issuing banks
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The message formats for this leg will be standardized by the RBI appointed working
group on connectivity issues for UID-based financial inclusion[4]. All participating
banks will need to conform to these standards.

3. AADHAAR authentication
Any party sending authentication requests to UIDAI will need to conform to message
formats[3] and device specifications as specified by UIDAI.

The system architecture described here is for basic customer-facing banking transactions.
The system architecture for Electronic Benefit Transfers (EBTs) is not discussed here. How-
ever, this document recognizes the fact that EBTs will be delivered to benficiaries using their
UID. The beneficiary will use the microATM to operate the account where these funds are
deposited. Over and above the basic transactions described here, banks may also provide
other services and products to their customers using the microATM.

4.1 Use of Bank Identification Number (BIN) for routing of

transactions
OFF-US
TRANSACTION
Bank | A 4 L Bank 2
BIN X Aul?cnuc'utlon BIN Y <
Customer o
scounts X K X " Accounts
A(‘(‘.‘BS)' Optional thmnal Optional -« (CBS)
| - ‘
. v "
Bank or Bank or
FI (BC) [ =1
Switch |« » Switch

| I
L 4 )
MicroATM Mwm‘/.\'l M
Device | Device

Y, UID, | erprint BIN X, UID, Fingerprint

Figure 2: OFF-US transactions
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In the case of OFF-US transactions in which a customer conducts a transaction at an agent
attached to a bank other than the customer’s own bank, the customer’s AADHAAR number
will not be sufficient for the transaction to be processed correctly. The acquiring bank must
also know which bank the customer’s account is with so that the transaction request may be
forwarded appropriately. For this reason, all customers will be provided a BIN, which will
prefix the AADHAAR number for all OFF-US transactions.

The BIN should be an international ISO BIN, which is 6 digits long.

4.2 The roles of various participants

The roles of various participants in the deployment of a microATM network are as follows:

Issuing bank

The issuing bank is the bank that owns the customer relationship, and stores account details
in a Core Banking System (CBS). The customer banks with the issuing bank, interacts with
the bank for any queries, and the issuing bank serves as the touch point for dispute resolu-
tion. It authorizes transactions and carries out all the four transactions that the customer
initiates.

Acquiring bank
The acquiring bank is the bank that owns the BC relationship at the transaction point.

Business Correspondent (BC)

A Business Correspondent is appointed by the bank, and provides access to basic banking
services using the microATM. These include the ability to take deposits, dispense cash for
withdrawals, process funds transfers, or answer balance enquiries.

Multilateral switch (or Central Interoperable Payment Platform)

The multilateral switch is used in the case of OFF-US transactions to provide interoperability.
It routes transactions from the acquiring bank to the issuing bank, and routes the authoriza-
tion, settlement and reconciliation messages. An OFF-US transaction in the case of funds
transfer may end up involving multiple banks: the acquiring bank, the issuing bank, and the
recipient’s bank. This multilateral switch may be operated by NPCI and other interbank
switch vendors.

UIDAI

UIDAI will issue unique identity numbers to all residents in the country, and provide means
to securely authenticate them. The AADHAAR platform will support the micropayments
platform in the following ways:
1. UIDAI will provide methods for secure authentication of an individual, using the
AADHAAR number and fingerprint.
2. Secure authentication provided by the UIDAI will facilitate interoperability among
microATM devices operated by different banks, much like the existing ATM network.

Page 11



3. The AADHAAR is a unigue number that an individual has for life. It is globally ad-
dressable, much like email and mobile numbers. Unlike mobile humbers and email
though, a person’s AADHAAR number will not change over time. Thus it is natural to
use AADHAAR as an identifying and addressing mechanism for all microATM transac-
tions, specifically funds transfer where the AADHAAR of the sender, receiver and BC
are involved in a transaction.

IBA, IDRBT, NPCI, and UIDAI
IBA, IDRBT, NPCI, and UIDAI are the custodians of the microATM standards.

RBI

RBI is the regulator of payment systems, and will regulate the microATM payments platform
as well.
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5 Functional requirements

5.1 Customer experience

The generic process flows for how withdrawal, deposit, funds transfer, and balance enquiry
transactions must be conducted by microATMs, are described below. The operator must log
in using either PIN or biometric authentication (if s/he is not already) before conducting any
transaction. These flows do not include the activity on the network or the backend.

5.1.1 Withdrawal

1. Operator enters customer BIN+AADHAAR and transaction amount. (Micro-
ATM may allow customer AADHAAR number to be automatically read from a
card via a device such as a card reader or barcode scanner but manual entry
of customer BIN+AADHAAR number by operator must also be supported.)

2. Device displays transaction details and prompts for confirmation.

Customer indicates confirmation by supplying fingerprint.

4. Success or failure of transaction is displayed on microATM screen. (Device
may also notify operator and customer of the success or failure of transaction
through other methods such as voice message or SMS but display and paper
receipt is required).

5. If transaction has been successfully processed, operator dispenses cash.

6. Customer’s account is debited, and the operator’s account is credited.

7. Receipt is printed and handed over to the customer.

5.1.2 Deposit

1.

Customer hands over cash to operator.

Operator enters customer BIN+AADHAAR and transaction amount. (MicroATM
may allow customer BIN+AADHAAR number to be automatically read from a card
via a device such as a card reader or barcode scanner but manual entry of cus-
tomer AADHAAR number by operator must also be supported.)

Device displays transaction details and prompts for confirmation.

Customer indicates confirmation by supplying fingerprint.

Success or failure of transaction is displayed on microATM screen. (Device may
also notify operator and customer of the success or failure of transaction through
other methods such as voice message or SMS).

In case of rejection, operator returns cash to customer.

In case of success, customer account is credited, and the operator’s account is
debited.

Receipt is printed and handed over to the customer.
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5.1.3 Funds Transfer (debit only, no cash)

1.

Operator enters customer BIN+UID, recipient identifier (BIN+UID, IFSC+Account
number, or BIN+mobile number), and transaction amount. (MicroATM may allow
customer BIN+AADHAAR number to be automatically read from a card via a de-
vice such as a card reader or barcode scanner but manual entry of customer
AADHAAR number by operator must also be supported.)

Device displays transaction details and prompts for confirmation.

Customer indicates confirmation by supplying fingerprint.

Success or failure of transaction is displayed on microATM screen. (Device may
also notify operator, customer, and recipient of the success or failure of transac-
tion through other methods such as voice message or SMS).

In case of success, customer account is debited, operator account is credited
with the commission, and the recipient account is credited with the rest of the
amount.

Receipt is printed and handed over to the customer.

5.1.4 Balance Enquiry

1.

Operator enters customer BIN+UID. (MicroATM may allow customer
BIN+AADHAAR number to be automatically read from a card via a device such as
a card reader or barcode scanner but manual entry of customer BIN+AADHAAR
number by operator must also be supported.)

Device displays that customer seeks to perform a balance enquiry.

Customer indicates confirmation by supplying fingerprint.

Balance printed on paper receipt only. The printout should include the last ten
transactions. (In the case of balance enquiries, MicroATM should not send infor-
mation regarding customer balance via other methods such as voice message or
SMS.)
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5.2 Functional device requirements

The minimal functional device requirements for the microATM are listed below. Banks and
service providers may provide additional functionality depending on their business require-
ments and security needs.

5.2.1 Processing Speed

R[1]  The microATM must be able to perform all internal activities related to processing of
transactions promptly. Internal operations do not include data entry or back-end pro-
cessing of transaction instructions, but do include operations such as encryption and de-
cryption of messages, preparing packets for transfer on the network, accounting, etc.

5.2.2 Role based access

R[2]  The microATM must provide different logins for operators, service agents, and su-
per-users. These may be authenticated using AADHAAR authentication[3] as well.

R[3] No transactions may be performed on the microATM without the operator logging
in.

5.2.3 Unique device number

R[4]  Each microATM will have a unique terminal ID. This number must be transmitted
with each transaction. The unique device number will include an institution code, fol-
lowed by the contents of data elements in fields 41, 42 and 43 from the ISO 8583 proto-
col. The report of the RBI appointed working group on connectivity issues[4] will provide
further details on the structure of these numbers.

5.2.4 Unique transaction number

R[5] A systems trace audit number (STAN) is generated automatically by the terminal. It is
incremented for each transaction processed. Although the STAN itself may not be
unique across devices, it must be unique after combining the generated STAN with the
unique terminal ID.

5.2.5 Information stored on device

R[6]  The microATM must maintain certain details of recent transactions (for a prescribed
period of time and/or number of transactions). Details on what AADHAAR data may be
stored on the device will be provided by UIDAI. All stored data on the device must be
stored in an encrypted format.

5.2.6 Reporting

R[7]  The microATM must allow operators to generate end of day reports including the
total cash flow for the day and a log of all transactions for the day.
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5.2.7 Security

R[8]  The microATM must not transmit any confidential data unencrypted on the network.

R[9]  Security requirements specified by UIDAI for AADHAAR data must be followed to se-
cure the biometric and other AADHAAR authentication data.

R[10] The microATM must automatically log out the operator and lock itself after a period
of inactivity.

5.2.8 Centralized MicroATM Management System (CMMS)

R[11] The Centralized microATM Management System (CMMS) will provide a dashboard
and control board functionality at the deploying bank or BC, and have the ability to con-
trol every microATM remotely.

R[12] All incoming and outgoing messages are recorded for validation, verification and au-
dit trail, as specified by the regulator. Each message is stored sequentially as received.

R[13] The CMMS should be able to configure and update the software remotely.

R[14] The microATM will have periodic keep-alive messaging capability built into it. The
period for keep-alive must be configurable.

R[15] CMMS should record and save Terminal ID as and when microATM successfully
downloads the application parameters

R[16] CMMS should be able to generate MIS of various actions such as: Download History
(History of TIDs of the terminals initialized with date and time), microATM Profile (Pro-
files of the TIDs loaded on CMMS with details like operator/Merchant name, location,
operator UID/TID, transaction types supported/unsupported, communication parame-
ters, etc.)

5.2.9 Performance requirements

R[17] All transactions once entered on the microATM must have an end-to-end latency of
less than 45 seconds for approval or decline. After this period, a transaction must
timeout.

5.2.10 Dispute resolution

R[18] The unique terminal ID, combined with the STAN uniquely identifies every transac-
tion in the system. A Retrieval Reference Number (ISO 8583, data element 37) must be
generated. The report of the RBI appointed working group on connectivity issues[4] will
provide further details on the RRN.

R[19] The dispute resolution process will involve all related parties — Issuer, acquirer, mul-
tilateral switch and UIDAL.
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5.2.11 Reversals

R[20] An online reversal must occur when there is a timeout, no response, a power down,
or inability to print receipt. Further details on reversal will be provided by the report of
the RBI appointed working group on connectivity issues[4]. These may be revised after a
proof-of-concept in the field.

R[21] The issuer is responsible to decline multiple reversals for the same transaction. Issu-
er is also responsible for reversal matching logic

5.2.12 UIDAI standards for biometrics and authentication

R[22] Biometric hardware must meet minimal standards as described in this document in
the hardware requirements section

R[23] The terminal must be capable of following UIDAI authentication as described in the
“AADHAAR Authentication API Specification”[3] released by UIDAI.

R[24] The authentication process must comply with authentication policies of UIDAI.

5.3 Charge slip contents

Each charge slip for deposit, withdrawal, and balance enquiry transactions should contain
the following items:

Bank name

BC name

Operator location

Operator identifier

Terminal ID (see functional requirement R4)

Systems trace audit number (see functional requirement R5)

Customer name

Retrieval reference number

Last 6 digits of customer’s AADHAAR (First 6 digits of customer’s AADHAAR should
never be printed on charge slip)

10. Transaction date and time

11. Transaction type (e.g. — deposit, withdrawal, balance enquiry, funds transfer)
12. Amount

13. Balance (optional)

LoONOUAEWNRE

Charge slips issues for balance enquiry transactions should include the following items:

Bank Name and Logo
Service Name

1. Transaction Date and Time
2. BCName

3. AgentId (if applicable)

4. BC Location

5. Terminal Id
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6. Customer UID

7. Customer Name

8. STAN

9. Retrieval reference no. (RRN)

10. Transaction Status

11. Transaction Amount (In case of Cash Withdrawal/deposit/Funds Transfer)
12. A/C Balance (for all the transactions including Funds Transfer)
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6 Hardware requirements

The following table specifies minimal hardware requirements. Banks and service providers
must use a device that is appropriate for local operating conditions, with specifications that
meet or exceed the requirements specified below.

These specifications have been intentionally kept to a minimum to allow a variety of form
factors (including mobile phones) and innovation.

6.1 Terminal specifications

Component Minimum Requirement

Biometric scanner As per specifications in section 6.2

Connectivity The device must provide for at least two channels (of service
provider’s choice) of connecting to the network.

Encryption and encoding 1024-bit PKI, 128-bit AES, Base64 for full compliance with
AADHAAR Authentication API specifications[3].

Storage (non-volatile) Must be capable of storing at least 1000 transactions, or one
full day’s transactions, whichever is larger.
Display Must be capable of displaying last 10 transactions without

scrolling horizontally. Each transaction must display at least
the date, type, and amount.

Magstripe reader As per specifications in section 6.3
(Optional)
Printer Must be able to print out transaction status and a mini-

statement of at least the last 10 transactions. Receipts and
other printed items must be legible for at least two months
from the date of printing.

Key pad 16 key pad or better

Speaker A facility may be provided for voice confirmation of the
(Optional) transaction

Battery life Minimum 4 hours

Power Adaptor AC/DC Adaptor with surge protection.

Certification CE mark compliance for EMI, EMC

Environment Operating temp: 0°C to 50°C

Storage not including battery: (0°C to 55°C)

! In the case that a thermal printer is used, the paper should be of sufficient quality for this requirement to be
met.
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6.2 Biometric specifications

All MicroATM devices should be certified by STQC to meet the technical specifications as
defined by UIDAI. Detailed guidelines on the STQC certification process are available on the

STQC website:

http://www.stqc.gov.in/content/bio-metric-devices-testing-and-certification

6.3 Magstripe specifications

‘ Component ‘ Specifications
Magstripe card reader ISO triple-track 1/2/3, bi-directional, high-coercivity
Security SSL v3.0, 3DES encryption, master/session or DUKPT key man-
agement
SAM 2
PCI-PED 13
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7 Message flows

In order to provide some context for the communication between the microATM and the
microATM switch, the suggested flow of messages between the various entities involved in
processing micropayments transactions is described below.

7.1 Sequence diagrams for all transactions

This section describes sequence diagrams for the different transaction types. Not all the
possible cases are shown. These are meant to be illustrative. For example, authentication
with UIDAI may be performed at various different points in the transaction flow depending
on the type of transaction, and the number of parties involved. Today, many Fl transactions
are stored in an intermediate system and reconciled once a day in the bank’s CBS, con-
sistent with RBI guidelines, For such cases, in the sequence diagrams below, updates to a
CBS may actually be updates to an intermediate system. It is not possible to capture all the-
se cases in a concise manner, which is why only specific instances are provided.

Figure 3 shows a sequence diagram for the case of a deposit. It shows the messages be-
tween various IT systems involved in a deposit transaction.

| CBS verification |

—
| CBS approval |
—

| Deposit response | |
—

Deposit response
CBS Update |

—x—————————————T

|

Deposit response! |
—

Deposit
TBoostrist ; ; | ; i ; ;
P I | | | | I I
I | I I | Authrequest | I 1 I
| F————— +—-—————- q4-——————- 4—-—————-— - q4-—————- +
| | 1 | I Auth approval | | !
I e ———— R —— Hm—————— gyl gy S +
On-us | | CBS verification | | | | \
| P | | | I
: | CBS approval | : : : :
—
IDeposit response! : : : : :
—
| | I | | | I
Lo t t t t t t
| | I | | | |
I ) | I I I | |
| Deposit request | | | | | 1
P | | | | I
| Deposit request | | | 1
+ » | | I
| | | Auth request 1
I . ' s
L ! | Auth approval !
| Deposit request | |
Off-us Post s ! :
|
I
I
I
|
I
I
|
|
I
|
I
I
I
|

O Y. A5 —— _______J:._i

|
|
|
|
|
|
|
1
|
|
|
|
|
|
|

Figure 3: Sequence diagrams for deposits
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Figure 4 shows a sequence diagram for the case of a withdrawal. It shows the messages be-
tween various IT systems involved in a withdrawal transaction.

Withdrawal
| MicroATM Acquirer Switch || Acguirer CBS | Muttilateral Sw | | Issuer Switch Issuer CBS | IRecigiem Switch || Recipient CBS | | UIDAI |
Withdrawal request
| | | | | | |
H | : : : Auth request : :
| | L B Tt o= r-————7" I
| | | | | Authapproval | |
On-us ! r(?és verification | B i
| | |
| | CBS approval | | |
| | |
Withdrawal response | | |
" | | |
| | | |
© T T T [
| | | |
Withdrawal reques! : : :
1
Withdrawal request : :
—: : Auth request
| |
| | Auth approval

:Wimdrawal requesl}

Off-us \
| CBS verification

| CBS approval

|
|
|
|
Withdrawal response

Withdrawal response
| CBS Update :

r
l
|
|
|
|
|
|
|
|
|
|

| |

| |
| |

| T

| |

| T

| |

| |
| |
|

| |

|

| |

| |

| |
| |
| |
| |
|
|

B T e s T T TP P

} |

L} |

L} |

1 |

} |

L}
SR N S IS N SR

| |
1 |
| |
| |
Withdrawal response | | |
’ | | |
| | 1 | | |

Figure 4: Sequence diagram for withdrawals

Figure 5 shows a sequence diagram for the case of a balance enquiry. It shows the messages
between various IT systems involved in a balance query transaction.
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Balance Enquiry

Figure 6 shows a sequence diagram for the case of a funds transfer. It shows the messages
between various IT systems involved in a funds transfer transaction. In this case, due to the

Balance enguiry response
e

[t || comtr o | oo | | oo | | st | | o | | it | emmncos | | um |

Balance enguiry requ'est i i i i i i i

P I | | | | I I

| | 1 l | Authrequest | l 1 I

| F————— +—-—————- q4-—————- 4—-—————-— + -——u-—————— +————- —

| | | | | Auth approval | | 1 I

| —————— f————— Am—_—_———— A—————— + ————m—————— ————— —

On-us | | CBSrequest | h | | h | )

| P I | | I I I

| | CBS approval | | | | | I I

| HLl | | | | I I

Balance enquiry response : : : : : : :
—i

| | I | | | | I I

t t t t t t t t t

| | 1 | | | | I |

| | I | | | | I I

Balance enquiry request | 1 | | 1 | |

i I I | | | I I

| | Balance enquiry request 1 | | 1 1 |

| t + » | | | I I

[ | 1 1 I | Authrequest | 1 I

| | I L + + + + ¥

| | 1 | | | Auth approval | 1 |

| | I L + + 4 + i

Balance enquiry request

Offus | : : o : : : :

[ | 1 1 | CBSrequest | l | I

| | I I | | | I I

| | 1 1 | CBS approval | ! ! !

| | I | HLi | I I

: : : Balance enquiry response | : : :

———

: L Balance enquiry response | | : : :

1 | CBSUpdate | 1 1 I

| ¥ | I I

ai | I I

I I I

| | I I

| | I I

| | I I

Figure 5: Sequence diagram for balance query

number of banks involved and possibilities, only the most general case is shown.

Funds Transfer

MicroATM Acquirer Switch || Acquirer CBS Multilateral Sw Issuer Switch Issuer CBS Recipient Switch || Recipient CBS UIDAI
T T T T T T T T T
| Trrequest | | [ I I I I I
| — | | | | | | |
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"
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| | | | | I | —— |
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| | | | | | |, a—— |
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| | | * t t 1 | |
| | Tr response | | | | | |
| * t 1 | I | | |
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Figure 6: Sequence diagram for funds transfer
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8 Conclusion and summary

This document defines standards for the microATM device. These standards are broad-
based, standards-based and generic. The goal is to leverage UIDAI’s online fingerprint au-
thentication for banking transactions, without requiring a major change to the already exist-
ing banking infrastructure.

This device will be deployed by Business Correspondents to implement branch-less banking;
provide banking services where bank branches are not present. The microATM standards
only provide for basic banking transactions: deposit, withdrawal, funds transfer, and balance

query.

The microATM functionality has been restricted to a small set of transactions, so that the
device can be robust and simple, but can be scaled for ubiquitous country-wide deployment.
Interoperability is a key feature of the microATM, where customers can visit any BC in the
country and operate their account.

It is expected that these microATM standards, along with the recommendations for connec-
tivity, and regulatory issues will accelerate the process of financial inclusion in the country,
and help achieve the nation’s goal of inclusive growth.
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