o 74

2
NS LN Azadiy, ;@AAR
TR 2g23 INDIA Amrit Mahotsav Mera Aadhaar, Meri Pehchaan

Date — 27" Feb. 2023

Newspaper Name — The Statesman

Govtrolisoutnew mechanism
for Aadhaar authentication

STATESMAN NEWS SERVICE
MNEW DELHI, 27 FEBRUARY
he Unique [dentifi-
cation Authority of
India (UIDAI) has
successfully rolled
outanew security mechanism
for Aadhaar-based finger-
print authentication, and
faster detection of spoofing
attempts.

The artificial intelligence
and machine learming (Al/ML)
based security mechanism
developed in-house is now
using a combination of both
finger minutia and finger
image to check the liveness
of the fingerprint captured.
This is making Aadhaar
authentication ransactions
even more robustand secure.

The new two-factor/layer
authentication is adding add-
onchecks to validate the gen-

uineness (livencess) of the fin-
gerprint so as (o further cut

down the chances of spool-
ing aitempis.

"The move will be of
immense use in segments
including banking and finan-
cials, telecom and government
sectors. [t shall also benefit the
bottom of the pyramid as it
will further strengthen the
Aadhaar-enabled payment
system and curb malicious
attempts by unscrupulous
elements,” an official press
note today said.

The new security mecha-
nism for Aadhaar-based fin-
gerprint authentication has
now become fully function-
al. The rollout and migra-
tion happened after months
ofdiscussion and hand-hold-
ing by UIDAI of its partners
and user agencies.

A constant engagement
and due dilipence of UTDAT
withauthentication user agen-
cies (AUAs) were carried oul
o impress upon AUTAs! Sub

AUAs the benefit of the new
modalities. AUA is an entity
engaged in providing Aadhaar-
enabled services to Aadhaar
number holders using authen-
tication as facilitated by the
authentication service agency.
Sub-AUAs are agencies that
use Aadhaar authentication
toenahle their services through
an existing requesting enti-
tv. With the new system in
place, only finger image oronly
finger minutiae-based Aad-
haarauthentication has given
way to robust two-factor
authentication —a win-win for
all stakeholders.

The UIDAI head office
and itsregional officesarein
touch with all entities for
facilitating any user agency
(that may not have migrated
yer) to switch over to the new
secured authentication mode
at the earliest.




