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UIDAI effects & security
makeover of Aadhaarto
further protect privacy
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(UIDAD on We{lnesday

i

't inplacda mm«lay@r sl
rity to reinforce privacy pro-
tection for Aadhaar ID nuambied

helders,

Accordingly, it has mtw»
duced 2 virtual identification
for the ID holders so that the
actual number need not be
shared to authenticate their
identity. Sioltanecusly, ithas
further regulated the storage
ofthe Aadhasr numberwithin
various databases.

Not only does this address
the privacy concerns which
have resulied in a legal chal-
jenge to Aadhaar in the
Supreme Court, it also pre-
venis potential misuse of an
individual’s Aadhaar details.

UIDAT has been under the
scanner over the past few
months over allegations of
acvessof personal information
by random entitiss without the
consentofindividual Aadhaar
holders,

The virtual 1D will be a
16-digit random number
mapped with the Aadhaar
number. It can only be gener-
ated, replaced or revoked by
the Aadhaar number holder
from time to time. “Hwillnot
beposaible to derive the Aad-
haar number from the virtual
ID,” acireularissoed by UTDAL
said.

Till now, a person had to
give hisfher 12-digit identity
number along with other
attributes{demographicand/
or biometrics and/or throngh
a one-time password) during
authentication oy e-RKY(D
{know your customer) for
accessing varivus benefits and
services from service provid-
erssuch ashanksorielcns,

Atthesametime, UIDAThas
introduced the concept of a
limited KYC category which
does not access the Aadhaar
muziher. Toenable this, UIDAI
has infroduced two categories
of an Authentication User
Agency (AUA)—an entity
engaged in providing Aad-
haar-enabled services. The
limited KYCcategory isalocal
AUA—compared with aglobal
AUA, whichwill haveaccessto
e-KYC using the Aadhaar
number,

An AUA may be a govern-
ment, public ora private legal
agency registered in India
which uses Aadhaar authenti-
cation services provided by
UIBAL

To enable the locat AUATO
unirpuely identify customersin
a limited e-KYC environ-
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& L wﬁm&mﬁm user
: ficies will have atcess

_t'x:)i' finited KYG details and
il not be allowed to
store Asdhasr numbers
Mmm their systm

tmplication

' This will enhance privacy
and make the Aadhaar -
database more sacire.

ment-sinee the virtual I sa
temporary number and stor-
age of Aadhiaaris restricted—
UIDAL islaunchinga token
mechanism. In response o an
authentication request froma
local AUA, UIDATwilireturna
unigue identity token—a
72-character alpha-numeric
string that will ouly work in
the local AUA s systermn.

Experts welcomed the
changesinitiated by UIDAIw
enhance security and protect
privacy. “Ifsormeeons authenti-
cates vou, they will only have
the virtual number, and even if
theirdatabase getshacked, sll
that geis lost is the virtual 1D
numberwhdch doesntput you
at risk because you can abways
change this number,” said
Rabud Matthan, partneratlaw
firm Trilegal and a Mint col-
umnist.

“Aadhaar is here to siay!
Happy that the @UIDAT has
mroduced virtual ID and Hm-
ited KYC in the spirit of con-
tinuousinnovation to enhance
privacy and security,” former
UIDAL chairman Nandan
Nilekanitweeted.

UIDATwiltbe releasing nec-
essary APIs {application pro-
gramming interfaces) by 1
March and all agencies have
been directed to roake the nec-
essary changes for the use of
virtual 10D, UTD token and lim-
ited BYC and operationalize it
by Lune.

“I virtual IDs are made

mandatory {and they aren’t)
that wouldaddress the privacy
concern of multiple private
entities being able to create
defailed profiles of you by
using your Aadhaar number.
But it wouldn't address con-
cerns peonte have relating o
security, to exclusion from
benefits, to the centralized
hiometric database, nor to
Aadhazar facilitating various
EOVerTinents gaining an over-
all view of your life,"said Pra-
nesh Prakash, policy director
atthink tank Centre for Inter-
netand Society,




