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F.No. HQ-16024/4/2020-EU-I-HQ-Part(1)
Government of India
Ministry of Electronics & IT (MeitY)
Unique Identification Authority of India (UIDAI)
(Enrolment & Update-I)
s

7t Floor, UIDAI Headquarters,

Behind Kali Mandir, Bangla Sahib Road,
Gole Market, New Delhi-110001

Dated: 05 April, 2023.

OFFICE MEMORANDUM

Subject: Home Enrolment Service for senior citizens/ bedridden/
infirm/ persons with disabilities (Divyangjan) etc on chargeable
basis -req.

UIDAI has the mandate to issue unique identification number (UID)
called "Aadhaar" to all eligible residents of India as well as NRIs on
their arrival in India.

2. As the Aadhaar platform is being used to deliver various
Government welfare services and benefits to the residents, the
requirement of Aadhaar enrolment and update has emerged as a prime
requirement among all segments of populace of the country.

3. UIDAI has been of late receiving requests from the residents for
providing home enrolment facility, especially for senior
citizens/bedridden/infirm/ persons with disabilities (Divyangjan) etc.
Based on merit, UIDAI Regional Offices have been attending to such
requests for home enrolment through the Registrars. However,
considering the additional cost involved and absence of a specific policy
or guidelines in this regard, the Registrars were reluctant to attend to
such requests. The Authority noticed that this leads to inordinate delay
or denial in providing home enrolment services to the needy residents.

4. As part of improving the ease of living and enhancing citizen centric
approach, the Competent Authority approved the following process to
address the home enrolment requests received by UIDAI Regional
Offices through various channels.

General Guidelines:

a. The home enrolment service shall be extended on prior approval of
the Regional Offices through UIDAI Registrars using ECMP client.

b. Home enrolment service will be extended only to senior citizens/
bedridden/infirm/ persons with disabilities (Divyangjan) on
payment of service charges @Rs. 700/- (including GST).

¢. While submitting the requests for home enrolment to Regional
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Offices, the resident to submit a copy of Medical Certificate from
Registered Medical Practitioner, proof of age or copy of Disability
ID card to prove the eligibility.

. The home enrolment service charges will be charged in addition to

normal fee applicable for each transaction of demographic/
biometric update in Aadhaar as notified by UIDAI from time to
time. If the service is availed by more than one resident at the
same address (as per Aadhaar), Rs 700/- service charge (including
GST) will be charged for first resident and @ Rs 350/- (including
GST) for each additional resident.

. Residents opting for this service to make the payment at the time

of enrolment and the Registrar to provide a Tax Invoice to the
resident, clearly mentioning the charges applied.

.In case of National Social Assistance Program (NSAP) Pension

Scheme beneficiaries, a copy of the Pension Sanction Order
containing Beneficiary ID (specimen attached) to be submitted
along with the request. The home enrolment facility may be
provided to such residents through the State Government
Registrar in camp mode at regular intervals without any home
enrolment service charges subject to willingness of the State
Government Registrar. However, normal fee applicable for update
of demographic/ biometric fields in Aadhaar as notified by UIDALI
from time to time will be charged from such residents also. The
eligibility of such beneficiaries to be verified by UIDAI RO at
https://nsap.nic.in/statedashboard.do?method=intialize using the
Beneficiary ID of the applicant.

. Enrolments conducted outside the enrolment centres, without

prior approval of Regional Office, shall be considered as irregular
and be dealt with accordingly.

. Regional Offices to map the service through the nearest Aadhaar

enrolment centre available for home enrolment to make the
service cost effective. In case UIDAI run ASKs are available at
reasonable distance, the service to be arranged through ASK.

. In case of request from residents for mobile number update, the

possihility of updating mobile through IPPB to be explored. For
address or document update services, the resident to be advised to
avail of myAadhaar portal. UIDAI Regional Offices to consider
home enrolment service for such cases only after due diligence.

. Request for home enrolment shall not be considered as a matter of

right and the service shall be arranged based on merit and other
factors.

Home Enrolment Process:
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contact details of UIDAI Regional Offices/State offices are
available at https://www.uidai.gov.in/en/contact-support/regional-
offices.html

b. On receipt of home enrolment request, Regional Office to verify
the submitted documents and approve or reject the request, as the
case may be, and assign the task to the Registrar within 2 (two)
working days under intimation to the resident. RO to also share a
copy of the verified documents with the Registrar while assigning
the task.

c. Once the Registrar is assigned the task, the Registrar shall fix the
appointment with resident so as to complete the service within 7
days under intimation to the Regional Office. If slots are not
available, the waiting time may go beyond 7 days (but not later
than 15 days) for which the applicant and the Regional Office shall
be informed by the Registrar within 2 (two) days of receiving the
communication from the Regional Office.

d. The resident shall have option to cancel the request at least 48
hours prior to the scheduled appointment by intimating the
Regional Office/ State Office concerned and the mapped
Registrar/Operator.

e. In case where the services couldn’t be completed due to issues at
resident level (non-availability of the resident, non-production of
valid document(s), non- availability of power etc.) the service
charges to be paid by the resident.

i. On completion of the service, the same should be intimated to
Regional Office along with details of EID for monitoring the
request status.

g. In case the request is rejected due to technical issues, Regional
Office to arrange re-processing of such requests by the Tech
Operations.

h. In case resident’s request is not successful due to any technical
issues on first home enrolment service, and cannot be reprocessed,
the Registrar to provide one more visit to the resident free of cost
within 10 days from rejection of the request.

5. This issues with the approval of Competent Authority.

Signed by Prabhakaran
cr.
Date: 05-04-2023 12:06:04
( LAk CR)
Deputy Director (E&U-I)
To,

1. All UIDAI Regional Offices
2. UIDAI ASK Service Providers
3. All UIDAI Registrars /EAs
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Copy to:

1. All HQ Divisions

2. Tech Development Division
3. Tech Operations Division

4. File

INDEX
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F. No. HQ-16011/2/2022-EU-I-HQ- Part (1)
Unique Tdentification Authority of India
Enrolment and Update Division

UIDAI Head Office Near Kali Mata Mandir
Gole Market, New Delhi = 110 001
Dated 8th December 2023

Office Memorandum

Subject: Aadhaar enrolment for persons with special needs and disabilities-reg.

In line with Government of India’s commitment to ensure inclusion for digitally enabled
access to benefits and services, UIDAI has made special provision in regulation 6 of the
Aadhaar (Enrolment and Update) Regulations, 2016 and has issued Biomeiric Exception
Enrolment Guidelines dated 1st August 2014 laying down the procedure for enrolling persons
who have missing fingers, the biometrics of whose fingers cannot be captured due to any
reason (such as a cut, bruise, bandage, worn-out or bent fingers due to old age or leprosy), or
the biometrics of whose irises or both fingers and irises cannot be captured due to any reason,
A person who is eligible for Aadhaar but unable to provide fingerprints may enrol using only
iris scan. Similarly, an eligible person the biometrics of whose irises cannot be captured due
to any reason may enrol using only her/his fingerprint. Further, an eligible person who is
unable to provide both finger and iris biometrics may enroll without submitting any of the
two.

2. For such persons, under the Biometric Exception Enrolment Guidelines, the name, gender,
address and date/year of birth are to be captured along with the available biometrics while
highlighting the missing ones in the enrolment software, a photograph is to be taken in the
manner specified in the Guidelines to highlight the unavailability of finger(s) or iris{es) or
both, and the Supervisor of the Aadhaar enrolment centre is to validate such enrolment as an
exceptional enrolment. Thus, every eligible person who undergoes the enrolment process by
submitting the required information may be issued an Aadhaar number, irrespective of any
inability to provide biometrics.

3. However, an instance has recently come to notice of an eligible person undergoing the
enrolment process but not getting an Aadhaar number since the Aadhaar enrolment operator
did not follow the exception enrolment procedure.

4. In order to avoid recurrence of such processing, the Registrars and enrolment agencies are
advised to take all necessary steps, including dissemination of knowledge and awareness and
sensitisation through training, to ensure that all Aadhaar enrolment operators are made aware
of the exceptional enrolment procedure, follow the same, and render the persons undergoing
such enrolment necessary assistance.
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SPECIFICATION FOR MOBILE & TABLET based on CHILD ENROLMENT LITE CLIENT (CELC)

S. Name/Description | Mobile Mobile Tablet Tablet
No. Specifications Properties | Specifications | Properties
1 Screen Minimum 5.5" Mandatory | Minimum 7" Mandatory
touch screen touch screen
2 | Screen Resolution 1280x720 or higher | Mandatory | 1280x7200r Mandatory
higher
3 Colors Supported 16 Million Mandatory | 16 Million Mandatory
4 Scratch resistant Yes. Corning Gorilla | Mandatory | Gorilla Glass Mandatory
front screen Glass 5 preferred
5 Processor speed 2 GHz or higher, 64 | Mandatory | 2 GHz or Mandatory
minimum bit architecture higher, 64 bit
architecture
[ RAM 4GB or Higher Mandatory | 4GB or Higher | Mandatory
7 Internal Storage 32GE or Higher Mandatory | 32GB or Higher | Mandatory
8 Expandable Storage | 64 GBE or higher Mandatory | 64 GB or higher | Optional
through micro SD
9 GSM SIM card slot Yes Mandatory | Yes Mandatory
10 | Rear Camera with 8 M Pixel or higher | Mandatory | 8 M Pixel or Mandatory
auto focus higher
11 Front Camera 5 M Pixel or higher | Mandatory | 5 M Pixel or Mandatory
higher
12 | Camera with LED Yes Mandatory | Yes Mandatory
flash
13 | Micro USB 1 Mandatory |1 Mandatory
Port/Type C Port
14 | Support for USB OTG | Yes Mandatory | Yes Mandatory
15 | Micro USB/Type C Yes Mandatory | Yes Mandatory
host cable
16 | Connectivity Wi-Fi IEEE 802,11 | Mandatory | Wi-Fi IEEE Mandatory
b/g/nfac g02.11
b/g/nfac
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17 | GPS & AGPS or NavIC | Yes Mandatory | Yes Mandatory
facility for capturing
the location
coordinates
18 | Additional Charging | Yes Optional Yes Optional
port
19 | Mobile Data Support | Minimum Mandatory | Minimum Mhndamrj
compliance to 4G compliance to
LTE or above 4G LTE or
standards above
standards
20 | Battery Capacity Minimum 5000 Mandatory | Minimum 5000 | Mandatory
mAH mAH
21 | Battery Backup Time | Minimum 8 hours | Mandatory | Minimum 8 Mandatory
hours
22 | Software Android 11.0 or Mandatory | Android 11.0 Mandatory
Requirements for above or above
development
support
23 | SAR Value Within acceptable | Mandatory | Within Mandatory
limits permitted in acceptable
India limits
permitted in
India
24 | Certifications BIS, or any other Mandatory | BIS, or any Mandatory
Available relevant Indian other relevant
Certificates Indian
Certificates
25 | Certifications UL Optional UL Optional
Available
26 | BIS Registration Yes Mandatory | Yes Mandatory
under CRS of Meity
MNote: Mobile/Tablets should not be made in China.
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Aadhaar Enrolment Kit

Aadhaar enrolment kit consists of a set of hardware devices required to carry out
successful Aadhaar enrolments & update. This set of devices comprises of following
devices.

.  Laptop/Desktop

[I. Monitor
1. Multifunction Device
IV.  White screen
V. Focus Light
VI.  Surge Protector spike
VII.  Iris Scanner
VIII.  Camera
IX. Slap scanner
X.  Global Navigation Satellite System (GNSS) Device
XI.  Single Finger Print RD L1 device
XIL.  Single Iris Scanner RD device
1. Allthese devices shall be as per UIDAI's specifications.

2. Biometric devices [Slap/Iris Scanner/Single Iris Scanner/Camera) LO RD device and
Single Finger Print RD L1 device shall be STQC certified.

3. Complete kit warranty shall be for 3 years except White screen, Focus light & surge
protector.

4. During warranty, faulty equipment’s shall be replaced /repaired within 7 days.

5. Aadhaar Enrolment Kit comprising of specific make/model of device shall be UIDAI
certified for its working with latest UIDAI's enrolment client (ECMP)

6. AEK vendors to provide Manufacturers Authorization Form (MAF) issued by OEM for
warranty support

7. It is the responsibility of the AEK vendor/OEM to provide Standard drivers, java and
net supporting SDK, digitally signed VDM with source code based on the publicly
available drivers & SDK versions and on demand support for the devices which are part
of the AEK.

8. OEMs to support UIDAI for Forensic analysis in case of any requirement or need arises

INDEX
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Aadhaar Enrolment Kit

Minimum Specification of Aadhaar Enrolment Equipment

Item 5.1.1. - Laptop

Specification Details

Machine Form Factor Laptop
CPU 4 Core processor or higher with minimum Frequency 4.0 GHz or

‘ higher and 10 ME Cache or higher
Display Minimum 14" HD Anti-Glare (16:9)
Display type LED
Connectivity Wi-Fi (IEEE 802.11b/g/n/ac) and Ethernet (10/1000 Base-T)
MEMORY Min. 16-GB DDRARAM or higher expandable up to 32-GB or higher

with 1 DIMM SLOT FREE
Solid-State Drive (S5D) Minimum 512GB S5D

One HDMI = minimum
Two[VGA/ DP Port/Type C/HDMI) port with Display Transfer feature

R e o Dedicated Minimum 3 USB 2.0 port*
One Ethernet (R]-45)

Battery Backup 6hrs backup time in case of laptop

Chipset System-on-a-Chip

Graphics Integrated Graphics

Keyboard Im;egratgd for laptop sized (Minimum 84 Keys) Windows compatible
Spill-resistant keyword

Touchpad Wide Touchpad below keyboard for laptop

Preloaded 0S Windows 11 professional or higher (Standard and Home edition of

windows are not allowed)

Certification BIS,or any other relevant Indian Certificates

ACCESSORIES UUSB Hub with multiple UUSB conn?ctmns (enabling 5 devices plug-in
through USB port), Laptop carrying case

3 years comprehensive onsite-warranty including Battery and power

WARRANTY

adapter
ANTI-VIRUS Reputed Antivirus/EDR software with regular signature updates
TPM System should support Trusted Platform Module [TPM) version 2.0

or higher version

Page 2 of 12
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Aadhaar Enrolment Kit

Item 5.1.1.1 - Desktop

Specification

Details

Machine Form Factor

Desktop(Small form Factor)

CPU

4 Core processor or higher with minimum Frequency 4.0 Ghz or
higher and 10 MB Cache or higher

MEMORY

Min. 16-GB DDR4RAM or higher expandable up to 32-GB or
higher with 1 DIMM SLOT FREE

Connectivity

Ethernet (10,/1000 Base-T)

Solid-State Drive (55D)

Minimum 512GB SSD

Input/output Ports

Min 1 HDMI

One (VGA/ DP Port/Type C ) port with Display Transfer feature
supported by Monitor

Dedicated Minimum 5 USB 2.0 port

One Ethernet (R]-45]

Battery Backup

0.5KVA UPS with 30 min backup time For desktop

Chipset Integrated with CPU or equivalent

Graphics Integrated Graphics

Keyboard [Minimum 104 Keys) Windows compatible Spill-resistant
keyword

Touchpad Optical USB mouse

Preloaded 0S Windows 11 professional or higher (Standard and Home
edition of windows are not allowed)

Certification BIS, or any other relevant Indian Certificates

WARRANTY 3 years comprehensive onsite-warranty

ANTI-VIRUS Hepu ted A_nhwru;/ EDF. softwa re with regular signature
updates(Licensed version required)

- System should support Trusted Platform Module [TPM) version

TPM . ;
2.00r higher version

Page 3 of 12
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Aadhaar Enrolment Kit

Item §.1.2. - Monitor

Specification Details
Size 15-16 inch or higher
Type LED
Resolution 1024 x 768 or above

Note: One additional Monitor with Desktop & Laptop - One for Operator view and other for
applicant of enrolment and update view

Item 5.1.3. - Multi Functional Device (MFD)

Specification Details
Function PRINTCOPY SCAN (COLOR)
DUTY CYCLE IN PAGES 3000 PAGES per month
Print Speed PPM - ELACK[A4) 18 PPM or better
Resolution 600 X 600 DP1
Printing Technology Ink Tank flaser
Custom media size A4

Standard operating system supported | Compatible with Windows 11 professional or

higher
Scan resolution 600 X 600 DPI OPTICAL
Bit/color depth 24 BITS
Copy speed 18 CPM or better
Copy resolution 600 X 600 DPI
Scan file format Minimum PDF,JPEG,
BIS Registration under CRS of MeitY Yes
Onsite OEM Warranty Minimum 3 years
Page 4 of 12
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Aadhaar Enrolment Kit

2

AADHAAR

Item 5.1.4. - White Screen

~ Specification Details
Size 4 X 5 ft Stand mountable / wall mountable
Accessories Stand
Non-Reflecting Yes
Opaque Yes

Item 5.1.5. - Focus Light

Specification

Details

Type

LED, minimum 5 W

Accessories

Stand, 2Mrts Wire and onfoff Switch near the operator

Item 5.1.6. - Surge Protector Spike

Specification Details
P 6 nos. of 5A sockets (4 Indian style + 2 International Style),
‘ Fuse, on/off Switch and 1S0 mark
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Aadhaar Enrolment Kit

Item 5.2.1 - Iris Device Specification

Specification

Stationary (mounted:
wall, tripod or stand)?

Hand_held?

'Hand-held with
alignment aid?

Standard compliance for
image capture

ISO/IEC 19497-6 (2005 or preferable2011 version)

Iris Diameter [In pixel)

=190

Spatial Resolution Pixel
Resoplution

> 60% @ 4.0 Lp/mm > =18 Pixels/mm

# of simultaneous

2

captured
eyest
Viewfinder External Internal Extecmal or

Internal
Capture distance =750 mm > 50mm =20 mm
Capture volume ‘
(width /height /depth) =>250x500x500mm | = 20x15%12mm = 20x%15x12mm
Expﬂ:-;ure time < 15ms < 33ms < 33ms
Imaging wavelength 700-900 nm

Spectral Spread

Powerin any 100nm band > 35% of total power

Scan type

Progressive

Image margins

Left & right: 0.50x iris diameter, Top & bottom: 0.25x iris

diameter

Pixel depth

> 8 bits/pixel

Image evaluation frame
rate

== 7 [rames/sec, continuous image capture

Capture mode

Auto capture with built-in quality check (incorporates NIST

quality considerations)

Sensor signal to noise
ration

=40 DB

Connectivity®

USE 2 or higher,
LUSB-IF certified or

USB 2 or higher, USB-1F

MNetworked certified
[TCP/IPF)
Page b of 12
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PoweE USE or
T LT 1 - independent PS
Weight NA <1kg =1kg
i ; <300 x 100 x <220x200x
ﬂlm&@hlog 300mm =220x 200 x 100 mm 100 mm
Operating temperature | 0-49C
Humidity 10 - 90% non-condensing
Durability /Shock IP54
Safety Standard Exempt Group per |[EC 6247 1:2006-07
Standards FCC Class A, RoHS
Liveness detection compliance as per IEEE Std 2790™-2020 &
Liveness I1SO/1EC
30107-3
Software AP Compliant with latest UIDAI Device Capture API Specifications.
i ‘ Windows 11 Professional VDM ready certified by UIDAI

IStationary: Any caplure process where the device is stationary and the subject is required
to position and rest himself /herself

!Handheld: Operator operates and holds the camera and the subject is stationary.
JAlignment aid: Camera has mechanical fixture for alignment. Optical viewfinder is not
considered alignment aid.

#Considered simultaneous if second eye is captured within 2 seconds of first eye done
without moving the device.

5Total of only 1 USE port will be available for connectivity and power

| security - Digital Signature!Preferably at firmware level) |

Item 5.2.2 - Camera

Specification Details
Standard compliance for image IS0/ IEC 19794-5
capture
Capture Mode Plain live capture
Image Quality Full Frontal (0x01) as per ISO/IEC 19794-5
Minimum Resolution 1920x1080

Manual Capture with Auto Focus and Auto Lighting

Capture Mode
P Adjustment

Page 7 of 12
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Aadhaar Enrolment Kit
Sensor =2 Mega Pixel Native
Connectivity6 High Speed USB 2.0 or higher, USB-IF certified
Lens Fixed, SLR
Power Through USB/Independent PS/Lithium lon
Mount Tripod/Universal Clip
Operating Temperature 0 to 50 degree Celsius
Humidity 10 - 90%
Safety Standard UL, 1S 616:2017
Software API g;:_ﬁ!,lr_d::_: Dwnt.h latest UIDAI Device Capture API
Durability / Shock IP 54
5Total of only 1 USB port will be available for connectivity and power
Security - Digital Signature!Preferably at firmware level)

Item 5.2.3 - Finger Print Device Specification (Slap Scanner)

Specification Details

Standard
compliance | ISO/IEC 19794-4
for image
capture
Capture Mode | Plain live scan capture

Image

. Setting level 31 or higher (Section 9.1 of Biometric Design Standards for
Acquisition

UID Applications V1.0
Requirements PP
Image
evaluation > 3 [rames/sec, continuous image caplure
frame rate
Page B of 12
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Aadhaar Enrolment Kit

2

AADHAAR

Capture mode

Auto capture with built-in quality check (incorporates NIST quality
considerations)

Capture area

1>76mm x 80mm

Capture sizes

. ) Preferred width Preferred height
Finger prints
(in) (mm) (in) (mm)
Roll finger 1.6 40.6 1.5 38.1
Plain Thumb 1 25.4 2 50.8
Plain 4 fingers (Sequence 32 81.3 3 76.2
check)
P.'Iain 4 INHEF-‘FS 3.2 £21.3 3 762
(identification flat)

Pixel depth

1 to 16 bits (size 1 byte)

Image
resolution
(horiz) and
[vert)

<=scan resolution [horiz) --2 bytes size and <=scan resolution [vert) --2
bytes size

Resolution of

final output 500 ppi, plus or minus 5 ppi

image

Signal - to - Both the ratio of signal to white noise standard deviation and the ratio of
noise ratio signal to black noise standard deviation of the digital scanner == 125
Connectivity” | USB 2.0 or higher, USB-IF certified

Power Through USB

Dimension [W

<180MM x 180mm x 180mm

XHXD)

Weight Maximum 2.5Kg.
Operating 0-50C

temperature

Humidity 10 - 90% non-condensing
e |

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026
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Aadhaar Enrolment Kit
Standards UL certified (if applicable). Meets 150 19794-4:2005 Section7 and Annex A
) ) certification requirements (IAFIS Appendix F certified].
Compliant with latest UIDAI Device Capture API Spcciﬁcatiunsr '
Software API
Linux/Windows 64 bit VDM ready certified by UIDAI
Platen Area Hardness Test: 6H compliant Tested as per ASTM D3363;
‘ RCA Test: 175g, 400 cycles Abrasion test compliant as per ASTM F 2357-
Hardness
04
Liveness Liveness detection compliance as per IEEE Std 2790™-2020 & 1S0/1EC
30107-3
Note:
"Total of only 1 USB port will be available for connectivity and power
Security - Digital Signature(Preferably at firmware level)

Item 5.2.4 — GNSS Device

Specification Details
Environmental Specifications

Operating temperature =10 ~ 85°C

Storage temperature 40 ~ 85°C

Humidity 5% toUp to 95% non-condensing
Water proof IP54 or higher

GNSS+NavIC Specification

(GNSS Chipset

SIRF Star LIUSIRF Star IV
GSD4e /Mediatek/u-blox/sky trag
*Must support NavIC with other constellation

Frequency L1&L5 Dual band
Position Accuracy <5m 3drms
Time Accuracy 15 ns

Channels ==34 channel + GAGAN SBAS(Preferable)
Acquisition Sensitivity (in -1424Bm or better
dBm)

Tracking Sensitivity (in —dBm)

-156dBM or better

Protocol/Standard support

NMEA 0183 V3 Oor latest protocol@ 1152009600 baud
rate, and supports messages: GGA, GSA, GSV, RMC, VTG,

GLLZDA v2.2

Position fix time

Hot Start

1-2 sec

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026
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Aadhaar Enrolment Kit
Warm Start < 30 sec
Cold Start = 60 sec
Position Update Rate == |Hz
Electrical characteristics
Voltage 35V -65V
Current draw 55-B0mA

Other Parameters

Type of connection and Range

Location and Time/NMEA data transmission to be Wireless

with min. 50 m range

For Wired min.20 m rance

Ensuring Coordinate Accuracy

The coordinate must be capiured with over 99% accuracy

With all necessary required cables and accessories to connect

Accessories 1o the PC/Laptop
Warranty 3 years Comprehensive on-site Warranty
Note:

1.* GNSS receiver should be capable of computing location from NavIC constellation
2. Total of only 1 USB port shall be available for connectivity and power

Item 5.2.5 - Single Finger Print Scanner L1 Registered Device (RD)

5

Nao.

Name/Description

Specifications

Properties

1

Single Finger Print Scanner Registered Device (L1 | Yes

Compliant)

Mandatory

Single Finger Print Scanner Registered Device for | Yes

Aadhaar Authentication with STQC UIDAI
certified RD Service to the L1 compliant

Fingerprint Registered Device

Mandatory

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026
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3 | STQC Certified (STQC Certificate for the Yes Mandatory
Registered L1 device must be submitted)
4 | STQC Certificate Number & its validity(L1 Yes Mandatory
compliant)
5 | Connector Cable to connect the Device to Micro Yes Mandalraary
USB/Type C Port
6 | Finger Print Device Connectivity Through Integrated | Mandatory
USB 2.0 or higher
7 | Finger Print Device Power Through USE Mandatory
8 | Sample application for Android platform to test Yes Mandatory
sensorfextractor
Note: (Refer approved Single Finger Print Scanner Registered Device devices on UIDAI
website)

Item 5.2.6 - Single Iris Scanner Registered Device (RD)

MNote:

(Refer approved Single Iris Scanner Registered Device devices on UIDAI website)

SPECIAL TERMS AND & CONDITIONS FOR AADHAAR ENROLMENT KIT

1.

Installation & commissioning: Bidder shall provide Remote support Facility lor
installation of Aadhaar Enrolment Kit

Delivery Period: - Bidder shall complete the entire delivery to consignee within 30
days from date of purchase order.

Performance bank guarantee — Bidder shall submit the PBG of 10% of the contract
value to the purchaser before payment is released

Payments: 100 percent of the payment shall be made within 10 days of supply of
Aadhaar enrolment Kit to consignee after its acceptance & submission of PBG.

SLA: Incase failing to replacefrepair of faulty equipment’s within 7 days
(equipment’s within warranty), Rs100 penalty per day per equipment till the
replacement/repair shall be deducted from PBG.

Page 12 of 12
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F. No. HQ-16031/1/2021-EU-I-HQ
Unique Identification Authority of India (UIDAI)

(Enrolment and Update I-Division)
ek

7" floor, UIDAI Head Office

Behind Kali Mandir, Bangla Sahib Road
Gole Market, New Delhi = 110 001
Dated 13" August 2024

Frequently Asked Questions (FAQs) on revised Aadhaar Enrolment Kit specifications

Frequently asked Questions (FAQ) to clarify doubts/queries received regarding revised
Aadhaar Enrolment Kit specifications issued vide UIDAT OM no. 1 of 2024 of even file
number dated 01.07.2024,

S.No. 1. CPU Specifications (Item S.1.1. - Laptop and Item 5.1.1.1 — Desktop)

Question: Does the required CPU speed of 4.0 GHz refer to the base frequency or the
maximum turbo frequency?

Answer: The specified 4.0 GHz refers to the minimum turbo frequency of a 4-core processor
with a cache size of at least 10 MB. This configuration is necessary for optimal performance
in handling demanding tasks.

S.No. 2. Display Port Requirements (Item S.1.1. — Laptop, Input/output Ports)

Question: New laptops often have one HDMI port/one display transfer port and two USB
ports. How can the requirement of multiple ports he met?

Answer: If multiple ports are not available as required, the requirement can be fulfilled by
providing additional connector or/and USB Hub as a part of the AEK Kit.

S.No. 3. Desktop Certification (Item §.1.1.1 — Desktop)

Question: Does the required BIS or other Indian certification apply to the entire desktop unit
or just the display unit?

Answer: The BIS certification mentioned is applicable for display unit of the desktop.

S.No. 4. TPM Requirement (Item S.1.1. — Laptop and Item S.1.1.1 — Desktop)
Question: Is hardware or software TPM 2.0 required for enhanced security?
Answer: TPM 2.0 or higher is mandatory at hardware level.

S.No. 5. Chipset Compatibility (Item S5.1.1.1 — Desktop)

Question: Chipset Integrated with CPU or equivalent, does "equivalent” is acceptable as
compatible also?
Answer: Yes, "equivalent” can be interpreted as compatible in this context.

INDEX
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S.No. 6. Hardness Testing (Item S.2.3 - Finger Print Device Specification, Slap
Scanner)

Question: Which type of report is required for compliance with the 6H hardness test (ASTM
D3363), RCA Test (175g, 400 cycles), and Abrasion test (ASTM F 2357-04) for the slap
scanner platen area?

Answer: In this regard, Test report from any accredited Lab or in-house test reports from the

OEMs shall be acceptable.

S.No. 7. Liveness Detection (Item S.2.3 — Finger Print Device Specification, Slap
Scanner)

Question: Is compliance with IEEE Std 2790™-2020 sufficient, or is a certificate for
ISO/IEC 30107-3 also required for slap scanner liveness detection?

Answer: A certificate from a NIST/NABL accredited lab for ISO/IEC 30107-3 compliance
and a certificate from any accredited Lab or an undertaking from OEM for compliance with
IEEE Std 2790™-2020 shall be acceptable.

S.No. 8. Registered Device Level (AEK specification point no. 2)

Question: Does "LO RD device” mean the biometric devices (slap/iris scanner/single iris
scanner/camera) must comply with L0, Registered Device standards and what is the
compliance needed for the same?

Answer: Yes, all biometric devices such as slap/iris scanner/single iris scanner/camera must
adhere to the L0, Registered Device requirements for enrolment and update processes and an
OEM undertaking confirming compliance with L0, Registered Device standards and
adherence to Device-Capture API specifications as and when released by UIDAL

Signed by Prabhakaran CR
Date; 13-08-2024 14:19:30
(Prabhakaran C R)

Dy. Director (E&U-I)

To:

All UIDAI Regional Offices and Tech Centre
All Registrars /EA.

All System Integrators/OEMs

Guard file

Ealt LA o
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F. no. HQ-16024/2/2020-EU-I-HQ
Unique Identification Authority of India
(Enrolment and Update Division)

UIDAI Head Office
Bangla Sahib Road, Behind Kali Mandir
Gole Market, New Delhi - 110 001
Dated 12.03.2025
Circular no. 1 of 2025

Subject: Policy regarding action in case of default in adherence to or violation of any
regulation, process, standard, guideline or order issued by the Unique Identification
Authority of India, by registrars, enrolment agencies or other service providers

The policy regarding action in case of default in adherence o or violation of any

regulation, process, standard, guideline or order issued by the Unique Identification Authority
of India, by Registrars, enrolment agencies or other service providers, version 5.0 (hereinafter
referred to as the “instant policy™), annexed hereto, is issued hereby, pursuant o the
provisions contained in sub-regulation (3) of regulation 26 of the Aadhaar (Enrolment and
Update) Regulations, 2016, made in exercise of the powers conferred by, inter alia, sub-
section (1) and sub-clause (s) of sub-section (2) of section 54 of the Aadhaar (Targeted
Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016, read with, inter
alia, clause [F] (“Financial Disincentives™) of the terms of engagement of registrar, issued
vide UIDAI's OM F. no. HQ-16024/4/2020-EU-I-HQ Part (1), dated 29.9.2022 and revised
vide its OM of even number, dated 23.3.2023 and signed and furnished to UIDAI by
registrars.
2. The instant policy supersedes the policy issued vide the Authority’s circular policy
issued vide UIDAD's circular F. no. HO-16024/2/2020-EU-1-HQ, dated 30.11.2022 and
modified vide its circular bearing the said number, dated 03.10.2023 and shall come into
effect from 01.04.2025,

3 This issues with the approval of competent authority.

Signed by Prabhakaran C R
Date: 17-03-2025 13:27:09
{Prabhakaran C. R.)
Deputy Director
Tel.: 011-23478444
Email: dd.eul-hg@uidai.net.in

To:

All UIDAI Regional Offices

Deputy Director General, UIDAT Tech Centre
Deputy Director General (Finance), UIDAT HO
All Enrolment Begistrars

Guard file

ok R

1 1 INDEX
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Policy regarding action in case of default in adherence to or violation of any regulation,
process, standard, guidelines or order issued by the Unique Identification Authority of
India, by Registrars, enrolment agencies or other service providers (version 5.0)

1. Appointment of Regisrars, enrolment agencies and other service providers is
governed by Chapter V' (Regulations 21 to 26) of the Aadhaar (Enrolment and Update)
Regulations 2016, Regulation 26 thereof reads as under:

“26. Liability of Registrars, enrolling agencies and other service providers and
action in case of default— (1) The Registrars, enrolling agencies, and other service
providers, and the supervisors, operators or any other persons or agencies employed by
them shall adhere to all regulations, processes, standards, guidelines, and orders issued
by the Authority from time to time, and the code of conduct provided in Schedule V.

{2) The Authority shall monitor the enrolment activities of the Registrars, enrolling
agencies and the operators, supervisors and other personnel associated with enrolment.

(3) Without prejudice to any other action which may be taken under the Act, for
violation of any regulation, process, standard, guideline or order, by a Registrar or
Enrolment Agency or any service provider or any other person, the Authority may
immediately suspend the activities of such a Registrar or Enrolment Agency or service
provider or concerned person, and after holding due enquiry, it may take steps for
imposition of financial disincentives on such a Registrar or Enrolment Agency or
service provider or any other person and for cancellation of the credentials, codes and
permissions issued to them pursuant to the Act or these regulations, or any other steps
as may be specifically provided for in the terms of engagement with the Authority.”

2. Further, clause [F] (“Financial Disincentives™) of the terms of engagement of
Registrar, issued vide UIDAT's OM F. no. HQ-16024/4/2020-EU-I-HQ Part (1), dated
29.9,2022, reads as under:

“[F] Financial Disincentives

a. UIDAI without prejudice to any other action which it may take under the Act, for
violation of the Act, any regulation, direction issued by the Authority, process,
standard, guideline or order, by the Registrar or its Enrolling Agency (through
Registrar), may immediately suspend the activities of the Registral or its Enrolling
Agency after holding due enquiry, it may take steps for imposition of financial
disincentives on the Registrar as per the UIDAI policy or guidelines and for
cancellation of the credentials, codes and permissions issued to them pursuant to
the Aadhaar Act, 2016 and regulations framed thereunder,

g. The financial disincentive shall be levied upon the Registrars against defaults as
per the Policy for enforcing of Aadhaar (Enrolment and Update) Regulations
2016, process, standards, guidelines, Data Quality and containing corrupt /
fraudulent practices issued by UIDALI as modified from time to time."”

3 This palicy is issued pursuant to the provisions contained in sub-regulation (3) of
regulation 26 of the Aadhaar (Enrolment and Update) Regulations, 2016, read with the terms
2
INDEX 2
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of engagement of Registrar (hereinafter referred to as “instant policy™). The instant policy
provides for the policy, process and guidelines for suspension of activities and the steps that
may be taken for the imposition of financial disincentives and cancellation of credentials etc.,
for non-adherence to or violation of any regulation, process, standard, guideline or order
issued by UIDAI by a Registrar, enrolment agency or service provider, and any agency or
other person employed by the aforesaid.

4, The provisions of the instant policy are without prejudice to any other action that may
be taken as provided for under the Aadhaar (Targeted Delivery of Financial and Other
Subsidies, Benefits and Services) Act, 2016 (hereinafter referred to as “the Act”) or any other
applicable law,

5. Procedure for establishing non-adherence to or violation of any regulation,
process, standard, guideline or order

5.1  Operator at an Aadhaar enrolment centre is required to follow the procedure as per
regulation 11 of the Aadhaar (Enrolment and Update) Regulations, 2016 while
providing Aadhaar enrolment or update services to an individual seeking enrolment or
update of information in Aadhaar. Further, all equipment used in enrolment, such as
computers, printers, biometric devices and other accessories need to be as per the
specifications issued by the Auwthority for this purpose.  The Authority while
processing the information/data collected at the enrolment centre and uploaded to
Central Identities Data Repository (CIDR), pursuant to regulation 13 and 14 of the
Aadhaar (Enrolment and Update) Regulations, 2016 read with code of conduct as set
out in Schedule V, may reject an enrolment or update request due to quality or any
other technical reason, in the course of checking by UIDAI for quality of
information/data collected (hereinafter referred as ‘QUC process’). In case the request is
rejected the QC process, it is marked with applicable error category.

5.1.1 The list of error categories, along with the nature of vielation of any regulation,
process, standard, guideline or order is at Annex I. Based on the tyvpe and count of
errors marked during QC process, UIDAIL generates a Registrar-wise data quality and
deficiency report (DQDR) on a monthly basis or otherwise. The DODR forms the
basis for action as specified in Annex IT to be taken for violation of any regulation,
process, standard, guideline or order.

52  Sub-section (1) of section 23 of the Act empowers the Authority to call for
information and records, conduct inspections, inquire and audit the operations of the
CIDR, Registrars, enrolling agencies and other agencies. MNon-adherence to or
violation of any regulation, process, standard, guideline or order may also be
established through such calling for information and records, inspections, inguiry and
audit as follows:

(a) UIDAI has put in place a system of Out Bound Dialling (OBD) survey to collect
feedback from the individuals on the Aadhaar enrolment and update services
availed by them. Grievances pertaining to overcharging and corrupt practices by
a Registrar, enrolment agency, service provider or other person are also

investigated by UIDAI through the system of OBD survey. INDEX
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(b) UIDALI also performs various checks at the backend to detect violations relating
to bypassing of or tampering with the enrolment software.

{c) Physical audit and inspections of the enrolment centres are conducted through
Regional Offices and other means to monitor the activities of the Registrars,
enrolling agencies, operators, supervisors and other personnel associated with
enrolment and update.

5.2.1 Incase any violation of any regulation, process, standard, guideline or order as set out
in Schedule ¥V or any other provisions of the Aadhaar (Enrolment and Update)
Regulations, 2016 is identified through calling for information and records,
inspections, inquiries and audit, action as specified in Annex III shall be initiated
against the Registrar, and operator concerned, which can be in addition to the action
already taken for violations as mentioned in paragraph 5.1.1.

6. Procedure for imposition of financial disincentives on Registrars

6.1  UIDAI generates — (i) consolidated Registrar-wise Aadhaar generation {AG) report,
(ii) detailed EID-wise report of successful and unsuccessful transactions, and (iii)
DODR on monthly basis or otherwise and shares the same with the Registrars,

6.2 All the Registrars are mapped to any one of the UIDAT Regional offices (RO) for
administrative purpose. On receipt of the above reports along with calculations, every
Registrar concerned shall submit to the RO concerned a tax invoice if registered under
GST or an invoice if not registered under GST, for processing of payment for the
month or otherwise.

6.3  The total amount of financial disincentives on account of violations specified in
paragraph 5.1.1 for each calendar month or otherwise shall be capped at 10% of the
amount of financial assistance due from UIDAI (excluding GST) for the
corresponding period.

6.4  There shall be no capping on the amount of financial disincentives on account of the
violations as mentioned in paragraph 5.2.1. In case the total amount of financial
disincentives on account of such violations exceeds the amount of financial assistance
due from UIDAI during the relevant month, the excess amount is liable to be
recovered from the future payments.

7. Procedure for suspension of activities, cancellation of credentials, codes and
permissions, and training and testing of operator

7.1 Procedure in respect of violations specified in Annex I1

7.1.1 In the event of an operator exceeding any threshold specified in Annex I, UIDAI
Technology Centre may suspend the activities of the operator concerned and
permissions of the operator under intimation to the Registrar, enrolment agency and
RO concemed. Further steps shall be taken by the Registrar as applicable and
specified in Annex II.
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Procedure in respect of violations specified in Annex 111

In the event of an operator committing any violation as specified in Annex II1, the RO
concerned shall communicate the same to the UIDAI Technology Centre for the
suspension of activities or the cancellation of the credentials, codes and permissions,
or both, of such operator, and the Technology Centre shall give effect to the same,
under intimation to the Registrar, enrolment agency and RO concerned. Further steps
shall be taken by the Registrar as applicable and specified in Annex III.

Re-training and certification

Violation of any regulations, process, standards, guidelines or order by an operator in
the course of carrying out the enrolment or update process is likely to result in
rejection of the request or recording of inaccurate information in CIDR, or both, to the
detriment of the individual undergoing such process or a requesting entity that may
rely on such information, or both. Therefore, it is necessary that operators exercise
due care and caution in the performance of their duties. While operators who commit
a violation as is specified at serial number 1 in Annex II, or in Annex III, shall not be
permitied to continue in the system, in respect of other violations, the operator
concerned shall be provided opportunity for re-training and certification as follows:

(a) Errors with error code DOE-1: On the first and second instances of an operator
committing Document Error-1 (“DOE-1") as specified in Annex 11, an email
alert shall be sent to the Registrar, enrolment agency and operator concerned. In
case a third instance of such violation by such operator in the same month, the
activities of the operator shall be suspended forthwith, Registrar will have the
discretion to consider re-onboarding such operator after one month of such
deactivation, on completion of re-training and certification through LMS portal
of UIDAIL Upon receipt of request from the Registrar concerned, the RO
concerned may re-onboard such operator.

(b) Errors with error code -AL, DOE-2, DE, BE, RSV: On the 10th, 20th and 25th
instances of an operator committing any of the errors namely, Abusive
Language (“AL”), Document Error-2 ("DOE-2"), Demographic Error ("DE"),
Biometric Error (“BE”), Rejection during Source Verification (“ESV) as
specified in Annex II, an email alert shall be sent to the Registrar, enrolment
agency and operator concerned. In case of 30th instance of such violation by
such operator in the same month, the activities of the operator shall be
suspended forthwith. Registrar will have the discretion to consider re-
onboarding such operator after one month of such deactivation, on completion
of re-training and certification through LMS portal of UIDAIL Upon receipt of
request from the Registrar concerned, the RO concerned may re-onboard such
aperator.

In case an operator is re-onboarded after re-training and certification as described at
paragraph 8.1(a) and 8.1(b) above, and the activities of such an operator is suspended

again for any violation subsequently, he shall not be given the opportunity for

undergoing re-training and re-onboarding within a period of 12 months from the date
of such suspension.

/4238172025
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8.3  The condition mentioned at paragraph 8.2 will not be applicable o regular
Government employees working as Aadhaar operators under various State and
Central Government Registrars.

9, Mechanism for reconsideration of the action taken against violations of
regulations, processes, standards, guidelines, orders and the code of conduct

9.1 A Registrar, enrolment agency, service provider or other person aggrieved by any
action taken pursuant to the instant policy may, within a period of 45 days from the
date of receipt of communication in this regard, represent to the Deputy Director
General (DDG) in charge of the RO concerned, for reconsideration of such action, In
the case of an enrolment agency, service provider or other person, the submission of
such representation shall be done through the Registrar concerned. Such DDG shall
consider and decide the representation and shall cause the substance of such decision
to be conveyed in writing to the representing Registrar or, through the Registrar
concerned, to the representing enrolment agency, service provider or other person
concerned, as the case may be. The decision so conveyed shall be final.

10.  The instant policy supersedes the policy issued vide UIDAI's circular F. No. HQ-
16024/2/2020-EU-1-H(), dated 30.11.2022 and modified vide its circular bearing the said
number, dated 03.10.2023 (hereinafter referred to as “superseded policy™). However, such
supersession shall not affect—

(a) any suspension of activities, credentials or codes or permissions cancelled, or
other steps taken under the superseded policy;

(b) any right, obligation or liability acquired, accrued or incurred under the
superseded policy; or

(c) any steps initiated under the superseded policy for the cancellation of
credentials, codes or permissions, which may continue to be proceeded with
under the superseded policy as if the instant policy has not come into effect:

Provided that where the operator whose activities were suspended for a period of one
year under the superseded policy for a deficiency other than the deficiency listed at serial
number 2 in the table below clause (xviii) of paragraph 4 of the said policy, such operator
may, on successful completion of re-training and certification as referred to in paragraph 8 of
the instant policy and if a request is made by the Registrar concerned in this regard, be re-
onboarded before expiry of the said period of one vear.
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Annex [

List of error categories along with nature of violation of regulations / processes /
standards / guidelines / orders

S; Nature of violation of regulations / processes / standards / guidelines | Error
{ orders category
1 | Photo on photo (POP) of the individual seeking enrolment/ update POP
2 | Document Error-1 (DOE-1) DOE-1
(a) Uploading of overwritten/tampered system generated documents
issued by Central/State Governments
(b) Uploading of photo of object/ screenshot/ picture etc. against
document
3 | Use of unparliamentarily language / abusive language in AL
demographic details
4 | Document Error-2 (DOE-2) DOE-2
(a) Uploading of poor-quality document/scan
(b) Uploading of blank document or document not as per list of
supporting documents
(c) Uploading of wrong document in the selected document type
(d) Uploading of expired or outdated documents like DL, passport,
electricity bill, post-paid telephone bill, water bill, etc. (if not
otherwise specified)
(e) Uploading of only one side of a document whose both sides
required for validation (e.g. one side of voter id card is not valid
for proof of address) or not uploading all the relevant pages of a
document
(f) Uploading of photoshop document or document generated from
unauthorised website
(z) Uploading of wrong relationship document (e.g., relationship
mentioned in the address part of the document as w/o, hio, c/o,
d/o, s/o ete. shall not be acceptable)
(h) Uploading of photocopy of document
(i) Uploading of invalid document
(i) Uploading of document bearing correction fluid/overwriting/
cutting etc. without attestation by issuer
5 | Demographic Error (DE) DE
(a) Minor typographical errors or demographic data mismatch
(b) Transliteration error
(c) Wrong selection of gender type/ relationship type
(d) Visible age/photo mismatch
(e) Any other document or data entry mistakes not covered under
DOE-1
G | Biometric Error (BE) BE
(a) Photo not captured as per guidelines
(b) Biometric exception photo not captured properly
{c) Photo not of the individual seeking Enrolment/Update

Filis Wo. HO-0004/ 2/ 3030-EL-1-H0) (Computir No. 10500
Genirated from edffice by Purssl Kumss, ASO-(PKHEBU-FHO, ASSISTANT SECTION OFFICER (ERUHIF-HE, s CHIEF EXECUTIVE OFFICER-UIDM o0 17400 /2035 0300 PM

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 A-117 771 3er, A9 ug==

INDEX



YAy Y A

2

AADHAAR

HO- 1602427 2020-EL-1-HD

APSAMAA

A - ENROLMENT & UPDATION

(d) Biometric exception photo not of individual seeking enrolment/
update
7 | Rejection during source verification at QC (RSV): Document found RSV
invalid during source verification
8 | Rejection due to technical issues at UIDAT's end (TR) TR
Annex 11
Action to be taken for violations of regulations, processes, standards, guidelines,
orders and the code of conduct provided in the Aadhaar (Enrolment and
Update) Regulations, 2016 as identified in the QC processes*
) Natuﬁ.‘.‘ of violation of Rate of
5. Error regulations / processes / . ‘ . .
No. | category standards / guidelines / Action to be taken financial
disincentive
orders
1 POP Photo on photo (POP) of | (1) Suspension  of  the | ¥ 25,000 per
the individual seeking activities of the packet
enrolment/ update operator concerned
with email notification
o operator/EA
/Registrar concerned
(2) Consider imposing
financial disincentives
on the Registrar
2 DOE-1 | Document Error 1 (1) Email notification to | 310,000 per
(DOE-1) operator/EA/Registrar packet
(a) Uploading of concerned on 1% and
overwritten/tampered 2" violation.
system generated | (2) Suspension  of  the
documents issued by activities of  the
Central/ State operator concerned on
Governments 3" violation within the
(b) Uploading of photo of month  along  with
object/ screenshot/ email notification to
picture etc.  against operator/EA/Registrar
document concemned,
(3) Consider imposing
financial disincentives
on the Registrar
3 AL Use of unparliamentarily (1) Email notification to 50 per
language / abusive operator/EA/Registrar packet
language in demographic concerned on 10", 20"
details and 25" wviolation.
(2) Suspension  of  the
activities of the

Filis Wo. HO-0004/ 2/ 3030-EL-1-H0) (Computir No. 10500

Gonerated from eOfMce by Puneel Kumr, ASO-(PEHERU--HO, ASSISTANT SECTION OFFICER (ESUHI-HO. Qs CHIEF EXECUTHVE OFFICER-UIODA on 17/03/2025 0310 PM
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operator concerned on
30" wiolation  within
the month along with
email notification to
operator/EA/Registrar
concerned.

(3) Consider imposing
financial disincentives
on the Registrar

DOE-2

Document Error-2

(DOE-2)

(a) Uploading of poor-
quality document/scan

(b) Uploading of blank
document or document
not as per list of
supporting documents

(c) Uploading of wrong
document in the
selected document
type

(d) Uploading of expired
or outdated documents

like DL, passport,
electricity bill,
postpaid telephone
bill, water bill, etc, (if
not otherwise
specified)

(&) Uploading of only one
side of a document
whose  both  sides
required for validation
(e.g. one side of voter
id card is not valid for
proof of address) or
not uploading all the
relevant pages of a
document

(f) Uploading of
photoshop  document
or document generated
from unauthorized
website

(g) Uploading of wrong
relationship document

(e.g. relationship

(1) Email notification to
operator/EA/Registrar
concerned on 10, 20"
and 25" violation.

(2) Suspension  of  the
activities of the
operator concerned on
30" wiolation  within
the month along with
email notification to
operator/EA/Registrar
concerned.

(3) Consider imposing
financial disincentives
on the Registrar

% 50 per
packet

9

File No. HO-16034, 2 30MG-EL-FHG (Computer Mo, 1830)
Caretrated from eDffice by Punect Eumar, ASO-(PEIELL--HO, ASSISTANT SECTION OFFECER (ERU-IHHD, Do OHIEF EXECUTIVE OFFICER-LIDAI om 1720073025 0310 PM
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mentioned  in the
address  part  of the
document as wio, hio,
c/o, dlo, sfo etc, shall
not be acceptable)

{h) Uploading of
photocopy of
document

(i) Uploading of invalid
document

Enrolment/Update
(d) Biometric  exception
photo not of individual

the month along with
email notification to
operator/EA/Registrar

(i) Uploading of
document bearing
correction fluid/
overwriting/  cutting
etc. without attestation
by issuer
5 DE Demographic Error (DE) | (1) Email notification 1o 50 per
{a) Minor  typographical operator/EA/Registrar packet
errors or demographic concerned on 10, 20™
data mismatch and 25" violation.
(b) Transliteration error (2) Suspension  of  the
(c) Wrong  selection  of activities of the
gender type/ operator concerned on
relationship type 30" violation within
(d) Visible age/photo the month along with
mismatch email notification to
{e) Any other document or operator/EA/Registrar
data entry mistakes not concerned.
covered under DOE-1 | (3) Consider imposing
financial disincentives
on the Registrar
G BE Biometric Error (BE) (1) Email notification to | 1,000 per
{a) Photo not captured as operator/EA/Registrar packet
per guidelines concerned on 10%, 207
{b) Biometric  exception and 25" violation.
photo  not  captured | (2) Suspension  of  the
properly activities of the
{c) Photo not  of the operator concerned on
individual seeking 30" violation  within

seeking enrolment/ concerned.
update {(3) Consider imposing
financial disincentives
on the Registrar
10 10

File Mo, HO- 1002432000 EU-1-HD (Compuber Mo 1830)
Ganerated from eOfce by Punest Kueras, ASD-{PEFESLU--HO, ASSISTANT SECTIOM OFFICER (ERU-I)-HD, Oso CHIEF EXECUTIVE OFFICER-LEDA] on 17708, 2088 00:90 P
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7 RSV Rejection during source | (1) Email notification to | % 250 per
verification at QC operator/EA/Registrar packet
(RSV): Document found concerned on 10", 20"
invalid during source and 25" violation.
verification (2) Suspension  of  the
activities of the
D[!lETﬂtDE c:nncemed on
30"  violation within
the month along with
email notification to
operator/EA/Registrar
concerned.
(3) Consider imposing
financial disincentives
on the Registrar
8 TR Rejection due to technical — —
issues at UIDAL's end
(TR)
*Without prejudice to any other action which may be taken under the Act.
Note: In case of multiple errors in a single packet, the error with higher amount of
financial disincentive to be marked.
Annex ITI
Action to be taken for violations of regulations, process, standards, guidelines,
orders and the code of conduct provided in the Aadhaar (Enrolment and
Update) Regulations, 2016 as identified through other sources or means**
Rate of
s, . financial
Incident / criteria Action e
No. disincentiv
e
1 | Enrolment of adult as a child with | (1) Suspension of the activities | % 25,000
age less than five years to avoid of the operator concerned per incident
- : - (2) Consider imposing financial
collection of biometric ' . X
disincentives on the
Registrar
(3) Registrar may file FIR on the
operater  and  shall  be
reviewed in the SRC meeting
2 | Gross violation of the stipulated (1) Suspension of the activities | ¥ 25 opo
guidelines such as tampering of of the operator concerned per machine
UIDAT’s software/ Hardware (2) Consider imposing financial
(BYPASS of operator /supervisor disincentives on the Registrar
Biometrics)
3 | Enrolment of an adult as a child | (1) Suspension of the activities | ¥ 25000
with age less than 18 years to of the operator concerned per incident
11 11

File No. HO-1E024 £ EFR020-E0--H0 (Compuber Ko, 12500
Cenerated from e0Mce by Puneet Kumar, AS0-{PEHERLU--H0. ASSISTANT SECTION DFFICER (ERU-T-#00. D50 OHEF EXECUTIVE OFFICER-LEDAI on 17/008/202% 05:90 PM
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avoid individual’s verification

{2) Consider imposing financial
disincentives on the Registrar
(3) Registrar may file FIR on the
operator and  shall be
reviewed in the SRC meeting

Wrong capturing of biometrics
such as capturing reverse
biometrics, toes instead of
fingerprints, reverse iris etc.

(1) Suspension of the activities
of the operator concerned

(2) Consider imposing financial
disincentives on the Registrar

(3) Registrar may file FIR on the
operator  and  shall  be
reviewed in the SRC meeting

¥ 25,000
per incident

Capturing of mixed biometrics

(1) Suspension of the activities
of the operator concerned

(2) Consider imposing financial
disincentives on the Registrar

(3) Registrar may file FIR on the
operator  and  shall  be
reviewed in the SRC meeting

T 25,000
per incident

Capturing of biometrics using
gummy fingers

(1) Suspension of the activities
of the operator concerned

(2) Consider imposing financial
disincentives on the Registrar

(3) Registrar may file FIR on the
operator  and  shall  be
reviewed in the SRC meeting

1 25,000
per operator

Operating unauthorised enrolment
center/ operating from
unauthorised location

(1) Suspension of the activities
of the operator concerned

{2) Consider imposing financial
disincentives on the Registrar

¥ 25,000
per operator

Overcharging for Aadhaar
enrolment and update services/
involvement in corrupt practices

(1) Suspension of the activities
of the operator concerned

(2) Consider imposing financial
disincentives on the Registrar

T 25,000
per operator

Wrong capturing of biometrics as
biometric exception case

(1) Suspension of the activities
of the operator concerned

{2) Consider imposing financial
disincentives on the Registrar

(3) Registrar may file FIR on the
operator  and  shall  be
reviewed in the SRC meeting

¥ 25,000
per packet

10

Identified for non-displaying of
rate chart, available services
or/and list of documents at

(1) Issue notice to Registrar
with details and proof for
corrective action within one

T 1,000 per
incident

File No. HO-1E024 £ EFR020-E0--H0 (Compuber Ko, 12500
Cenerated from e0Mce by Puneet Kumar, AS0-{PEHERLU--H0. ASSISTANT SECTION DFFICER (EREU-T-#0. D50 OHEF EXECUTIVE OFFICER-LEDAI on 17/008/202% 05:90 PM
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enrolment centres during week
inspection. (2) Consider imposing financial
disincentives on the Registrar
for non-compliance.
w*Without préjhdr'ce to any other action which may be token under the Act,
LE L]
13 13
File No. HO-1E024 £ EFR020-E0--H0 (Compuber Ko, 12500 INDEX
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F. no. HQ-16034/1/2021-EU-1-HQ
Unique Identification Authority of India (UIDAI)

{Enrolment and Update-I Division)
UIDAI Head Office
Near Kali Mata Mandir
Gole Market, New Delhi - 110 001
Dated 25 June 2025

Office Memorandum

Subject: [Initiation of Aadhaar enrolment and update Services using the Universal
Client application - reg

This is to inform that UTDAT has introduced the Universal Client (UC) as a
standard application for carrying out Aadhaar enrolment and update services under a
single platform,

2. All existing enrolment and update client application versions would shortly be
phased out and all Registrars and Enrolment Agencies (EAs) are required to transition
to the UC client application.

3. Accordingly, it is requested to initiate necessary actions to adopt and
implement the UC application across the machines operating at all the Aadhaar
enrolment centres functioning under the Registrars. The key steps include:

a) Installation of latest version of UC at all enrolment/update stations as per
UIDALI guidelines.

b) Training of operators on the new interface and workflows of the UC. Training
workshops for master trainers of Registrars are being organized at four
locations. Further, the training material on UC is under preparation and will be
shared in due course.

4, It is requested to render support and cooperation in ensuring a smooth and
timely transition. For further clarifications or technical assistance, UIDAI Regional
Offices and Tech Support teams may be contacted.

Yours sincerely,
Himanshu
{Deputy Director)
Tao:
UIDAI Regional Offices (for dissemination to all the Registrars)
Copy to:

UIDAI Tech Centre, Bengaluru.

INDEX
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{d) In case, it is established that Aadhaar number was deactivated based on reported
deceased status but the Aadhaar number holder is alive, the Aadhaar number will be
reactivated and UTDAT will inform Registrar of Births and Deaths concerned with a copy

to Registrar General of India and the Aadhaar number holder,

3. This issues with the approval of competent authority. Slgned by
Tushar Kumar Rakshit
Date: 07-07-2025 18:06:20

(Tushar Kumar Rakshirt)
Dy. Director (E&U-II)

Encl: Annexure

INDEX
Page20f 3
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Annexure

Format for application by Aadhaar number holder for re-activation of Aadhaar number
(In terms of Regulation 31 (2) of the Aadhaar (Enrolment and Update) Regulations, 2016)

1. Aadhaar Number

2. MName

3. Gender

4, Date of Birth

5. Parent's name and Aadhaar
number

{Only in case Aadhaar number
holder is less than 18 years of

age)
G. Address
7. Diistrict
8. State

9, Maobile Number

10. | Email Address
(If available)
11. | Any other information

12, | Signature / Thumb Impression

13. | Place

14. Date

Page 3of 3
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F.no, HQ-16024/4/2020-EU-1-HQ-Part(1)
Unique Identification Authority of India (UTDAT)
(Enrolment & Update-I Division)
7' floor, UIDAIT Head Office
Bangla Sahib Road, Behind Kali Mandir
Gole Market, New Delhi-110 001
Dated:  18% July 2025

Subject: Standard Operating Procedure (SOP) for appointment of a new Registrar/Enrolment
Agency (EA) - reg

Please refer to the SOP on the above subject issued on 27.5.2022,

2, In supersession of the above SOP, a revised process to be followed for appointment of
a new Registrar/EA is as follows:

(i)  Entities may submit their request for appointment as a UIDAT Registrar/EA o
the Regional Office (RO) concerned.

(i) RO shall verify the request based on the eligibility, requirement and feasibility,
and forward to UIDAI HeadOffice (HO) with clear recommendations and
tentative plan of the entity for opening Aadhaar enrolment centers and carrying
out Aadhaar enrolment and update services. The request should be submitted
in e-Office with the approval of DDG, RO along with duly filled checklist
(enclosed).

(iii) E&U-I Division, HO shall examine the proposal and allot Registrar/EA code,
upon approval of competent authority.

(iv) Upon receipt of Reg/EA code, RO shall submit a signed copy of Terms of
Engagement (ToE) to E&U-I Division, for records.

(v) RO shall coordinate with Tech Centre for completing the onboarding process
of Registrar/EA.

(vi) RO shall collect requests for creation of Registrar/EA Admin and forward to
Tech Support with approval of officials not below the rank of Director, RO.

(vii) In case the Registrar has all-India presence and is mapped to Nodal RO but
EAs are mapped with different ROs, the above process of Registrar Admin
onboarding shall be completed by MNodal RO, where the Headquarter of
Registrar is situated. Regarding EAs, concemned RO shall onboard the EA
Admin.

(vili) The L1, L2 registration and operator onboarding shall be performed by the
mapped RO where the EA is onboarded.

3. It may be noted that, as per the Terms of Engagement that are required to be signed by
the entity upon appointment as a Registrar, the Registrar may onboard any of its subordinate
office(s)/unit(s) as an EA to provide Aadhaar related services with the prior approval of
UIDAL

An entity that does not fall under the administrative control of a Registrar cannot be
appointed as an EA under it.

4, Further, as per Regulation 21{7) of Aadhaar (Enrolment and Update) Regulations,
2016, “Registrars shall not permit sub-contracting of enrolment functions by enrolling
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agencies to third parties. Registrars may permit field level manpower to be hired through
third parties provided the enrolling agencies furnishes details of the entities from which
such manpower is sought to be hired”. As such, if required, Registrars (either directly or
through their EAs) may hire field level manpower on salary basis.

5. This issues with the approval of competent authority.

Enclosed: Checklist for Appointment of a new Registrar/EA. Signed by Himanst

Date: 18-07-2025 13:39:01

(Himanshu)
Deputy Director (E&U-I)
To:
UIDAI Regional Offices
UIDAI Technology Centre, Bengaluru
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Checklist for Appointment of a new Registrar/EA
1. Entity Name:;
2. Request for onboarding as: Registrar 0 Enrolment Agency O  Both O

3. Name of existing Registrar:
{in case of appointment for new EA)

4, Specify the category of entity as per Regulation 21(1) of Aadhaar (E&U) Regulations, 2016:

State/UT Government O Central Ministry O
Department/Agency under Central Ministry 0 Public Sector company of Central Govt O
Public Sector company of State Govt O scheduled Banks O
Regulated entities O SPV created by Central Government (]
SPV created by State Government O

5. Category as per In-house model OM dated 30.1.2023:  Category A O Category B O

6. Number of Aadhaar enrolment cenires proposed:
along with locations (location list to be enclosed)

7. Aadhaar enrolment equipment owned by: Registrar [ EA O
8. Source of amount for procurement of equipment:
ICT by UIDAI O  Central Govt. funds 3  State Govt. funds 0 RegistraEA [

9. Ownership of Premises:
Govt.owned O Govt. hired/leased O Registrar/EA owned O

10. Mode of employment of:- Operators:  Employees on payroll of Registra/EA O
Hired through manpower agency (salaried)

Supervisors: Emplovees on payroll of Registrar/EA O
Hired through manpower agency (salaried)

11. Name of manpower hiring agency (if applicable):

12. Additional details of equipment and operators to be enclosed as annexure, if required.

13. Justification (attach additional document, if required):

Date: Sign & Stamp

(Officer not below the rank of Director, RO) TNPEX
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HQ-180117 27 2022-EL-I-HO 144751172025

F.no. HQ-16011/2/2022-EU-1-HQ
Unique Identification Authority of India (UTDAI)
(Enrolment and Update-1 Division)

UIDAI Head Office

Bangla Sahib Road, Behind Kali Mandir
Gole Market, New Delhi — 110 001
Dated 11.9.2025

Office Memorandum

Subject: One-time financial assistance to Depariment of Post & State Government UIDAI
registrars for replacement of L0 single fingerprint device scanner in line with requirement of L1
registered devices for the purpose of biometric authentication during Aadhaar enrolment and update -
reg,

In order to enhance the security levels of fingerprint based authentication transaction and
end-to-end encryption during the authentication process, fingerprint devices used in Aadhaar
authentication ecosystem have been upgraded from currently used LO to the next generation L1
Registered Device (RD). Authentication Division, vide letters in F.no. HQ-13021/1/2021-Auth-1 HQ
dated 27.01.23, 25.3.25 and 23.5.25, has issued directions to all AUA/KUAs/ASAs to phase out
fingerprint LO Registered Devices from Aadhaar authentication ecosystem.

2, UIDAI has granted financial assistance to Registrars of Central and State Governments/UT
Administrations under various phases in order to facilitate procurement of Aadhaar enrolment kits
for use in targeted Aadhaar enrolment to cover the unenrolled population. L1 devices have been
included in the latest specifications of Enrolment Client Multiple Platform (ECMP) and Child
Enrolment Lite Client (CELC) kits released vide OM MNo. F. No. HQ-16031/1/2021-EU-1-HQ) dated
01.07.2024 (OM 1 of 2024) and OM No. F. No. HQ-16031/1/2021-EU-I-HQ) dated 01.07.2024 (OM
2 of 2024) respectively. To ensure that L1 fingerprint scanner registered devices are used in all
ECMP and CELC kits for authentication, UIDAT shall provide financial assistance to the tune of
maximum amount of ¥2,500/- (including GST) per L1 fingerprint scanner device to Department of
Post and State Government registrars for procurement of such registered devices. This assistance
shall be provided subject to fulfilment of following conditions:

i. Assistance shall be provided only for those ECMP/CELC kits which have been procured
from Central/State Government funding;

ii. Assistance shall be considered only for kits, the details of which have been provided by
Regional Offices (ROs);

iii. This shall be a one-time assistance only,

3 The requirement of number of L1 finger-print scanner devices has been received from all

ROs, Keeping an additional 20% of the received number, details of consolidated number of devices
for which assistance shall be provided to Registrars are as below:
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Regional Office Number of L1 devices requested

g " Bengaluu 4875

2 Chandigarh 518

3 Delhi ' 6412

4 Guwahati 1683

5 Hyderabad 7223

G Lucknow 1647

R Mumbai 7577
8 Ranchi 3356
Total 33,2!]]
Additional 20% 39,949

4, The funds for financial assistance shall be disbursed in the following manner:

i. RO shall submit the consolidated requirements received from Registrars in the form of
Detailed Project Report (DPR) along with due recommendations for consideration to
UIDAI HO;

ii. UIDAI HO, upon approval of competent authority, shall provide Budget availability of
the eligible amount to the Registrars under intimation to RO concerned,;

ili.  The Registrar shall initiate the procurement process and place the Purchase order as per
the “Budget availability” informed by UIDAI HO;

iv. The ICT assistance amount shall be disbursed upon production of copies of the Invoices
from Registrar against procurement of L1 fingerprint scanner registered devices; and

V. Utilisation certificate for the amount utilised shall be furnished to the HO within a period

i

To:

E o L A

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026

of one month of the release of funds. Any unspent amount of the funds shall be refunded
to UIDAI along with accrued interest earned at the prevailing savings bank rate during the
period.

This issues with the approval of competent authority.

Signed by Himanshu

Date: 11-09-2025 12:38:35

{Himanshu)

Deputy Director

Tel.: 011-23478444

Email: dd.eul-hg@uidai.net.in

DDG, UIDAI Regional Offices (with a request to disseminate to Registrars)
DDG, Technology Centre

DD, Authentication Division, UIDAI HO

Guard file
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HJ- 1603371 2020-EU-1-HO-Part(2) 1/4TRIR 2025

F. no. HQ-16033/1/2020-EU-I-H()-Part (2)
Unique Identification Authority of India (UIDAIT)
{Enrolment and Update-I Division)

7* floor, UIDAT Head Office

Behind Kali Mandir, Bangla Sahib Road
Gole Market, New Delhi = 110001
Dated: 1% September 2025

Office Memorandum

Subject:  Rates of financial assistance provided by UIDAI to registrars against Aadhaar
generation and Mandatory Biometric Update (MBU) services, and fees to be collected by
registrars for other Aadhaar services — regarding

In supersession of the OM of even number dated 20.4.2023, and pursuant to the
approval accorded by the Authority, the rates of financial assistance provided by UIDAI to
registrars against Aadhaar generation and MBU services, and fees to be collected by
registrars for other Aadhaar services stand revised as follows:

Table-1
Fee to be
Rate of collected from
S . assistance to resident by
o Service registrar®* | registrar/service
) provider

(%,incl. GST) | (%, incl. GST)

1 Aadhaar Generation of residents in 0-5 age Bree of cost
group (ECMP/ UC or CEL Client enrolment) 75

2 Aadhaar Generation of residents more than 5 Free of cost
years age 125

o | Mandatory Biometric Update -

3 (5to 7 years and 15 to 17 years) 125 e Gt cost

4 Mandatory Biometric Update i
(7 to 15 years & more than 17 years) 125

- | Other Biometric Update (with or without

5 - 125

Demographic Update)

Demographic update (update of one or more

6 fields) in online mode or at Aadhaar Enrolment - 75

Centre using ECMP/ UCL/ UCY CELC

7 PoA/Pol Document Update at  Aadhaar _
Enrolment Centre 75
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8 PoA/Pol Document Update through SSUP ) -
(myAadhaar) Portal

g | Aadhaar Search using eKYC/ Find Aadhaar/any . 40
other tool & colour printout on A4 Sheet

*Financial assistance is applicable only to the successful ransactions
Table-2
Fee to be
Rate of collected from
s . assistance to resident by
o Service registrar* | registrar/service
) provider
(¥, incl. GST) (%, incl. G5T)

Aadhaar Generation of residents in 0-5 age

L' | group (ECMP/ UC or CEL Client enrolment) 90 Free of cost

2 A;!dhq.ar Generation of residents more than 5 150 N -
years age

., | Mandatory Biometric Update ‘

- (5 to 7 years and 15 to 17 years) 150 Free of cost

4 Mandatory Biometric Update i ‘
{7 to 15 years & more than 17 vears) 150

- | Other Biometric Update (with or without i 7

? Demographic Update) 150
Demographic update (update of one or more

6 fields) in online mode or at Aadhaar Enrolment - 90
Centre using ECMP/ UCL/ UC/ CELC
PoA/Pol Document Update at  Aadhaar

7 ‘ - a0
Enrolment Centre
PoA/Pol Document Update through SSUP

3] - 90
{myAadhaar) Portal

g | Aadhaar Search using eKYC/ Find Aadhaar/any - 50
other tool & colour printout on A4 Sheet

*Financial assistance is applicable only to the successful transactions

2.
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The charges for Home enrolment services shall be 700 (including GST) and will be
charged in addition to the normal fee applicable for demographic/biometric update in
Aadhaar. If the service is availed by more than one resident at the same address (as per
Aadhaar), T700 service charge (including GST) will be charged for first resident and 3350
(including GST) for each additional resident.
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3.

unchanged, as tabulated below:

For Registrars which are not functioning under in-house model as per OM No.
16024/4/2022-EU-I-HQ-Part(1) dated 30.01.2023, the applicable rates for assistance remain

Table-3
Fee to be collected
Rate of assistance from resident by
8. Service to registrar® registrar/service
no. provider
(T, incl. GST) (X, incl. G5T)
1 | Aadhaar Generation 50 Free of cost
Mandatory Biometric Update (with
4 or without Demographic Update) 50 FER Ot £Dst

*Financial assistance is applicable only to the successful ransactions
4, This issues with the approval of competent authority,

Yours faithfully,

Digitally signed by
Himanshu
Date: 21-09-2025
10:12:QHimanshu)
Deputy Director (E&LU-T)
To:
All Registrars/EAs (through notification)
Regional Offices of UTDAI

Copy to:
UIDAI Technology Centre, Bengaluru
Media/CRM Division
File.
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Unique Identification Authority of India
Policy on engagement of Young Professionals with the Authority
1. Object and purpose

1.1 UIDAI has a unigue mandate, which includes shaping the technology vision and
developing the technology strategy and deep tech for Aadhaar as the foundational layer
of the India stack. UIDAI's Technology Centre at Bengaluru is responsible for meeting
all technological, data engineering and information security needs of UIDAI, developing
the Aadhaar technology stack, undertaking research and development and supporting
innovation and partnerships. Details in this regard are at Annex.

1.2  UIDAI recognises that in the development and realisation of this technology
vision, strategy and deep tech, young technologists capable of finding unconventional
solutions to unigue problems and build solutions that can solve population scale
problems can be a key resource. The Young Professionals (YP) Programme offers a
platform for fresh technology graduates to create world-class innovative solutions and
contribute to India’s digital transformation by enriching the India stack.

1.3 The programme envisions YPs as constituting a key stream contributing to
UIDAI's in-house talent pool for developing a continuous pipeline for technology
solutions and innovations.

2. Programme overview

2.1 The YP Programme is a structured programme of engagement of YPs selected
from premier technology institutions across India, with high degree of flexibility and
systematic opportunities for the YPs—
(a) to familiarise themselves with the working of and the challenges and
opportunities associated with the Aadhaar ecosystem;
(b) to have one-on-one mentorship of UIDAI technology team leaders and
architects;
(c) to get guidance from internal technology team and access external experts
in a wide range of technology domains;
(d) to identify problems and potential solutions and innovations that may
represent value for the ecosystem,
(e) to pitch project proposals, individually or jointly with other YPs, to a select
group of technology champions and domain experts who shall assess the
same based on technological suitability and the value proposition;
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(f) to explore potential partnership with startups, industry, academia and
accomplished professionals, consistent with UIDAI's policies and
programmes in this regard,

(g) to explore and move from one business division or technology domain in
UIDAI to another, on the basis of interest and mutual fit;

{h) to lead technology teams after gaining requisite experience and displaying
leadership attributes; and

(i) for professional enrichment and skill development through participation in
relevant training programmes, conferences and technology events in India
and abroad.

2.2  The programme is for an initial period of three years with option of extension by
further periods of twa years at a time.

3. Programme structure

3.1 In the first two years of engagement, UIDAI will assign the YP either to existing
technology teams or assign them independent projects under the guidance of a senior
architect or Development Lead, aimed at giving them practical experience of
implementing technology solutions, gaining an understanding of the Aadhaar stack and
learning the back- and front-end technologies used by UIDAI.

3.2  From the third year, a YP may be designated as Development Lead and may
identify problems and potential solutions and innovations that represent value for the
ecosystem and pitch project proposals, individually or jointly with other YPs. Projects
approved on the basis of the YP's proposal may be in addition to their work on existing
teams or continuation of previously assigned projects. In case of the approved projects,
the YP may either be the project lead or a key member of the project team.

3.3 From the fifth year, a YP may be designated as Architect and may also explore
potential project partnership with startups, industry, academia and accomplished
professionals, consistent with UIDAI's policies and programmes in this regard. Projects
approved on the basis of the YP's proposal may be in addition to their work on existing
teams or continuation of previously assigned projects. In case of the approved projects,
the ¥YP may either be the project lead or a key member of the project team.

3.4  Approved projects from the third year onwards may include commitment of fresh
resources, including financial and technological, for operationalising the same, subject
to UIDAI's normal project approval processes.

3.5 In case of exceptional performance, a YP may be given the next level
designation in advance of the years referred to above. Further, in respect of a project
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proposal of significant value, a ¥YP may be permitted to pursue the same in advance of
the years referred to above.

3.6 YPs will be given quarterly goals in a consultative manner, appraised on their
performance and given feedback. They will be given opportunity to showcase their work
on a half-yearly basis before the YP Programme Steering Group and to interact with it,
with a view to identify the direction and pathways for future professional development.
The Group shall include both the internal technology team and external experts.

el
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Regarding UIDAI's technological mandate
. The Unigue Identification Authority of India (UIDAI) has the mandate to develop

and manage Aadhaar as the foundational public infrastructure of the India stack. This
includes developing the technology vision to meet future ecosystem needs, drive
innovation and forge partnerships for adopting and contributing to cutting-edge
technology and innovation.

2. The all-encompassing mandate and canvas of UIDAI offers a unique opportunity
to shape the technology vision and develop the technology strategy and deep tech for
enabling India’s digital transformation at population scale. UIDAI's functions and
activities include:
(a) Meeting the digital identity needs of aver 1.3 billion Aadhaar holders;
(b) Developing the policy, procedure and systems for Aadhaar issuance and
authentication;
(c) Establishing, operating and maintaining the Central Identities Data
Repository of UIDAL,
(d) Enabling over 2,300 use cases spanning the government, financial and
ICT sectors and allowing new use cases;
(e) Regulating, laying down standards and specifications and supervising the
Aadhaar ecosystem, consisting of about 700 Aadhaar-enrolling and over
500 Aadhaar-authenticating entities;
(f) Laying down the standards and specifications for registered biometric
authentication devices;
(g) Specifying the processes for Aadhaar data management, security
protocols and other technology safeguards;
(h) Developing new modalities and improved models for biometrically
establishing identity; and
(i) Promoting research and development for advancement in biometrics and
related areas, including usage of Aadhaar numbers through appropriate
mechanisms.

sk
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Unique Identification Authority of India (UIDAI)
Guidelines for recruitment of Personnel as Volunteers
1. Short Title and Commencement

(1) These Guidelines may be called UIDAI Volunteers Guidelines, 2022.
(2)  They shall come into force at once.

2. Object and Purpose

The Government of India has constituted Unigue Identification Authority of
India with the mandate to issue Unigue IDs to the Residents of the country.
Considering that the UID project is a unique venture in its design, scope, size
and implementation and will be chartering unknown territories in the areas of
technology, logistics and computing, it is necessary that it has access to the
world-class professionals in the areas of ICT (database, cryptology, data-
mining, biometric, AL, Machine Learning simulation, etc.), management,
contract, procurement and public administration.

Further, expertise would also be reguired to formulate long term technology
roadmap, including enterprise architecture and innovation management,
redesignire-architect existing UIDAI  solution, transformation of UIDAl's
business model, products etc.

To venture out and excel in these areas, talents may not be necessarily
available with the Government, hence UIDAI is willing to take people from
industry and academia to work with the UIDAI on Volunteer basis from their
parent organization so that these experts play a key role in improving Aadhaar
eco-system.

3. Definition: Unless the Context requires otherwise, following words shall have
the meaning attributed to them in these Guidelines for the purpose of these
Guidelines.

(1)  “Authority” means The Unigue |dentification Authority of India
(2) A "Volunteer” is a person who wants to give services to the Authority,
either on a part-time basis or on a full-time basis, without any remuneration

from the Authority.

(3) “Area of Expertise” means the subject or area in which the Volunteer
possesses expertise.

4, Identification of Volunteers: The Authority may follow any of the processes
— given below to identify volunteers.
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(1)  The Authority may, whenever it has the requirement of volunteers for
any specific area or job(s), post an advertisement on its website prescribing the
procedure to be followed for application from potential volunteers or may write
to industry bodiesfassociations or academic institutions calling for willing
candidates to apply for volunteers in UIDAI.

(2)  Any person who wishes to provide his services on a voluntary basis to
the Authority may apply to the Authority as per the application form attached to
these Guidelines.

5. Criteria and Methodology for selection: The Authority will follow the
following methodology for deciding if an applicant can be accepted as a Volunteer of
the Authority:

{1}y  Based on the application for becoming a Volunteer, the Authority shall
assess if the Volunteer's services are required in hisfher area of expertise.
The Authority will then conduct an interview (personal or telephonic).

(2) If the Authority is satisfied that the Applicant possesses requisite
specialized  skill, experience and  qualification, has relevant
professional/volunteer experience, has satisfactory background and reference
and that there is no conflict of interest between the Applicant working as a
Volunteer for the Authority and any other work the Volunteer may be engaging
in either for gain or a Volunteer, then the Authority will issue an offer letter
along with the specific role for the Volunteer and the reporting structure. The
Volunteer will convey acceptance by signing the offer letter and the non-
disclosure and confidentially agreement of the Authority.

(3) In case of applications received under Guideline 3(2) of these
Guidelines, the Authority shall first determine if the services of the Volunteer
are needed in the Area of Expertise of the person. If there are Volunteers in
the Authority working in the Area of Expertise indicated by the applicant, then
the determination will include whether or not more Volunteers are required in
that area.

(4)  The Authority may, from time to time and on a case by case basis
issue job titles to certain volunteers who have roles that carry responsibility
and have a high component of interaction with third parties. The titles must
reflect the work that the Volunteer does in the Authority and should enable
these specific Volunteers to represent themselves to third parties on behalf of
the Authority as required in order to fulfill their responsibilities to the
Authority.
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6(a). Code of Conduct: The Volunteers appointed by the Authority shall observe
the following Code of Conduct, which shall include, but not be limited to, the
following:

(1)  The Volunteers shall follow the policies of the Authority that are in
general applicable to employees of the Authority.

(2)  The Volunteer shall follow the confidentiality protocol of the Authority
and shall not reveal to any person or organization confidential information of
the Authority, its work and its polices. Some Volunteers may specifically be
authorized to interact with third parties on behalf of the policies as well as the
Volunteer's work in the Authority.

(3)  In general a Volunteer may not represent the Authority vis a vis third
parties. Some Volunteers may specifically be authorised to interact with third
parties on behalf of the Authority depending on the nature of their roles and
responsibilities.

(4)  Volunteer interaction with third parties should be need based. in
particular no Volunteer shall interact with or represent the Authority to the
media (print and electronic).

(5)  Volunteer may, with the prior permission of the Authority, present their
work to academic bedies and at seminars and conferences. However, even
for this purpose information that is confidential to the Authority cannot be
revealed under any circumstances.

(6)  Volunteers will follow the advice given to them by the Authority
regarding representation to third parties.

(7)  Any paper and documents written and for published by the Volunteer
should carry the caveat that the views are the personal views of the

Volunteer and do not represent or reflect the views of the Authority.

(8) Volunteers shall develop work plans and work schedules in
consultation with their supervisor and will adhere to the same.

(9)  Volunteers will conduct themselves professionally in their relationship
with the Authority and the public in general.

(10)  Volunteers will be required to submit a report of their work prior to
leaving the Authority.
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6(b). Conflict of interest from private sector members moving from one

category of employment to another

\ AN\NI4
72

AADHAAR

Current Volunteer | Sabbatical PMU/TSU | Employee of any other
designation member member organisation
in the UIDAI
New NA MNeed NoC Acceptable | Acceptable —subjlec:t to
designation from parent | —subjectto | Volunteer guidelines
in the sabbatical Volunteer
UIDAI/Role organisation | guidelines
Volunteer &subject to
Volunteer
selection
guidelines
NoC from parent
Sabbatical NA MNA NA ur%anisation as per
member sabbatical guidelines &
specific approval of
IDAI & parent
organization in case
joining another
organisation during the
tenure
Acceptable- | Need NoC NA Acceptable-subject to
PMU/TSU subject to from parent PMU/TSU Selection
member PMU/TSU Sabbatical guidelines
selection organisation
guidelines & subject to
PMU/TSU
selection
guidelines
Joining any | Reguire equire Require NA
other approval to | approval to approval to
organisation | safeguard safeguard safeguard
UIDAI's UIDAI- UIDAI's
interest interest interast
T. Termination: Either the Volunteer or the Authority may terminate the

relationship under any one of the following situations:

(1) The Authority may disengage the Volunteer if the Authority is of the
view that the services of the volunteer are no more required.

(2) In general the Authority may terminate the services of the Volunteer at
any time without assigning any reasons and with immediate effect.

(3) In general, if the Volunteer decides to disengage from the Authority, he
should provide 2 weeks' prior notice. However, the Authority may, in certain
cases, particularly long term Volunteers, prescribe a notice period of upto one
maonth. Notice period may be waived from time to time by the supervisor
depending on the role of the Volunteer.

{4)  Upon termination, the Volunteer must hand over to the Authority, any
papers, equipments or other tangible assets which might have been given to
the Volunteer by the Authority in course of his work with the Authority. This
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will include any badges or ID Cards which may have been issued to the
Volunteer.

(5) If it comes to the notice of the Authority that the person whose services
have been terminated by the Authority continues to act in a manner which
gives an impression that he is still working as a volunteer for the Authority, the
Authority shall be free to take appropriate legal action against such person.

8. Power to Remove Difficulties: The Authority shall have the power to
remove any difficulty which comes in the way of the implementation of these
Guidelines.
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Annexure

Volunteer Application Form
(see Guideline3(2))

1. Covering Letter with the following information (not more than 500 words)
a. Area of Expertise of the person.
b. Why they would like to work as a Volunteer with the Authority.
c. How the Authority would benefit from the Volunteer working with the
Authority.
2. Curriculum Vitae
3. Two references
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2 THE GAZETTE OF INDIA : EXTRAORDINARY [PART I—SEC. 2]

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
{Unigue Identification Authority of India)
NOTIFICATION
New Delhi. the 9th May, 2025
F. No. A-19011/33%2024-UIDAL—In pursuance of the Secretarial of the Appoiniments Comumnitice of the
Cabinet (ACC) communication noe. 36/02/2025-EQ (SM-I), dated 18.4.20235 comveying that ACC has approved
appointment of Shri Bhuvnesh Kumar, TAS (UP:1995), Additional Secretary, Ministry of Electronics & Information
Technology as Chief Executive Officer (CEQ), Unique Identification Authority of India (UIDATL) in the rank and pav of
Additional Secretary 1o the Government of India. and consequent upon his relieving from the Ministry of Electronics
and Information Technology vide the Ministry's Office Order No. 4{1183)/2021-Pers.1, dated 30.4, 20235, it is hercby

notified that Shri Blhuvnesh Kumar, TAS (UP:1995) has assumed the office of Chiel Executive Officer (CEQ). UIDAI
in the forenoon of 1 May, 2025,

VIVEK CHANDRA VERMA, Dy, Director General
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A-12025/1/2010-UIDAI
Unique ldentification Authority of India
{(Human Resource Division)

e

Bangla 5ahib Road, Behind Kali Mandir,
Gole Market, New Delhi - 110001
Dated: May 2025

Circular

Sub:  Internship Policy, 2025

| am directed to forward the amended Internship Palicy, 2025 as attached herewith

for information and necessary action at vour end.

This issues with the approval of the Competent Authority.

Signed by
Encl: As Above Piyush Chand Gupta
Date: 15-05-2025 10:04:20
(Piyush Chand Gupta)
Director
Tel.: 011-23478554
e-Mail : dir.hr-hg @uidai.net.in
To:
1. All Deputy Director Generals, UIDAL
2. All Director/Director (Tech), UIDAL
3. UIDAl Website.
4. KM portal of e-office
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UNIQUE IDEMTIFICATION AUTHORITY OF INDIA

) \ | )
1. Purpose:

An internship is an opportunity for a student to secure first hand and practical work
experience under the guidance of a qualified and experienced Mentor. It also aims at active
participation in the learning process through experimentation and putting into practice the
knowledge acquired in the classrooms. These “Interns” shall be given adequate exposure to
various Technology tracks and other units within WIDAI Head Office, Technology Centre and
Regional Offices and would be expected to work in the field of application development,
legal domains (like cyber laws/IT act) & general management. For the "Interns" the
exposure to the functioning of the UIDAI & the technologies applied shall be an add-on
furthering their future career prospects in niche technology, legal domains, management
and many other areas as the case may he.

2. About UIDAI:

2.1. The Unigue I|dentification Authority of India (UIDAI) is a statutory authority
established under the provisions of the Aadhaar (Targeted Delivery of Financial
and Other Subsidies, Benefits and Services) Act, 2016 ("Aadhaar Act 2016") on 12
July 2014 by the Government of India, under the Ministry of Electronics and
Information Technology (MeitY).

2.2, Under the Aadhaar Act 2016, UIDAI is responsible for Aadhaar enrolment and
authentication, including operation and management of all stages of Aadhaar life
cycle, developing the policy, procedure, and system for issuing Aadhaar numbers
to individuals and perform authentication and the security of identity information
and authentication records of individuals.

3. Objective:

3.1. To allow young academic talent to be associated with the UIDAI's work for mutual
benefit.

3.2. The “Interns” shall have an opportunity to know about the UIDAI functioning. It
will enable UIDAI to interact with young scholars and to get fresh ideas and
study/research support from the field of academics. At the same time, it will
provide an opportunity to young scholars to contribute in the UIDAl work and
have an insight into the related technical domains, management fields or related
legal aspects.
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3.3. Indian Citizens are eligible to apply under this policy. Bonafide students at any
recognized University/ Institution within India or abroad, fulfilling prescribed
conditions are eligible to apply for the internship.
4, Eligibility:

4.1. students who have secured minimum &0% marks (GPA avg of 6.0/10) in all prior
semester examinations; and
a. Graduate in Technical fields like B.Tech/ BE/ B.Design/ B.Graphic and other
similar Technical Fields as considered appropriate by ROs/ Technology Centre/
Fws of UIDAI Head Office:
i. Students studying in Final or Pre-final (3" / 4" year) or
ii. Students who have just completed graduation within last six
months®;

ar

b. Post Graduate in Technical Fields like M.Tech/ ME/ Master in Design/ Master in
Information Design, Master in Computer Application and other similar Technical
Fields as considered appropriate by ROs/ Technology Centre/ PWs of UIDAI Head
Office:

i. Students studying in Final or pre-final (1" year/ 2™ year) or
ii. Students who have just completed post graduation within last six
months®;

or

c. Graduate in Other Fields like Legal, Commerce, Accounts, Business
Administration, Finance, Mass Communication, Mathematics, Statistics or any
other field as considered appropriate by concerned RO, FW of HQ or TC:

i. Students who have appeared in the final exam or
ii. Students who have completed Graduation within last six months*®;

or

d. Post Graduate in Other Fields like Legal, Commerce, Accounts, Business
Administration, Finance, Mass Communication ar any other field as considered
appropriate by concerned RO, FW of HQ or TC:

i. Students who have appeared in the final exam or who have
completed Post Graduation within last six months® or

ii. Appeared in the term-end exams of first year/ 2nd semester of
their post graduate programme or

or
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e. Students pursuing PhD/ Research in Fields like Computer Science, IT Act and
cyber laws related to Data Privacy, Cyber Security, Digital Economy, Block
Chain, Quantum Computing, Computer Vision, Artificial Intelligence, Machine
Learning, Big Data Analytic & Design, Cloud, Public Policy & Management or
any other field as considered appropriate by concerned RO, FW of HQ or TC:

i. The student must be registered for PhD/ Research at a recognised

Indian institution and

ii. Recommendation letter must be from the PhD/Research supervisor.

*The period between the month of declaration of result of final exam and the desired
month of internship should not exceed six months e.g. if the result is declared in the
month of June then he/fshe can apply for the internship beginning Gll the month of

December only.

4.2, Period ; The period of Internship shall be at least six weeks but not exceeding 12
months. Interns not completing the requisite period will not be issued any

certificate.
5. Place Of Internship:

All the interns shall work either at the Technology Centre, Bengaluru or Regional
Offices/ State Offices of UIDAI or UIDAI Head office.

6. Stipend:

The interns shall be paid monthly stipend subject to submission of satisfactory
report from the supervisor (not below the rank of Director) only. The monthly
stipend (In Rs.) to be paid to interns is as under:

5l. Subject

Technical

Other field

1 Graduate in Technical fields like B.Tech/
BE/ B.Design/ B.Graphic and other
similar Technical Fields as considered
appropriate by ROs/ Technology Centre/
FWs of UIDAI Head Office

Technical Fields

Master

Post Graduate in Technical Fields like
M.Tech/ ME/ Master in Design/ Master

in  Information Design,
Computer Application and other similar
considered
appropriate by ROs/ Technology Centre/
Fws of UIDAI Head Office

in

2 MBA/PGDM

MNA
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3 Graduate in Other Fields like legal,

commerce, accounts, business
administration, finance, mass
communication, mathematics, statistics NA 20000

or any other field as considered
appropriate by concerned RO, FW of

HQ or TC
4
Post Graduate in Qther Fields like legal,
commerce, accounts, business
administration, finance, mass
communication, mathematics, NA 30000
statistics or any other field as
considered appropriate by concerned
RO, FW of HQ or TC
4 PhD/ Research* 50000 40000

*Note:- PhDY Research candidates, who may already be drawing a fellowship / financial
benefit/ stipend, will be eligible for gap amount only.

7. How To Apply:

i. Interested and eligible students need to apply online when it is notified or send
CV along with supporting document through email for internship at the locations
mentioned in Annexure-E.

ii.  For applicant who is currently enrolled in a institute, the application needs to be
sponsored/ forwarded by the Institution in the prescribed format.

iii. The selected candidates may be asked by the Regional Office/ HO Division/ TC to
submit the soft copy of their NOC from their Head of the Department/ Principal
by giving sufficient time before issuance of the offer letter by the vertical head. It
also must be indicated in the NOC that the student would not be registered for
any course reguiring his/her attendance in the class during the period of
internship. Tech Centre/ Regional office/ division must obtain the original NOC
issued by the college/ institution at the time of joining of the candidate and also
verify his/her eligibility from the original documents. If any discrepancy is found,
the candidature will be cancelled by the UIDAIL.

Mote: Requirement of NOC/Sponsorship of the Institution shall not be required
in case of pass out applicants.
8. Selection:
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The selection of the interns will be made by the concerned DDG of RO/ Tech
Centre/ Division of Head Office. The concerned DDG may form a Selection
Committee for the purpose of screening, selection and/or conduct personal or
virtual interview, if considered necessary. No TA/DA shall be paid to applicants for
attending the personal interview. The decision of the concerned DDG heading
respective office (Tech Centre/ Regional office/ Division of Head Office) regarding
the suitability of a candidate as intern shall be final and binding.

9.  Number Of Interns:

The maximum number of interns that can be on-hoarded for internship per calendar
year shall be as under:

Each Division of Head Office 4
Each Regional office 5
Technology Centre 30
Each State office 2

10. Logistic Support:

10.1. The Intern has to make his/ her own accommodation arrangement during the
internship in case of working from UIDAI premises. They shall arrange their own
transport to and from office. However, basic lodging facilities can be made available
on payment basis in UIDAI Technology Centre, only.

10.2. The Intern will not be given any Computer System/ Laptop etc for carrying
out his/her assignments during the internship. The intern shall be required to bring
his/her own Laptop for carrying out the works assigned to him/her. However, in
certain cases considering the technical nature of task assigned to the intern,
concerned DDG may provide desktop to work within UIDAI premises.

10.3. The intern may be given access to the office internet, which shall be at the
sole discretion of the supervising officer and subject to compliance of Information
Security policy of UIDAL

11. Submission Of Report/ Paper:
11.1. The interns will be required to submit a project report on the work
undertaken at the end of the internship to the UIDAIL
11.2. The interns must furnish a "No Demand Certificate” to UIDAI in the
prescribed format after completion of project work along with soft copy and hard
copy of the project report.
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12. Experience Certificate: The UIDAI will issue certificate for the period of internship in
UIDAI at the end of the internship subject to completion of assigned work, duly
recommended by the concerned reporting officer.,

13. Key Performance Indicators (KPls) : Performance of each intern pursuing internship for
period more than four months in technical field, shall be evaluated on bi-monthly basis
based on KPIs. KPIs shall be decided at the beginning of the tenure of internship
wherein reporting/ supervising officer shall award ratings out of a score of 100,

14. Code Of Conduct:

14.1. The interns shall be required to maintain confidentiality of all the
documents/reports and or any information received by him/her during his/her
internship period. The interns shall not reveal to any person or organisation any
information relating to the Department, its work and policies.

14.2. The interns may also be required to sign an undertaking as per the Annexure-l,
prior to the commencement of the internship.

14.3. The interns and the Sponsoring Institution concerned shall have no claim
whatsoever on the results of the project work. The UIDAI retains all intellectual
property rights, patents, designs, software copyright (source code) and
publications, if any, that may be generated during the course of project work,

14.4. However, interns may with the prior approval of UIDAI present their work to
academic bodies and at seminars/ conferences. Even for this purpose, information
that is confidential to the UIDAI cannot be revealed under any circumstances.

14.5. The interns shall not engage with third parties such as potential vendors, experts,
professionals, civil society groups and others without prior consent from project
supervisar.,

14.6. Interns are not authorized to represent the UIDAI in public forums, conferences
and meetings or to interact with the media (print or visual).

15. Other Modalities & Termination of Internship:

15.1. All the interns will be given clearly outlined work so that they can complete it
within the engagement period and contribute to UIDAI in a meaningful manner.

15.2. The work of interns would be reviewed by their respective project supervisor in
an institutional manner and due feedback/guidance will be provided.

15.3. Any student who is found to be lacking or disinterested after on boarding, she/ he
will be de-boarded with 15 days of notice.

15.4. Interns will be explained about the UIDAI's security policy and has to sign a non-
disclosure agreement,

16. Scheme Review:
UIDAl reserves the right to review the Scheme at any time. The Scheme so reviewed
will be placed on the website of UIDAIL
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17. Relaxation:

MNotwithstanding anything contained above, the CEQ, UIDAI have the power to relax any
of the conditions in respect of any deserving candidate.
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Annexure-|

a) | will follow the rules and regulations of the Authority that are in general applicable to
employees of the authority.

b) 1 will follow the strict confidentiality protocol of the Authority and shall not reveal to any
person or organization confidential information on the Authority, its work and its
policies.

c) Any papers and documents written (if any) and / or published by me will carry the caveat
that the view are the personal views of the intern and do not represent or reflect the
view of the authority.

d) I will conduct myself professionally in my relationship with the Authority and the Public

in general. | will enter into the "Non-Disclosure Agreement” with UIDAI on joining.

Place:

Date: MName & Signature of the Candidate:
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1, Registration Mo
2. Name
3. Father's Name
4, Address for correspondence
5. Contact Number
b, E-mail
7. Date of Birth :
8. Educational Qualification (Starting from 12" enward)
Sl | Name of | Course | Disciplin Year of Pursuing/ | Consolidated/
N | Board/Universi | details e Joining .
Anstitut ( thy Complete | cumulative
i mnnr] yea d Percentage/
Grade/CGPA as
on final/Last
Semester/year
attended
1
2
3
4
9. Place of Internship :
10.  Incase of Head Office, preferred functional wing | Kindly refer annexure-F)
11. Area of interest (please indicate courses taken/certification done which qualify
you for the role)
12. Remarks (In brief not exceeding 50 words):
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| declare that the information given by me is true, correct and to the best of my
knowledge and nothing has been concealed

Date: Mame & Signature:
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(To be given on Letter Head)

WHOMSOEVER |

This is to certify that Mr/Ms.

a

University/Institution

his/her Internship with

Authority of India from to . During the period of In
worked under in the following areas.

(i)

(i)

2. He/She has shown special flair for and his/her

preparation of the report has been rated as

\ ANNI4
)

AADHAAR

Dated:

student  of

has successfully completed
(Name of office) Unigue Identification

ternship he/she

performance in

3. During the pericd of his/her internship programme he/she was punctual and

hardworking.

4, I wish him/her every success in his/her life and career.
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‘Annexure C'

(Applicable to students who are still pursuing their studies)

(To be given on Letter Head)/ To be signed by HOD/Principal)

Dated:-
Subject: Mo Objection Certificate for UIDAI Internship Programme.
It is certified that Mr./Ms is a bonafide
student College 1D MNo. of Semester/Year of

of this Institution/College.

The Institution/College has no objection for doing the Internship programme at

UIDAl for the period from to . It is also certified that he/she is
not registered for any course requiring his/her attendance in the class during the said
period.

The conduct of the student as recorded by the college/institution has been found
good/satisfactory/unsatisfactory.

(Signature and Seal)
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Annexure-D

MUTUAL NON-DISCLOSURE AGREEMENT

This Nen-Disclosure Agreement ("Agreement") is entered on <.......c.........> by and between

Name of RO/Tech Center /Division of Head
office

Address of RO/Tech Center /Division of
Head Office

Province/State/Country/Postal Code -

Place of Incorporation -

Referred as the Contractor/ Disclosing party

"Intern of

Address

Province/State/Country/Postal Code

Place of Incorporation -

Referred as Receipt Party

WITNESSETH

(A) UIDAI, Tech Centre, Bengaluru shall undertake executing the said assignment with

Shri . In connection with the abovesaid the Disclosing Party may
disclose to the other certain confidential, technical and business information which the
Disclosing Party desires the Recipient Party to treat as confidential.

(B} Shri has been employed as an Intern by (Name and Address of

RO/Tech Centre /Division of Head Office.)

MOW THEREFORE, in consideration of the mutual agreements and covenants hereinafter set

forth, (Name of office) and Shri

hereby agree as follows.
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1.

As used herein, "Confidential Information” shall mean any and all technical and non-
technical information to be provided by either party (“the Disclosing Party") to the other
("the Recipient"), including but not limited to (a) intellectual property (b) trade secrets;
(c) proprietary information related to the current, future, and proposed products and
services of the Disclosing Party including, without limitation, mask works, ideas, samples,
media, techniques, sketches, drawings, works of authorship, models, inventions, know-
how, processes, apparatuses, equipment, algorithms, software programs, software
source documents, and formulae, its information concerning research, experimental
work, development, design details and specifications, engineering, financial information,
procurement requirements, purchasing, manufacturing, customer lists, investors,
employees, business and contractual relationships, business forecasts, sales and
merchandising, marketing plans, information the Disclosing Party provides regarding
third parties; and (d) such other information which by its nature or the circumstances of
its disclosure is confidential. All Confidential Information provided by the Disclosing
Party to the Recipient shall remain the sole and exclusive property of the Disclosing
Party.

The Recipient agrees that at all times it shall: {a) only disclose the Confidential
Information to Shri who have written and binding non-disclosure
obligations with disclosing party that are as restrictive as those herein and then only for
the Purpase; {b) will hold in strict confidence and not disclose to any third party the
Confidential Information, except as approved in writing by the Disclosing Party, and (c)
will use the Confidential Information for no purpose other than evaluating or pursuing a
business relationship with the Disclosing Party; (d) not reproduce Confidential
Information in any form except for the Purpose; (e) not use the Confidential Information
to make, have made or sell any products or services that compete with any of Disclosing
Party's products or services and (f) not reverse engineer, decompile, or disassemble any
Discloser Confidential Information.

The Recipient shall immediately notify the Disclosing Party, in writing, upon discovery of
any threatened breach, actual loss, or unauthorised disclosure of the Confidential
Information.

The Recipient's obligations under this Agreement with respect to any portion of the
Confidential Information shall terminate when the Recipient can document that: (a) it
was in the public domain at the time it was communicated to the Recipient by the
Disclosing Party; (b) it entered the public domain subsequent to the time it was
communicated to the Recipient by the Disclosing Party through no fault of the Recipient;
(c) it was in the Recipient's possession free of any obligation of confidence at the time it
was communicated to the Recipient by the Disclosing Party; (d) it was rightfully

1744121 /2025
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communicated to the Recipient free of any obligation of confidence by a third party
subsequent to the time it was communicated to the Recipient by the Disclosing Party;
(e} it was developed by employees or agents of the Recipient independently of and
without reference to any Confidential Information communicated to the Recipient by
the Disclosing Party; or (f) it is required to disclose pursuant to an order of a duly
empowered government agency or a court of competent jurisdiction provided due
notice and an adequate opportunity to intervene is given to the Disclosing Party ,unless
such notice is prohibited by such arder.

Upon written request of the Disclosing Party, the Recipient shall promptly return to the
Disclosing Party all documents and other tangible materials representing the
Confidential Information and all copies thereof, or certify the destruction thereof.

The Parties recognise and agree that nothing contained in this Agreement shall be
construed as granting any property rights to the Recipient, by license or otherwise, to
any Confidential Information of the Disclosing Party disclosed pursuant to this
Agreement, or to any invention or any patent, copyright, trademark, or other intellectual
property right in connection therewith. The Recipient shall not derive any profit from
the use of the Confidential Information in an unauthorised manner to the exclusion of
the Disclosing Party.

The Disclosing Party reserves all other rights in and to its Confidential Information. All
confidential information is provided “As-1s" without any kind of warranty. Each party
disclaims all warranties, whether express or implied, including any warranties of title,

nan-infringement, merchantability and fitness for a particular purpose.

The Confidential Information shall not be reproduced in any form except in accordance
with the provisions of this Agreement. Any reproduction of any Confidential Information
by the Recipient shall remain the property of the Disclosing Party and shall contain any
and all confidential or proprietary notices or legends, which appear on the original,
unless otherwise authorised in writing by the Disclosing Party.

The Recipient acknowledges that its breach of the Agreement may cause irreparable
damage to the Disclosing Party and agrees that the Disclosing Party shall be entitled to
seek injunctive relief under this Agreement, as well as such further relief as may be
granted by a court of competent jurisdiction.

Motwithstanding anything to the contrary elsewhere herein and except with respect to
claims based upon wilful, malicious or grossly negligent conduct of the liable party,
neither party shall be liable for any incidental, indirect, special, exemplary, punitive or
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consequential damages, including but not limited to loss of revenue, income or profits,
howsoever caused.

11. The Confidential Infermation may be subject to Disclosing Party’s home country export
control laws and regulations, and may be subject to export and import regulations in
other countries, too. Recipient agrees that it will not export, re-export or transfer the
Confidential Information, or any products developed with or utilizing the Confidential
Information or any other product from a Party hereto, in violation of any such applicable
laws or regulations of from where the Confidential Information was obtained.

12, The Agreement contains the final, complete and exclusive agreement of the Parties
relative to the subject matter hereof and supersedes all prior and contemporaneous
understandings and agreements relating to this subject matter and may not be changed,
medified, amended or supplemented except by written instrument signed by both
Parties. If any provision of this Agreement is found by a proper authority to be
unenforceable or invalid, such provision shall be severed and the remainder of the
Agreement will continue in full force and effect. The Recipient hereby acknowledges that
no remedy at law will afford Discloser adequate protection against or appropriate
compensation for breach of Recipient’s obligations under this Agreement. The Recipient
agrees that Discloser shall be entitled to seek specific performance of Recipient's
obligations.

13, Neither Party will assign or transfer any rights or obligations under this Agreement
without the prior written consent of the other Party,

14, This Agreement shall be governed by and construed in accordance with the laws of the
India and the Parties hereby submit to the jurisdiction of the courts of

15. This Agreement may not be amended except in writing by the Parties hereto.

14, Term: This Agreement shall continue in full force and effect for a term till completion of
the contract from the Effective Date. The termination of this Agreement shall not relieve
either Party of its obligations with respect to Confidential Information disclosed under
this Agreement for a period of 4 {four) years from the Effective Date.

IN WITNESS WHEREOF, the Parties hereto have caused this Non Disclosure Agreement to be
executed by their duly authorized officers or agents on the date first set out above.
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By: UIDAI

Authorized Signature

Mame and Title

By : Shri

Authorized Signature

Name and Title

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026

C-35

91 3R, A ugE=




YAy Y A

APSANAA /
20
AADHAAR
Annexure E
SL. No. Location Name and Address of Concerned Person
1. UIDAI Regional Deputy Director (HR), UIDAI Regional Office,
Office, Bengaluru Bengaluru, Khanija Bhavan, No. 49, 3rd Floor, South
Wing Race Course Road, Bengaluru - 560001
2. UIDAI Regional Deputy Director (HR), UIDAI Regional Office,
Office, Chandigarh Chandigarh, SCO 95-98, Ground and Second Floor,
Sector 17- B. Chandigarh 1460017
3. UIDAI Regional Deputy Director (HR), UIDAI Regional Office, Delhi,
Office. Delhi Ground Floor, Supreme Court Metro Station, Pragati
Maidan, New Delhi-110001
4, UIDAI Regional Deputy Director (HR), UIDAI Regional Office, Guwahati, |
Office, Guwahati Block-V, First Floor, HOUSEFED Complex, Beltola-
Basistha Road, Dispur, Guwahati-781 004
5. UIDAI Regional Deputy Director (HR), UIDAI Regional Office,
Office, Hyderabad Hyderabad, &6th Floor, East Block, Swarna Jayanthi
Complex, Beside Maitrivanam, Ameerpet Hyderabad-
500 038, Telangana State
6. UIDAI Regional Deputy Director (HR), UIDAI Regional Office, Lucknow,
Office, Lucknow 3rd Floor, Uttar Pradesh Samaj Kalyan Nirman Nigam
Building, TC-44/V, Vibhuti Khand, Gomti Nagar,
Lucknow-226 010
3 LIDAI Regional Deputy Director (HR), UIDAI Regional Office, Ranchi,
Office, Ranchi 1st Flaor, JIADA Central Office Building, Namkum
Industrial Area, Mear STPI Lowadih, Ranchi-834010
8. UIDAI Regional Deputy Director (HR), UIDAI Regional Office, Mumbai,
Office, Mumbai 7th Floor, MTNL Exchange, GD Somani Marg, Cuff
FParade, Colaba, Mumbai-400 005
9. State office, Patha 4th Floor, Lalit Bhawan Bailey Road, Jawaharlal Nehru
{Bihar) Marg, Patna, Bihar-800001
10. State Office (West Ground Floor, Telephone Bhawan, 34, BBD Bag
Bengal) {South), Dalhousie, Kolkata. Pin: 700001
11. State Office Bhopal UIDal State Bhopal, Ground Floor, BSNL Bhawan, Near
(Madhya Pradesh) Paryawas Bhawan, Arera Hills, Bhopal- 462026,
Madhya Pradesh
12, UIDAI State Office UIDAI State Office Bhubaneswar, 3rd Floor, OCAC
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| SL. No. Location Name and Address of Concerned Person
. (Odisha) Tower, Acharya Vihar, RRL Post Office, Bhubaneswar,
3 Khordha, Odisha, PIN: 751013
l
! 13. State office UIDAI Gujarat State Office, 4th Floor, Telephone
: Ahmedabad Bhawan, 23, Chimanlal Girdharlal Rd, Sardar Patel
’ (Gujarat) Nagar, Ellisbridge, Ahmedabad, Gujarat 382435
14. State Office UIDAI State Office Doorsanchar Bhavan PMG Junction
Thiruvananthapura | Thiruvananthapuram - 695033, Kerala.
m (Kerala)
15, UIDAI Technology Deputy Director (HR), UIDAI Technology Centre,
Centre. Benagalu Aadhaar Complex, NTI Layout, Tata Nagar,
Kodigeha Bengaluru-5600%2
16. UIDAI Head Office Deputy Director [Division Mame { any one of the
Functional Wing of UIDAI HQ as given in Annexure F] ,
Unigue Identification Authority Of India, Bangla Sahib
Road, Behind Kali Mandir, Gole Market, New Delhi-
110001
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Annexure F
i. Enrolment & Update Division
ii.  Aadhaar Usage Division
iii. Authentication and Verification Division
iv.  Media Division
v. Information Security Division
vi.  Technology Management Division
vii.  Finance & Accounts Division
viii.  Customer Relationship Management & Logistics and Channel Interface Division

ix.  Training, Testing and Certification Division
¥ Human Resource Division.
xi.  Administration Division
xii.  Legal Division.
xiii. Co-ordination Division.
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THE GAZETTE OF INDIA : EXTRAORDINARY [ParT NI—SEC4)
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7T T 21 A Fa St w5 ST § AT A % SRS F ATy AT § | w1 e

e smm
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120131 39T ar/201 6-TariErart (2020 97 #w=r 1) T 21 w9=, 2020 F 3w g
Far mr oot e 3w osfAw = afieeer s w1201 301 3/Ear 201 8- rard
(%), FEATF 24 Wi, 2025 F greT #erae fe war am

UNIQUE IDENTIFICATION AUTHORITY OF INDIA
NOTIFICATION
Mew Delhi, the 17ih October, 2025

F. No. A-12013/13/RR/2016-UIDAT (E).— In exercise of the powers conferred by sub-section (1) of
section 34 of the Aadhaar (Targeted Delivery of Financial and Other Subsidies. Benefits and Services) Act, 2016 (18
of 2016), the Unigque Tdemification Authonity of India hereby makes the following regulations o further amend the
Unigque Identification Authority of India (Appointment of Officers and Emplovees) Regulations, 2020, namely - —
1. Short title and commencement. —(1) These regulations may be called the Unigque [dentification Authority of
India ( Appointment of Officers and Emplovees) Thind Amendment Regulations, 20235,

(2) They shall come into foree on the date of their publication in the OfMicial Gaeetie,

2. In the Unigue Identification Authonity of India (Appointment of Officers and Emplovees) Regulations, 20240, in the
Schedule—

(4) For the post “Semior Accoumts Officer”. under deputation, in column "Grade from which promation/
deputation 15 lo be made’. the conicnis “Professional qualifications of Charered Accouniant’ Cosl
Accountant™MBA  (Finance)” shall be  substituied with “Oualification: Charlered  Accountant/Cost
Accountant’ MBA (Finance)’ M. Com™.

(b) For the post “Senior Accounts Officer”, under depuation, in column “Grade from which promation/
deputation is 1o be made’, following shall be added below the contents “Having successfully completed Cash
& Accounts Training organized by 1STM™

“tir, Graduation in Commerce with Seven years” experience in handling accounts related work.™

(c) For the post “Private Secrctary”, in column “Number of post”, for the fgures “257, the figures, “227 shall be
substitued.

(d) For the post “Section Officer”. in column “Number of post”, for the Ngures “747. the figures, “75" shall be
substituted.
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UNIQUE IDENTIFICATION AUTHORITY OF INDIA
MNOTIFICATION
Mew Delhi, the 9th December, 2025

F. No. HQ-30011/5/ 202 5-ATU-HO.—In exercise of the powers conferred by sub-sections (1) and (2) of
section 54, of the Aadhaar (Targeled Delivery of Financial and Other Subsidies, Benelits and Services) Act, 2006 (18
of 2018), the Unique Identification Authority of India hereby makes the following regulations to further amend the
Aadhaar (Authentication and OMlime Verification) Regulations, 2021 namely: —

1. Short title and commencement. — (1) These regulations may be called the Aadhaar (Authentication and OfThne
Wenfication) Amendment Regulations, 2025,

{2} They shall come into Force on the date of their publication in the Official Gazette,

2. In the Aadhaar {Authentication and Ofhine Verification) Regulations, 2021 (heremafler referred to as the prncipal
regulations), in regulation 2, in sub-regulation (1), —

(2) the following clause (ac) shall be inserted, namelv—

‘iac) “Aadhaar Application” means any official mobile application or web application developed and managed by
the Authority fo provide an interface to Aadhaar number holders for services related to Aadhaar, including
performing offline verification, and includes 'mAadhaar App’. 'Aadhaar App', 'Aadhaar QR Scanner App',
v Aadhaar Portal', and such ather applications az may be natified by the Autherity from time te tme:”

(b the following clause (be) shall be inserted, namely:—

‘(be) “Aadhaar Verifiable Credential”™ meane a digitally signed document issued by the Authority to the Aadhaar
murnber holder which may contain last 4 digits of Aadhasr number, demographic data, like, name, address,
gender, date of birth, and photograph of Aadhaar number holder, and such other information as may be specified
by the Authority, which may be shared by Aadhaar mmmber holder in full or part with an OVSE in the manner
specified by the Autherity, for verifying the demographic information or photograph of the Aadhaar number
holder:”

{¢) clause (la) shall be deleted,
(i) the following clause (rmad) shall be mserted, namely:—

‘() “Offline Face Verification™ means a mode of offline venfication in which the live facial image of an
Aadhaar number holder is captured and is verified against the photograph of the Aadhaar number holder stored
within the Aadhaar application of the Aadhaar number hoelder for the correctness, or lack thereof]”

3. In the principal regulations, for regulation 34, the followmg regulation shall be substituted, nameby :—

“3A. Types of Offline Verification.—(1) There shall be following types of Offline Verification
cervices provided by the Authority, namely -

(i) QR Code verfication,

{ii} Aadhaar Paperless Offline - KYC venlication,

(A  Aadbaar Verifiable Credential verification,

{iii)  e-Aadhaar verification,

{iv}  Offline Paper based verification, and

(V) Any other type of Offline verification introduced by the Authority from time Lo time.

Offline Verfication as above may be camied ot by the entity with or without ofTline face verification as per
the specifications given by the Authorty from time Lo time.

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 D-6 BT TR, A Ygdrd



\ A/ \P\P4
72

AADHAAR

D - AADHAAR USAGE

1] THE GAZETTE QF INIMA : EXTRAOEDIMNARY [PART HI—SEC.4]

{23 The Authority shall provide various means Lo sean QR code and downloasd QR Code or e-Aadhaar
or Aadhaar Paperless Offline e-KYC or Aadhaar Venliable Credential through Aasdhaar application or other means.™

4. In the principal regulations. the title of the Chapter 111 shall be substitted, namely - —

“APPOINTMENT OF REQUESTING ENTITIES AND AUTHENTICATION SERVICE AGENCIES AND
REGISTRATION OF OFFLINE VERIFICATION SEEKING ENTITY™

5. In the principal regulations, the followmg clause 13A shall be inserted, namely . —

“13A. Registration of OVEE. - (1) An entity desirous of undertaking Aadhaar Paperless Offline eKYC
verthication or Aadhaar Venfiable Credential venhication through Aadhaar Application shall apply to the Authoriby
for registration, in such form as the Authority may provide upon request made oot by such entity and on such terms
and conditions a5 may be specified by the Authority from time to time:

Provided that such entity on being registered as OVSE shall perform offline verification only for lawful purposes.

{2y The Authority may require the applicant to fumish further informastion o clarification which may be
considered necessary by the Authority, to consider and dispose of the application,

(37 The Authority may verify the information submitted by the applicant before deciding the application.

4y The Authority may, if it is satisfied that the entity is eligible as per the terms and conditions specified by
the Authority, may approve the application and register the entity as OVSE.

(51 Inthe event an apphcation for registration as OVSE does not satisfy the terms and condibions specified
by the Authority, the Authority may reject the application.

(6)  The decision af the Autharity to reject the application shall be cammunicated to applicant within fifteen

days of such decision, stating therem the grounds on which the application has been rejected.

(7Ty  Anv applicant, agerieved by the decizsion of the Authority, may apply to the Authority within a period of

tharty dav s from the date of recept of such indormation for reconsideration of the decision,
(8)  The Awhonty shall reconsider such application made by the applicant and communicate ils decision

thereon, as soon as possible

(9 The Awthority, may from brme Lo bUme, determnme the fee and charges pavable by an OVSE for registration
and offlme verification transactions.”

&. In the principal regulations, in regulation 168, sub-regulation (2), the words “(XML) or m-Aadhaar” shall be
deleted.

7. In the principal regulations, in regulation 160, sub-regulation (1), the words “m-Aadhaar or” and “{XML)" shall be
deleted.

8. In the principal regulations, the following clanse 23A shall be inserted, namely —

“23A. Surrender of the access to offline verification faclity by OVSE. - (1) An OVSE registered under
these regulations, desirous of surrendering the access to the offline verification facility granted by Authority, may
miake a request For such surender Lo the Aulhorily.

(2) While disposing such surender request under these regulations, the Authority may require the OVSE to
satisfy the Authority about any matter necessary for smooth discontinuance or tenmination of services, including -

(a) the ammgements rmade by the OVSE for mamtenance and preservation of verification logs and other
documents in accordance with these regulations and procedures as rmay be specified by the Authority for
this purpose;

(b)) the arrangements rade by the OVSE for making verification record available to the respective Aadhaar
mumber holder an such request;

(c) records of redressal of grievances, if any; and
() settlement of accounts with the Authority, if amy,”

4, In the principal regulations, in regulation 24, sub-regulation (1), the words “or e KYC Service Agency (KSA)”
shall be deleted.
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Roles and Responsibilities

A. National Payments Corporation of India (NPCI):

il

i,

vii.
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NPCI shall design, develop and maintain e-KYC setu system in compliance with the
standard of privacy and security laid down by Unique Identification Authority of
India (UIDAT). NPCI shall perform Aadhazr-based eKYC authentication as a service
to these Reporting Entities.

MPCI shall get the e-KYC setu system audited from CERT-In empanelled 1S Auditor
before implementing it. Thereafier, NPCI shall undertake audit of the system, through
a CERT-In empanelled 15 Auditor, on yearly basis and shall submit the report to
UIDAIL Further UIDAI reserves the right to undertake audit of the eKYC setu system,
either by itself or through audit agencies appointed by it, 1o ensure the compliance
with Aadhaar Act, rules, regulations, policies, procedures, directions, guidelines,
circulars, MolJ,

NPCI shall ensure that Memorandum of Understanding (Mol) executed with
Reporting Entities must incorporate relevant provisions of Aeadhaar Act, 2016 and
regulation there under. NPCI to seek concurrence af UIDAl on draft MoU with
respect o provisions pertaining o Aadhaar.

On receiving an on-boarding request or application from Reporting Entity, NPCI shall
send the request details to UIDAI for issuing a uniquefidentifier entity code for the
respective Reporting Entity.

NPCI to ensurc that Reporting Entity puts up a grievance handling mechanism for the
resident through its MoU/Agreement with the Reporting Entity.

NPCI through adeguate provisions of Mol shall ensure audit and inspection of
Reporting Entitics at such frequency or timeline as may be preseribed by NPCI
and/or on the direction of UIDAL

UIDAI has notified the Aadhaar (Pricing of Aadhaar Authentication Services)
Regulations, 2021 dated 14.10.2021 whereby UIDAI raisc invoices on the basis of
criteria laid down in these aforementioned regulations. In this backdrop, following is
mentioned for authentication transaction billing purposes:
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vi,

vii.

vili.

ix.
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The Reporting Entity shall submit license fee at preseribed rates 10 UIDA] subsequent

to which a unique/identifier entity code shall be allotted to Reporting Entity from
UIDAL

Reporting Entity shall not coflect, use or store Aadhaar number or biometric
information of any client or beneficial owner for any purpose.

Reporting Entity shall obtain the consent of an individual before collecting his
identity information for the purpose of authentication in such manner as specified by
the Aadhaar Act, 2016 and regulations there under.

Reporting Entity shall notify its client or beneficial owner about any Aadhaar
authentication, including success or failure of authentication of ecach request,
performed by them through SMS, email or any other digital means or paper based
acknowledgement.

Reporting Entity shall provide a mechanism for the client or its beneficial owner to
revoke his consent given to Reporting Entity and upon such revocation Reporting
Entity shall delete the e-KYC data in a verifiable manner and provide an
acknowledgment of the same to the client or beneficial owner.

Reporting Entity, after receiving digitally signed response packet including last 4
digits of Aadhaar number of the client along with his demographic details, shall carry
oul identification of the client based on the above details provided by the client and
NPCI. Reporting Entity shall not share ¢-KYC data, obtained from NPCI under
eKYC setu system, with any other entity or agency for any whatsoever reason.

Reporting Entity shall retain the logs of authentication transactions (including that of
consent taken) in a verifiable and auditable manner for the period as prescribed under
the Aadhaar (Authentication and Offline Verification) Regulations, 2021. Purging of
such logs upon expiry of the period shall also be in accordance to the Aadhaar Act
and/or regulations thereof,

The Reporting Entity shall undertake audit of the operations, systems and procedures
through CERT-In empanelled 1S auditors to ensure the compliance with the Aadhaar
Act, rules, regulations, policies, procedures, directions, guidelines, circulars, Mol
laid down. Further UIDAI reserves the right to undertake audit of Reporting Entities,
gither by itself or through audit agencies, appointed by it to ensure the compliance
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List of addresses

Secretary, Department of Administrative Reforms and Public Grievances, 513, Sardar
Patel Bhawan, Sansad Marg, New Delhi — 110 001

Secretary, Department of Agriculture Research and Education, First floor, Krishi
Bhawan, Mew Delhi - 110 001

Secretary, Department of Biotechnology, 7" floor, Block-2, CGO Complex, Lodhi Road,
New Delhi — 110 003

Secretary, Department of Commerce, Udyog Bhawan, New Delhi — 110011

Defence Secretary, Department of Defence, 101-A, South Block, New Delhi — 110001
Secretary, Ministry of Development of North Eastern Region, Vigyan Bhawan Annexe,
Maulana Azad Road, New Delhi — 110011

Secretary, Department of Drinking Water and Sanitation, C Wing, 4™ floor, Parvavaran
Bhawan, CGO Complex, Lodhi Road, New Delhi - 110 003

Secretary, Department of Atomic Energy, E Block, Raisina Hill, New Delhi = 110011
Secretary, Department of Space, Antariksh Bhavan, New BEL Road, Bangalore — 560
231

Secretary, Ministry of Earth Sciences, Mahasagar Bhawan, Block - 12, C.G.0 Complex,
Lodhi Road, New Delhi = 110 003

Secretary, Department of Empowerment of Persons with Disabilities, C Wing, Shastri
Bhawan, Dr Rajendra Prasad Road, New Delhi — 110 001

Secretary, Depariment of Fertilizers, A Wing, Shastri Bhawan, New Delhi = 110 00
Secretary, Department of Fisheries, Krishi Bhawan, New Delhi - 110001

Secretary, Department of Food and Public Distribution, H Wing, Krishi Bhawan, New
Delhi — 110 001

Secretary, Ministry of Food Processing Industries, Panchsheel Bhawan, August Kranti
Marg, New Delhi = 110 D49

Home Secretary, Ministry of Home Aftairs, North Block, New Delhi - 110 001
Secretary, Department of Higher Education, C Wing, Shastri Bhawan, Dr Rajendra
Prasad Road, New Delhi — 110 001

Secretary, Ministry of Information and Broadcasting, Dr Rajendra Prasad Road, Shastri
Bhawan, New Delhi = 110 001

Secretary, Department of Legal Affairs, A Wing, Shastri Bhawan, Dr Rajendra Prasad
Road, New Delhi — 110 001

Secretary, Legislative Department, A Wing, Shastri Bhawan, Dr Rajendra Prasad Road,
New Delhi — 110 001

Secretary, Department of Justice, A Wing, Shastri Bhawan, Dr Rajendra Prasad Road,
New Delhi — 110 001

Secretary, Ministry of Micro, Small and Medium Enterprises, Udyog Bhawan, Rafi
Marg, New Delhi = 110011

Secretary, Ministry of Mines, A Wing, 3 floor, Shastri Bhawan, New Delhi — 110 001
Secretary, Ministry of Minority Affairs, 11™ floor, Paryavaran Bhawan, CGO Complex,
Lodhi Road, New Delhi — 110 003

Secretary, Ministry of Mew and Renewable Energy, Block no. 14, CGO Complex, Lodhi
Road, New Delhi - 110 003

Secretary, Department of Official Language, NDCC-I1I Bhawan, A Wing, 3" floor, Jai
Singh Marg, New Delhi — 110 001

Secretary, Ministry of Panchayati Raj, Krishi Bhawan, Dr Rajendra Prasad Road, New
Delhi = 110 001
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28.  Secretarv, Department of Pension and Pensioners™ Welfare, 514, Sardar Patel Bhawan,
Sansad Marg, Mew Delhi — 110 001

20, Secretary, Department of Pharmaceuticals, A Wing, Shastri Bhawan, New Delhi - 110
001

30.  Secretary, Ministry of Power, 2" floor, Shram Shakti Bhawan, New Delhi — 110 001

31.  Secretary, Department of School Education and Literacy, C Wing, Shastri Bhawan, Dr
Rajendra Prasad Road, New Delhi — 110 001

32, Becretary, Department of Science and Technology, Technology Bhawan, New Mehrauli
Road, Mew Delhi — 110016

33, Secretary, Department of Scientific and Industrial Research, Technology Bhawan, Mew
Mehrauli Road, New Delhi — 110016

34 Secretary, Ministry of Skill Development and Entrepreneurship, 2" flaor, Shivaji
Stadium Annexe, Shaheed Bhagat Singh Marg, Mew Delhi — 110 001

35 Secretary, Department of Social Justice and Empowerment, C Wing, Shastri Bhawan, Dr
Rajendra Prasad Road, Mew Delhi — 110 001

36, Secretary, Department of Sports, C Wing, Shastri Bhawan, Dr Rajendra Prasad Road,
New Delhi = 110 001

37, Secretary, Ministry of Statistics and Programme lmplementation, 418, Sardar Patel
Bhawan, Sansad Marg, New Delhi — 110 001

38, Secretary, Department of Water Resources, River Development and Ganga
Rejuvenation, Shram Shakti Bhawan, Rafi Marg, New Delhi — 110001

39, Secretary, Ministry of Women and Child Development, Shastri Bhawan, A Wing, Dr
Rajendra Prasad Road, Mew Delhi — 110 001

40, Secretary, Department of Youth Affairs, Room No. 1, C Wing, Shastri Bhawan, Dr
Rajendra Prasad Road, Mew Delhi - 110 001

41.  Becretary, Department of Agriculture and Farmers Welfare, Krishi Bhavan, Dr Rajendra
Prasad Road, New Delhi — 110 001

42, Secretary, Ministry of AYUSH, Ayush Bhawan, B Block, GPO Complex, Barapullah
Road, INA Colony, New Delhi — 110 023

43, Secretary, Department of Chemicals and Petrochemicals, 236A, A Wing, 2™ floor,
Shastri Bhawan, New Delhi — 110001

44, Secretary, Ministry of Civil Aviation, Rajiv Gandhi Bhawan, Block B, Jor Bagh,
Safdarjung Airport Area, New Delhi — 110 003

45, Secretary, Ministry of Coal, Shastri Bhawan, Dr Rajendra Prasad Road, New Delhi — 110
001

46,  Secretary, Department for Promotion of Industry and Internal Trade, Vanijya Bhawan,
MNew Delhi — 1100011

47, Secretary, Department of Telecommunications, Sanchar Bhawan, 20, Ashoka Road, New
Delha — 110001

48, Secretary, Department of Posts, Dak Bhawan, Patel Chowk, Mew Delhi — 110 001

49 Secretary, Department of Consumer Affairs, Krishi Bhawan, Dr Rajendra Prasad Road,
Mew Delhi — 110 001

50, Secretary, Ministry of Cooperation, 2° floor, Atal Akshya Urja Bhawan, Pragati Vihar,
MNew Delhi = 110 003

51.  Secretary, Ministry of Corporate Affairs, A Wing, Shastri Bhawan, Rajendra Prasad
Road, New Delhi — 110 001

52, Secretary, Ministry of Culture, Shastri Bhawan, Dr Rajendra Prasad Road, New Delhi —
[ 10 011

53.  Secretary, Ministry of Environment, Forest and Climate Change, Indira Paryavaran
Bhawan, Jor Bagh Road, New Delhi — 110 003
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Secretary, Department of Animal Husbandry and Dairying, Krishi Bhawan, Dr Rajendra
Prasad Road, New Delhi = 110 001

Secretary, Department of Health and Family Welfare, A Wing, Nirman Bhavan, New
Delhi = 110011

Secretary, Department of Health Research, 1, Red Cross Road, Gokul Nagar, New Delhi
= 110001

Secretary, Ministry of Heavy Industries, Udyog Bhawan, New Delhi = 110 001
Secretary, Ministry of Housing and Urban Affairs, Nirman Bhawan, C Wing, Dr
Maulana Azad Road, New Delhi = 110011

Secretary, Ministry of Labour and Employment, Shram Shakti Bhawan, Rafi Marg, New
Delhi — 110 001

Secretary, Ministry of Parliamentary Affairs, Parliament House, Sansad Marg, New
Delhi — 110 001

Secretary, Ministry of Petroleum and Natural Gas, Shastri Bhawan, Rajendra Prasad
Road, New Delhi — 110 001

Secretary, Ministry of Ports, Shipping and Waterways, Transport Bhavan, 1, Parliament
Street, New Delhi — 110 001

Secretary, Ministry of Road Transport and Highways, Transport Bhavan, 1, Parliament
Street, New Delhi — 110 001

Secretary, Department of Rural Development, Krishi Bhawan, Dr Rajendra Prasad Road,
New Delhi - 110 001

Secretary, Department of Land Resources, NBO Building, G Wing, Nirman Bhawan, Dr
Maulana Azad Road, New Delhi — 110011

Secretary, Ministry of Steel, Udyog Bhawan, New Delhi - 110 001

Secretary, Ministry of Textiles, Udyog Bhawan, New Delhi — 110 001

Secretary, Ministry of Tourism, Transport Bhavan, 1. Parliament Street, New Delhi —
1100401

Secretary, Ministry of Tribal Affairs, B Wing, Shastri Bhawan, New Delhi - 110 001
Secretary, National Secunity Council Secretariat, Sardar Patel Bhawan, Sansad Marg,
New Delhi — 110 001

Secretary, Department of Economic Affairs, North Block, New Delhi = 110 001
Secretary, Depariment of Expenditure, Morth Block, New Delhi - 110 (11

Secretary, Department of Revenue, North Block, New Delhi - 110001

Secretary, Department of Financial Services, 3rd floor, Jeevan Deep Building,
Parliament Street, New Delhi -1

Secretary, Department of Public Enterprises, Block-14, CGO Complex, Lodhi Road,
New Delhi

Secretary, Department of Investment and Public Asset Management, 4th floor, Block No,
11 CGO Complex, Lodhi Road New Delhi - 110003

Foreign Secretary, Ministry of External Affairs, Jawaharlal Neharu Bhawan, New Delhi
Secretary, Department of Personnel and Training, North Block, New Delhi - 110 001
Secretary, Department of Defence Production, South Block, New Delhi - 110 011
Secretary, Department of Ex-servicemen Welfare, South Block, New Delhi - 110011
Secretary, Department of Military Affairs, South Block, New Delhi - 110 011

Secretary, Department of Defence Research and Development, DRDO Bhawan, New
Delhi - 110011

Secretary to President, President’s Secretariat, Rashtrapati Bhawan, Raisina Hill, New
Delhi — 110011

Secretary, National Security Council Secretariat, Sardar Patel Bhawan, Sansad Marg,
New Delhi — 110 001
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| by the implementing State Govl. dcpurlﬁ;enl-_at the |
I time of final delivery of subsidy, benefil and |

| |
| Morcover, if the concerned State Govt. wants to
utilize same data for some other purpose/ scheme, a

|
|
| service.

separate consent must be taken from the residents
| by that Stawe Govt.

This issues with the approval of the Competent Authority.
f} ad—
y l:;.‘:'-z:}._jccv Yadav)
[Mrector
To,
(i) The Ministries! Departments of Govit. of India
(il  The Chiefl Sccretaries of States/UTs

Copy 1o For information

Secrelary, Ministry of Electronics & Information Technology, Govt. of India.
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SPECIFICATION FOR MOBILE & TABLET based on CHILD ENROLMENT LITE CLIENT (CELC)

5 Name/Description | Mobile Mobile Tablet Tablet
No. Specifications Properties | Specifications | Properties
1 Screen Minimum 5.5" Mandatory | Minimum 7" Mandatory
touch screen touch screen
2 Sereen Resolution 1280x720 or higher | Mandatory | 1280x7200r Mandatory
higher
3 Colors Supported 16 Million Mandatory | 16 Million Mandatory
4 Scratch resistant Yes. Corning Gorilla | Mandatory | Gorilla Glass Mandatory
front screen Glass 5 preferred
5 Processor speed 2 GHz or higher, 64 | Mandatory | 2 GHz or Mandatory
minimum bit architecture higher, &% hit
architecture
6 RAM 4GB or Higher Mandatory | 4GB or Higher | Mandatory
7 Internal Storage 32GB or Higher Mandatory | 32GB or Higher | Mandatory
a8 Expandable Storage | 64 GB or higher Mandatory | 64 GB or higher | Optional
through micro 5D
9 GSM SIM card slot Yes Mandatory | Yes Mandatory
10 | Rear Camera with 8 M Pixel or higher | Mandatory | 8 M Pixel or Mandatory
auto focus higher
11 | Front Camera 5 M Pixel or higher | Mandatory | 5M Pixel or Mandatory
higher
12 | Camera with LED Yes Mandatory | Yes Mandatory
flash
13 Micro USB 1 Mandatory |1 Mandatory
Port/Type C Port
14 | Support for USB OTG | Yes Mandatory | Yes Mandatory
15 | Micro USB/Type C Yes Mandatory | Yes Mandatory
hest cable
16 | Connectivity Wi-Fi IEEE B02.11 | Mandatory | Wi-Fi I[EEE Mandatory
b/g/nfac 802.11
b/efnfac
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17 | GPS & AGPS or NaviC | Yes Mandatory | Yes Mandatory
facility for capturing
the location
coordinates
18 | Additional Charging | Yes Optional Yes Optional
port
19 | Mobile Data Support | Minimum Mandatory | Minimum Mandatory
compliance to 4G compliance to
LTE or above 4G LTE ar
standards above
standards
20 Battery Capacity Minimum 5000 Mandatory | Minimum 5000 | Mandatory
mAH mAH
21 | Battery Backup Time | Minimum 8 hours | Mandatory | Minimum 8 Mandatory
hours
22 | Software Android 11.0 or Mandatory | Android 11.0 Mandatory
Requirements for above or above
development
support
23 | SAR Value Within acceptable | Mandatory | Within Mandatory
limits permitted in acceptable
India limits
permitted in
India
24 | Certifications BIS, or any other Mandatery | BIS, or any Mandatory
Available relevant Indian other relevant
Certificates Indian
Certificates
25 | Certifications UL Optional UL Optional
Available
26 | BIS Registration Yes Mandatory | Yes Mandatory
under CRS of Meity
Note: Mobile/Tablets should not be made in China.
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Aadhaar Enrolment Kit

Aadhaar enrolment kit consists of a set of hardware devices required to carry out
successful Aadhaar enrolments & update. This set of devices comprises of following
devices.
[.  Laptop/Desktop
1. Monitor
. Multifunction Device
IV.  White screen
V.  Focus Light
VI.  Surge Protector spike
VIL.  Iris Scanner
VIIl. Camera
IX. Slap scanner
X, Global Navigation Satellite System (GNSS) Device
XL, Single Finger Print RD L1 device
XIl.  Single Iris Scanner RD device
1. All these devices shall be as per UIDAI's specifications.

2. Biometric devices (Slap/Iris Scanner/Single Iris Scanner/Camera) L0 RD device and
Single Finger Print RD L1 device shall be STQC certified.

3. Complete kit warranty shall be for 3 years except White screen, Focus light & surge
protector.

4. During warranty, faulty equipment’s shall be replaced/repaired within 7 days.

5. Aadhaar Enrolment Kit comprising of specific make/model of device shall be UIDAI
certified for its working with latest UIDAIs enrolment client [ECMP)

6. AEK vendors to provide Manufacturers Authorization Form (MAF) issued by OEM for

warranty support.

7. It is the responsibility of the AEK vendor/OEM to provide Standard drivers, java and
.net supporting SDE, digitally signed VDM with source code based on the publicly
available drivers & SDK wversions and on demand suppaort for the devices which are part
of the AEK.

8. OEMs to support UIDAI for Forensic analysis in case of any requirement or need arises

Page 1 of 12
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Aadhaar Enrolment Kit

Minimum Specification of Aadhaar Enrolment Equipment

Item 5.1.1. - Laptop

Specification Details
Machine Form Factor Laptop
CPU 4 Core processor or higher with minimum Frequency 4.0 GHz or
higher and 10 MB Cache or higher
Display Minimum 14" HD Anti-Glare [ 16:9)
Display type LED
Connectivity Wi-Fi (IEEE 802.11b/g/n/fac) and Ethernet (10/1000 Base-T)
MEMORY Min. 16-GB DDR4RAM or higher expandable up to 32-GB or higher

with 1 DIMM SLOT FREE

Solid-State Drive [S5D) Minimum 512GB S5D

One HDMI - minimum

Two[VGAS DP Port/Type C/HDMI) port with Display Transfer feature

Inpatoutput Ports Dedicated Minimum 3 USB 2.0 port*
One Ethernet (R]-45)

Battery Backup Ghrs backup time in case of laptop

Chipset System-on-a-Chip

Graphics Integrated Graphics

Keyboard Im[.egratgd for laptop sized (Minimum 84 Keys) Windows compatible
Spill-resistant keyword

Touchpad Wide Touchpad below keyboard for laptop

Windows 11 professional or higher (Standard and Home edition of
windows are not allowed)

Certification BIS,or any other relevant Indian Certificates

USE Hub with multiple USB connections (enabling 5 devices plug-in

Preloaded OS

ACCESSORIES through USB port), Laptop carrying case

WARRANTY 3 years comprehensive onsite-warranty including Battery and power
adapter

ANTI-VIRUS Reputed Antivirus /EDR software with regular signature updates

TPM System should support Trusted Platform Module [TPM) version 2.0

or higher version
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Item 5.1.1.1 - Desktop

Specification

Details

Machine Form Factor

Desktop[Small form Factor)

CPU

4 Core processor or higher with minimum Frequency 4.0 Ghz or
higher and 10 MB Cache or higher

MEMORY

Min. 16-GB DDR4RAM or higher expandable up to 32-GB or
higher with 1 DIMM SLOT FREE

Connectivity

Ethernet (10/1000 Base-T)

Solid-State Drive (55D

Minimum 512GB S5D

Input/output Ports

Min 1 HDMI

One (VGA/ DP Port/Type C) port with Display Transfer feature
supported by Monitor

Dedicated Minimum 5 USB 2.0 port

One Ethernet [R]-45)

Battery Backup 0.5KVA UPS with 30 min backup time For desktop

Chipset Integrated with CPU or equivalent

Graphics Integrated Graphics

Keyboard (Minimum 104 Keys) Windows compatible Spill-resistant
keyword

Touchpad Optical USB mouse

Preloaded 0S Windows 11 professional or higher (Standard and Home

edition of windows are not allowed)

Certification

BIS, or any other relevant Indian Certificates

WARRANTY 3 years comprehensive onsite-warranty
ANTI-VIRUS Reputed A..nllwrus ! EDE Sﬂ"."ﬁ.'ii_rf_‘ with regular signature
updates(Licensed version required)
" System should support Trusted Platform Moedule (TPM] version
I'PM . ;
2.0or higher version
Page 3 of 12
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Item §5.1.2. - Monitor

Specification Details
Size 15-16 inch or higher
Type LED
Resolution 1024 x 768 or above

applicant of enrolment and update view

Note: One additional Monitor with Desktop & Laptop - One for Operator view and other for

Item 5.1.3. - Multi Functional Device (MFD)

Specification

Details

Function

PRINTCOPY SCAN (COLOR)

DUTY CYCLE IN PAGES

3000 PAGES per month

Print Speed PPM - BLACK(A4) 18 PPM or better
Resolution 600 X 600 DPI
Printing Technology Ink Tank flaser
Custom media size Ad

Standard operating system supported

Compatible with Windows 11 professional or

higher

Scan resolution

600 X 600 DPIOPTICAL

Bit/color depth

24 BITS

Copy speed

18 CPM or better

Copy resolution

600 X 600 DPI

Scan file format

Minimum PDFJPEG,

BIS Registration under CRS of MeitY

Yes

Onsite OEM Warranty

Minimum 3 years
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Item 5.1.4. - White Screen

Specification Details
Size 4 X 5 ft Stand mountable / wall mountable
Accessories Stand
Non-Reflecting Yes
Opaque Yes

Item §.1.5. - Focus Light

Specification

Details

Type

LED, minimum 5W

Accessories

Stand, 2Mrts Wire and on/off Switch near the operator

Item 5.1.6. - Surge Protector Spike

Specification

Details

6 nos. of 5A sockets (4 Indian style + 2 International Style),

General .
Fuse, on/off Switch and 1SO mark
Page 5 of 12
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Item 5.2.1 - Iris Device Specification

Stationary (mounted: , | Hand-held with
Spdclotion wall, tripod or stand)? Rand haid alignment aid?
Standard compliance for
imagc capturc ISDIIEC 19497 -6 (2005 or PI“E‘fEII’ElhIE‘ZDll VEFB}'EHH]\
Iris Diameter (In pixel) =190
Spat'f"l l_-"tcsolunon Fined = 60% @ 4.0 Lp/mm > =18 Pixels/mm
Resolution
# of simultaneous

2
captured
eyest
Viewfinder External Internal VSNl O
Internal
Capture distance > 750 mm > 50mm > 20 mm
Capture volume . o . o . N
(width/height/depth) >250x500x500mm | > 20x15x1Zmm > 20x15x12Zmm
Exposure time < 15ms < 33ms < 33ms
Imaging wavelength 700-900 nm
Spectral Spread Power in any 100nm band = 35% of total power
Scan type Progressive
| ) Left & right: 0.50x iris diameter, Top & bottom: 0.25x iris
mage margins di
lameter

Pixel depth > B bits/pixel
:.:T[:.ge evaluation frame == 7 framesfsec, continuous image capture
Capture mode Autcn: caplurg W|lh_buu!t-|n quality check [incorporates NIST

quality considerations)
Sepsqr signal to noise - 40 DB
ration

USB 2 or higher,
Connectivitys USB-IF certified or | USB 2 or higher, USB-IF

¥ Networked certified
(TCP/IF)

Page 6 of 12
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Power ad
independent PS
Weight MNA <1kg <1kg
y ' =300 x 100 x - . <220 x 200 x
Dimension 300mm <220 x 200 % 100 mm 100 mm
Operating temperature | 0-49C
Humidity 10 - 90% non-condensing
Durability/Shock 1P54
Safety Standard Exempt Group per |[EC 62471:2006-07
Standards FCC Class A, RoHS
Liveness detection compliance as per IEEE 5td 2790™-2020 &
Liveness 150 /1EC
30107-3
Compliant with latest UIDAI Device Capture APl Specifications.
Software AP Windows 11 Professional VDM ready certified by UIDAI

IStationary: Any capture process where the device is stationary and the subject is required
to position and rest himself/herself

*Handheld: Operator operates and holds the camera and the subject is stationary.
IAlignmentaid: Camera has mechanical fixture for alignment, Optical viewfinder is not
considered alignment aid.

4Considered simultaneous if second eye is captured within 2 seconds of first eye done
without moving the device.

Total of only 1 USB port will be available for connectivity and power

| Security = Digital Signature'Preferably at firmware level) ]

Item §5.2.2 - Camera

ecification Details
Sp

Standard compliance for image | 1S0/ IEC 19794-5

capture
Capture Mode Plain live capture
Image Quality Full Frontal (0x01) as per ISO/IEC 19794-5
Minimum Resolution 1920x1080

Manual Capture with Auto Focus and Auto Lighting

Capture Mod
aptire Flode Adjustment
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Sensor >2 Mega Pixel Native

Connectivitye High Speed USB 2.0 or higher, USB-IF certified
Lens Fixed, SLR

Power Through USB/Independent PS/Lithium lon
Mount Tripod /Universal Clip

Operating Temperature

0 to 50 degree Celsius

Humidity 10 - 90%
Safety Standard UL, IS616:2017
Software APl Compliant with latest UIDAI Device Capture API

Specifications

Durability / Shock

IP 54

Total of only 1 USB port will be available for connectivity and power

Security - Digital Signature(Preferably at firmware level)

Item S5.2.3 - Finger Print Device Specification (Slap Scanner)

Specification

Details

Standard

for image
capture

compliance | 1SO/IEC 19794-4

Capture Mode | Plain live scan capture

LT;E?sitlon Setting level 31 or higher (Section 9.1 of Biometric Design Standards for
o ) UID Applications V1.0

Requirements

Image

evaluation = 3 frames/sec, continuous image capture

frame rate
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Auto capture with built-in quality check (incorporates NIST quality

Capt d
apture mode considerations)

Capture area | >76mm x 80mm

, . Preferred width Preferred height
Finger prints
{in) {mm) (in) (mm)
Roll finger 1.6 40.6 1.5 38.1
Capture sizes Plain Thumb 1 25.4 2 50.8
Plain 4 fingers (Sequence 32 81.3 3 76.2
check)
Plain 4 fingers 3.2 81.3 3 76.2
(identification flat)
Pixel depth 1 to 16 bits (size 1 byte)
Image
resolution <=scan resolution (horiz) --2 bytes size and <=scan resolution (vert) --2
(horiz) and bytes size
(vert)
Resolution of
final output 500 ppi, plus or minus 5 ppi
image
Signal - to - Both the ratio of signal to white noise standard deviation and the ratio of
noise ratio signal to black noise standard deviation of the digital scanner >= 125

Connectivity? | USB 2.0 or higher, USB-IF certified

Power Through USB

Dimension [W

<180MM x 180mm x 180mm

XHXD)
Weight Maximum 2.5Kg.
0 ti
perating 0-50C
lemperature
Humidity 10 - 90% non-condensing
Durabilit
urability / IP 54

Shock
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bk UL certified (if applicable]). Meets IS0 19794-4:2005 Section? and Annex A
certification requirements (IAF1S Appendix F certified).
Compliant with latest UIDAI Device Capture APl Specifications
Software API

Linux/Windows 64 bit VDM ready certified by UIDAI

Platen Area
Hardness

Hardness Test: 6H compliant Tested as per ASTM D3363;
RCA Test: 175g 400 cycles Abrasion test compliant as per ASTM F 2357-

04

Liveness Liveness detection compliance as per IEEE Std 2790™-2020 & I1S0O/IEC
30107-3

Note:

“Total of only 1 USBE port will be available for connectivity and power

Security - Digital Signature(Preferably at firmware level)

Item S.2.4 — GNSS Device

Specification Details
Environmental Specifications

Operating temperature -10 ~ 85°C

Storage temperature -40 ~ §5°C

Humidity 5% toUp to 95% non-condensing
Water proof IP54 or higher

GNSS+NavIC Specification

SIRF Star II/SIRF Star IV

GMNSS Chipset GSD4e Mediatek/u-blox/sky traq
*Must support NavIC with other constellation

Frequency L1&L5 Dual band

Position Accuracy <5m 3drms

Time Accuracy 15 ns

Channels >=34 channel + GAGAN SBAS(Preferable)
ﬁcqmmtmn Sensitivity (in — -142dBm or better

dBm)

Tracking Sensitivity (in —dBm) -156dBM o better

Protocol/Standard support

NMEA 0183 V3 .0or latest protocol@ 115200/9600 baud
rate, and supports messages: GGA. GSA, GSV, RMC, VTG,

Position fix time

Hot Start

1-2 sec

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026
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Warm Start < 30 sec
Cold Start < 60 sec
Position Update Rate >= 1Hz
Electrical characteristics
\"t}lta_a‘,rc 35V ~ 6.5V
Current draw 55-80mA

Other Parameters

Location and Time/NMEA data transmission to be Wireless
with min. 50 m range

Type of connection and Range For Wired min.20 m range

The coordinate must be capiured with over 99% accuracy

Ensuring Coordinate Accuracy
Accessories With all necessary required cables and accessories to connect
COCRE0TIES
to the PC/Laptop
Warranty 3 years Comprehensive on-site Warranty
Note:

1.* GNSS receiver should be capable of computing location from NavIC constellation
2. Total of only 1 USE port shall be available for connectivity and power

Item $.2.5 - Single Finger Print Scanner L1 Registered Device (RD)

5. Name /Description Specifications Properties

No.

1 | Single Finger Print Scanner Registered Device (L1 | Yes Mandatory
Compliant)

2 | Single Finger Print Scanner Registered Device for | Yes Mandatory
Aadhaar Authentication with STQC UIDAI
certified RD Service to the L1 compliant
Fingerprint Registered Device

Page 11 of 12

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-74 R TR, A ggA™



-/ \/\/AI\d

\ A/ \P\P4
72

AADHAAR
Aadhaar Enrolment Kit

3 | STQC Certified (STQC Certificate for the Yes Mandatory
Registered L1 device must be submitted)

4 | STQC Certificate Number & its validity(L1 Yes Mandatory
compliant)

5 | Connector Cable to connect the Device to Micro Yes Mandatory
USB/Type C Port

& | Finger Print Device Connectivity Through Integrated | Mandatory

USB 2.0 or higher

7 | Finger Print Device Power Through USB Mandatory

8 | Sample application for Android platform to test Yes Mandatory
sensorfextractor

Note: (Refer approved Single Finger Print Scanner Registered Device devices on UIDAI
website)

Item 5.2.6 - Single Iris Scanner Registered Device (RD)
Note: (Refer approved Single Iris Scanner Registered Device devices on UIDAI website)

SPECIAL TERMS AND & CONDITIONS FOR AADHAAR ENROLMENT KIT

1.

Installation & commissioning: Bidder shall provide Remote support Facility for

installation of Aadhaar Enrolment Kit

Delivery Period: - Bidder shall complete the entire delivery to consignee within 30

days from date of purchase order.

Performance bank guarantee — Bidder shall submit the PBG of 10% of the contract

value to the purchaser before payment is released

Payments: 100 percent of the payment shall be made within 10 days of supply of
Aadhaar enrolment kit to consignee after its acceptance & submission of PBG.

SLA: Incase failing to replacefrepair of faulty equipment's within 7 days
(equipment’s within warranty), Rs100 penalty per day per equipment till the

replacement/repair shall be deducted from PBG.
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{On the Letter Head of AUA/KUA)

To:
The Chief Executive Officer, Unique Identification Authority of India
[Attention: Deputy Director { Authentication-11), UTDAI]
UIDAI Head Office, Bangla Sahib Road,
Gole Market,
New Delhi=110001

Subject:  Appointment of "as a Sub-AUA and Sub-KUA

Sir‘fmadam,

Regulation 14(1)ga) of the Aadhaar {Authentication and Offline Verification)
Regulations, 2021 [“regulations”] requires an AUA/KUA to obtain approval from the Unique
Identification Authority of India (hereinafter referred to as “Authority™) before appointing any
third party entity as a Sub-AUA and Sub-KUA for the use of Yes/No authentication facility
under regulation 15 and e-KYC authentication facility under sub-regulation (2) of regulation 16,
respectively of the said regulations by submitting an application and executing joint undertaking,

2 In this regard, we are submitting herewith an application (Annexure — I) for appointment
of ? as our Sub-AUA and Sub-KUA along with a Joint Undertaking
{Annexure = IT) with the proposed Sub-AUA and Sub-KUA,

3 We request you to approve the appointment of 7, as our Sub-
AUA and Sub-KUA,

Thanks & Regards,

{Authorized Signatory)

Name:

Designation:

Mobile no.

Enclosures: Application Form along with Joint Undertaking

! Insen name of the proposed Sub-AUA and Sub-KU A
= Insen name of the proposed Sub-AUA and Sub-KUA
* Insent name of the proposed Sub-AUA and Sub-KU A
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Annexure-l

Application for appointment as a Sub-AUA and Sub-KUA under regulation 15 and 16(2

read with regulation 14(1)(ga) of the Aadhaar (Authentication and Offline Verification)
Regulations, 2021

1. Details of the Sub-AUA and Sub-KUA:

(a) Name of the Sub AUA and Sub-
KUA

{b) Registration/Incorporation No.*
{Please attach copy of the
cocumeni, if applicable)

{c) License No*

fPlease attach copy of the
clocumeni, if applicable)

(d) Registered Office address

(e) Comespondence address

Hf ather than address mentioned
against (d)}

{f) GSTN registration number of
Sub-AUA and Sub-KUA, as per
Form GST REG-06 (Please atiach
copy aof the document, if
applicable)

() Tax Deduction and Collection
Account Number (TAN) of Sub-
AUA and Sub-KUA

{h) Type of Aadhaar

Authentication facility; [ Yes/No Authentication facility; and
Corresponding category of L -
requesting entity ] e-KYC Authentication facility
(Tick as applicable)

(i) Board Resolution/minutes (or
other valid letter/instrument of
authorisation) citing approval for
submitting the application form and
signing Joint Undertaking and
doing other Acts in relation to the
same, (Please attach a certified

copy of the documeni)

+ Copy of Certificate of Incorpomtion/regpstration to be attached in case of “other than Govt. entiies”
* Copy of Cernficate of Registration/ License from the concemned regulator issued from RBI, SEBL IRDAL and PFRIDA
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(i) The provision of the Aadhaar O Section?7
(Targeted Delivery of Financial
and Other Subsidies, Benefits and
Services) Act, 2016 under which
authentication is required/permitted | L] Section 4(4)(b)i), read with relevant Central Act
other than the Prevention of Money-laundering Act,
2002

0

Section 4(4)b}i), read with the Prevention of
Money-laundering Act, 2002

{If such provision is seclion 7 or
section A4} aor section
J(4)ib)(i) read with the Prevention | [ Section 4(4){b)ii)
of Money-lavndering Act, 2002,
please atiach copy of the relevani
notification published in the
Official Gazente}

] Section4(7)

(k) Gazette notification details Gazette notification no:
Gazeite notification dated:
Gazette notification published date:

Gazetie notification published by:
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(1) Category of the Sub-AUA and | [ AMinistry, Department, secretariat, office, or agency
Sub-KUA of the Central Government, which has required, in
terms of the provisions of section 7 of the Act, that an
individual undergo authentication for receipt of a
subsidy, benefit or service for which the expenditure
15 incurred from, or the receipt therefrom forms part of

the Consolidated Fund of India
] A Ministry, Department, secretariat, office or agency
of the Government of ® which requires, in
terms of the provisions of section 7 of Act, that an
individual undergo authentication for receipt of a
subsidy, benefit or service for which the expenditure
is incurred from, or the receipt therefrom forms part of

the Consolidated Fund of State
[0 An entity permitted under sub-clause (i) of clause (b)
of sub-section (4) of section 4 of the Act 1o offer
authentication services

under’ of ¥

[ An entity permitted under sub-clause (i) of clause (b)
of sub-section (4) of section 4 of the Act to offer
authentication services under section 11A of the
Prevention of Money-laundering Act, 2002, by virtue
of being a reporting entity under the said Act as a
N in terms of
Wof sub-section (1) of section 2 of the

said Act.

[J An entity that has been allowed/authorised under sub-
clause (ii) of clause (b) of sub-section (4) of section 4
of the Act, vide Ministry of Electronics and
Information Technology’s letter no.

‘ll,| dated 12

[J An entity that is required, in terms of the provisions of

sub-section (7) of section 4 of the Act, to perform

mandatory  authentication by of
13

& Mamw of the concrard S, or the concemeed Usioan v anicey wth Legnlamn

T Refozenee of the relevant provmen forcbon, subsecten, dase obc ) of the relesvant At of Pacharrast, cther fhan e Peevenbon of Moy larsdermg Act, 200 SPML A

& Maime of e pebevant Aovof Parsimen, other this te PML Ao

% bunking compusy, o Enancal inEkition, cr imermediary, or & persos carrig on schivities o playing gumes of dusce fos cash or Kl or Trspectos Cenerad of Registraion
sppeoated undet seowon 3 of e Begrtsstion Ao, 1908, on Centesd<Jovemmem-nonie d el awe spem, of Cemnl-Crove pament-notfied dealer i peecons: meth, peeoses s
andl csthr high vaber poeceds, e Cerral Canermment -nodified i mon engaged in sl keeping and admanissration of cish and Bquid securitios on bebulf of other periars, or Contrl
Crompmsmant noafed pason cuveing on nuch ssher sciities [whickaver @ applizable |

M s o, o s ey () o o (), o el (5 o st (oo olls-cherwin (] oo el (i, oo e () oo el (il o - chinin () o et ), o el
chae [vi) of dlause (sa) fwhichever b spplicakle]

11 Sursber of the keties 1o alawing ‘sshorisng

12 Dhare of the lemer so sllowng @thommg

1} e provinon (section, nib-scction, cleese sic ) of the Ao mads br Parkssent, cther than the Asdhaar Act
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(m) Purpose for which 1.
authentication facility will be used

(=]

2. Contact details:

(a) Details of Key Managerial Personnel (KMP)'*

MName

Full designation

Official email address

Mobile number

Alternate office telephone number
(b) Details of Chief Information Security Officer (C150)
Mame

Official Email Address

Mobile number

Alternate  Office  Telephone

number

{c) Management Point of Contact (MPOC) Person authorised on the | Other key personnel
basis of Board | (if any)
resolution/minutes {or
other valid
letter/instrument of
authonsation)

Mame

Full designation

Official email address
Mobile number

Alternate office
telephone number

(d) Technical Point of | CXO/ Head of the functional vertical, | Other key personnel {if any)

Contact (TPOC) who reports to the chief executive or
governing body of the Sub-AUA and
Sub-KUA
Mame

Full designation

Official email address

Mobile number
Alternate office
telephone number

14 For the juurpese of thin “Faey Managroal Prosoancl (KMP]™ mvass o KMP s defined onde rmub-section (51 of secticn 2 off the Companies &et, 2013
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{e) Sub-AUA and Sub- | DC (Data Centre) DR (Data Recovery Centre)
KUA infrastructure
details'

MPOC/TPOC Name
Email address

Telephone™obile No.
Address
District

State

PIN Code
(f) Contact details for Grievance redressal;
Website URL

Email Address

Helpdesk Number

3. Details of Authentication Service Agency (ASA)
(a) Name(s) of ASA 1.
(i case of multiple | 2.

3

ASAs, Hease
provide their
HCInes)

(b) Declaration by the
ASA(s) agreeing to
provide  its/their
secure network
connectivity  and
related services for
the performance of
authentication
{Plecse altach
letter of AS4 in

ariginal)

4. Authentication requirements
(a) Temitorial  extent ] Whole of India

for use of : —
Avithenticstion [ Name of State(s) and Union Territory(s):
facility

(b) Whether [ Yes [ No

Authentication will
be used to establish
identity for

15 If using infrastructure of its ALASKUA, then details of the same
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carrying out
financial
transaction

{c) Device form factor | (] Discrete Biometric Device [[]  Integrated Biometric Device
ivefect one or more
apfion)

{d) Whether
Authentication will
be operator-
assisted or by the
user himselfiherself
fxelect one or more
option)

(e) Mode of [ Demographic LI orp
Authentication

[ Laptop/Desktop L] Mobile phone

[JOperator-assisted use Self-use [

fselect one or more [ Fingerprint L lris
opfion) ] Face
(f) Connectivity [ VPN [ Leased line
supported between _
AUA/KUA and [ Other; Please specify:
ASA
fxeleci ane or more
opfion)

(g) Confirmation that |1 Yes [ No
the Sub-AUA and
Sub-KUA has
perused and
understood
UIDAT's
Information
Security Policy —
External Ecosystem
— Authentication
User Agency/ KYC
User Agency v6.0
{Cepy of the said
policy dociment,
after affiing the
signatures of the
anithorised
siginatory, fo be

attached)
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(h) Confirmation that [.J Yes L[J No
the Sub-AUA and
Sub-KUA has
perused and
understood
UIDAT's Model
Privacy Policy for
Protecting Personal
data of Aadhaar
number holders by
Requesting Entities
Copy of the said
policy  documen,
after  afficing  the
sighatires  of  the
anthorised
signatory,  fo be
altached)
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Declarations and Undertakings:

It is hereby declared that the information furnished in this application form is true and correct to
the best of its knowledge and that no material particulars or information have been concealed or
withheld, and that the (name of AUA/KUA) and (name of Sub-AUA and Sub-KUA) hereby
undertakes—

{a) to abide by the provisions of the Aadhaar (Targeted Delivery of Financial and Other
Subsidies, Benefits and Services) Act, 2016 (“Aadhaar Act”) and the regulations made
thereunder;

(b) to facilitate, on receipt of in-principle approval from UIDAIL audit as per UIDAI
“Compliance Checklist for Onboarding the Requesting Entity™ and submit all compliance
related documents attached as annexures before signing the AUA/KUA Agreement;

{c) to fulfil all requirements with respect to use of the Aadhaar Authentication facility as per
the Aadhaar (Authentication and Offline Venification) Regulations, 2021;

(d) to set up and maintain within the territory of India, at all times, requisite infrastructure
(including, but not limited to, servers, databases etc) for the use of Aadhaar
Authentication facilities, capable of handling a minimum of one lakh Authentication
transactions per month;

{e) to carry out appropriate due diligence before engaging any sub-contractor, business
correspondent or field operator for performing any functions in relation to the use of
Aadhaar Authentication facilities, including on boarding of user/beneficiary/customer,
Authentication application development, etc.;

(f) to store Aadhaar numbers, if authorised so to do, only in the Aadhaar Data Vault, in
accordance with such policies, procedures, standards and technical specifications as
UIDAI may specify from time to time;

(g} to ensure the carrying out of audit of its own operations and systems and those of its Sub-
AUAs and Sub-KUAs, if any, as required under the Aadhaar Act, the regulations made
thereunder and the AUA Agreement,

(h) to not share or disclose e-KYC data that may be received on use of e-KYC
Authentication facilitv, except in accordance with the provisions of the Aadhaar Act and
the regulations made thereunder; and

(i) to inform UIDAI of any change in the name, address and other particulars of the
applicant and contact persons as furnished in this application form;

{j) to inform the UIDAI with a complete record of the total number and names of all
schemes/portals associated with Sub-AUA/ Sub-KUA

(Authorized signatory on behalf of Sub-AUA and Sub-KUA)
Signature:
Name:
Designation:
Organization:
Date:

All the details mentioned above have been venfied.
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{Authorized signatory on behalf of AUA/KUA)
Signature:
Mame:
Designation:
Organization:
Date:
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Annexure-I1

[Joint Undertaking to be drawn on non-judicial stamp paper of value as applicable. Please
follow guidance given in referenced footnotes regarding filling up of underscored blank
portions in this draft. Wherever guidance includes one or more text options bracketed by
symbols <" and *>%, relevant option should be used without modification. Omit guidance
and inapplicable text options.|

int Un king

We, (name of AUA/KLUA), intend to appoint (name of Sub-ALUA and Sub-KLUA) as Sub
Authentication User Agency (“Sub-AUA") and Sub-e-KYC User Agency (“Sub-KUA"™) and
both of us are fully aware of and understand the provisions of the Aadhaar (Targeted Delivery of
Financial and Other Subsidies, Benefits and Services) Act, 2016 [“the Aadhaar Act™] and the
regulations made there under. Further, we warrant that we shall at all times abide by the Act,
regulations, various circulars, guidelines, directions, notifications, etc. issued by UIDAI from
time to time,

We, (name of AUA/KUA)Y and (name of Sub-AUA and Sub-KUA), jointly and severally,
certify that the information filled up in the application form and supplied therewith has been read
over and verified to be true and correct to our personal knowledge and belief and no material
particulars have been concealed.

By this, the undersigned on behalf of (name of AUA/KUA) and (name of Sub-AUA and Sub-
KUA) affirm, declare and undertake the following:
I, We (name of AUAKLTA) shall ensure that the Aadhaar authentication services are used
by (name of Sub-AUA and Sub-KUA) only for the purpose as mentioned in the
application form.

2. (name of Sub-AUA and Sub-KLUA) shall use the separate License Key and unique Sub-
AUA and Sub-KUA code allocated to it by UIDAI and/or AUA/KUA, as the case may
be, and shall not share these further with any other person or entity for any purpose, and
shall keep such License Key and unique Sub-AUA and Sub-KUA Code secured from
unauthorized access in any form.

3. (name of AUA/KUA) shall ensure that the (name of Sub-AUA and Sub-KUA) complies
with the provisions of the Aadhaar Act and its regulations, directions, processes,
standards, guidelines, notifications, specifications and protocols of the Autherity that are
applicable to the requesting entity

4. {name of AUA/KUA) shall ensure that the (name of Sub-AUA and Sub-KUA) is audited
by information system auditor certified by a recognized body on an annual basis to ensure
compliance with the UIDAL's standards and specifications and report shall be submitted
1o ULDAT upon request.
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5. (name of AUAKUA) understands that time period for moving from pre-production to
production is of 3 months or such longer period as UIDAI may permit in writing.
However, if (name of Sub-ALA and Sub-K U A) defaults in meeting the requirements for
maoving from pre-production to production environment within the specified period,

{a) the approval from UIDAI to the application of (name of Sub-ALA and Sub-
. LUA) shall cease on expiry of that period, unless UIDAI permits in writing,

{b) the fees paid shall be forfeited in favour of UIDAL and

{c) no liability shall lie against the UIDAL in any manner whatsoever, in this
regard.

6. (name of AUA/KUA) shall ensure that the (name of Sub-AUA and Sub-KUA} is a
regulated entity under (Name of Regulator) and it compulsorily maintains this status
during the period of using authentication facility. (strike ouf if not applicable).

7. To enhance the security level, the (name of Sub-AUA and Sub-KUA) shall maintain
Aadhaar Data Vault (ADV) for storing Aadhaar number and related Personal ldentity
Information (PLL) in their database, as per the guidelines issued by UIDAIL from time to
time.'*

8 (name of Sub-AUA and Sub-KUA) shall ensure that, the Aadhaar number and any
connected Aadhaar data (ex. e-KYC XML containing Aadhaar number and data)
maintained on the ADY or in rest or in motion shall always be kept encrypted and access
to it strictly controlled only for authorised svstems. Keys for encryption are to be stored
in Hardware Security Module (HSM) devices only. The ADV implemented must have
strong access controls, authentication measures, monitoring and logging of access and
raising necessary alerts for unusual andfor unauthorized attempts to access. Any non-
compliance would result in cancellation of their license key and termination of their
Agreement 7

9 (name of AUAKUAJNN compliance with sub-regulation (2) of regulation 16 of the
Aadhaar (Authentication and Offline Verification) Regulations, 2021 shall share the e-
KYC data received from UIDAT with (name of Sub-AUA and Sub-KLUA)only and that
too in encrypted format (using its own encryption key), as per the guidelines issued by
the Authority from time to time with the specific consent of the Aadhaar number holder
and afier obtaining permission from Authority. Further, (name of Sub-ALUMA and Sub-
FUUA) shall not share this information with any other entity or agency as per sub-
regulation (3).

10. {name of AUAKUA) shall ensure that, in the event of revocation of consent given by the
Aadhaar number holder, at any time, to Sub-AUA and Sub-KUA for storing his e-KYC
data, the Sub-AUA and Sub-KUA shall delete the e-KYC data in a verifiable manner and
provide an acknowledgement of the same to the Aadhaar number holder.

I* Strike out if net applicable
1" Strike ot if not applicable
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11. {name of AUA/KUA) shall maintain auditable logs of all such transactions where e-KYC
data has been shared with {name of Sub-AUA and Sub-KUA), for a period specified by
the Authority in due compliance of sub-regulation (6) of regulation 16, sub-regulations
(2) and (3) of regulation 18 of the Aadhaar (Authentication and Offline Verification)
Regulations, 2021.

12, We (name of AUA/KUA) shall ensure that the client application to be used for Aadhaar
authentication is developed and digitally signed by us, OR {name of Sub-AUA and Sub-
FLA) shall integrate digitally signed SDK developed by us in their client application for
capturing Aadhaar information like Aadhaar number, biometric information,
demographic information, etc.

13. (name of AUA/KUA) shall ensure that the (name of Sub-AUA and Sub-KUAYs client
application or SDK, as the case may be, for Aadhaar authentication is audited as per
standards set by the Authority, at the time of appointment of {(name of Sub-AL0A and
Sub-R1UA) and also every year thereafter, by information systems auditor(s) certified by
CERT-IN empanelled auditors and submit compliance audit report against Compliance
Checklist for certifying compliance with controls that the Sub-AUA and Sub-KUA is
required to have in place, to UIDAL

14, (name of AUA/KUA) and (name of Sub-AUA and Sub-KUA) shall inform UIDAIL
without undue delay and in no case beyond hours/days after having knowledge
of misuse of any information or svstems related 1o the Aadhaar framework or any
compromise of Aadhaar related information

15. We, (name of AUA/KUA) and {name of Sub-AUA and Sub-KUA) shall be jointly and
severally liable for non-compliance of the provisions of the Aadhaar Act and its
Regulations, specifically the Aadhaar (Authentication and Offline Verification)
Regulations 2021,and directions, information security policies, processes, standards,
specifications, guidelines and protocols issued by the Authority from time to time and
shall be jointly and severally liable for disincentives and penalties as per the schedule of
disincentives of Authentication User Agency Agreement v__ .0 executed by (name of
VUAKLA) in addition to initiation of action under other applicable laws and other
provisions including section 33A of the Aadhaar Act.

16, {(name of AUA/KUA) and (name of Sub-AUA and Sub-KUA) have ensured that the
declared information filled up in the application form as well as this joint undertaking
was placed before the board of directors'® of their respective organizations in their
meetings dated % and dated ¥ respectively and has been read
over and verified to be true and correct.

17. No material particulars have been concealed and upon verification of the application, the
board has approved the same for submission at  the  hands of

""This iz applicable for other than the government entitics. Mention “MNA" if not applicable
17 Meetng date of AUASKUA
* Meeting date of Sub-AUA and Sub-KUA
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' Any change in the name, contact details, addresses etc.
as filled up in the application form shall also be immediately conveved to the Authority.

I8 The board resolutions/minutes of the meetings dated * and dated

% approving the application form and authorizing * on

behalf of (name of AUA/KUA) and (name of Sub-AUA and Sub-KUA), respectively to
submit the same are being annexed herewith,

19. The application form having been duly filled up and all its particulars having been
verified by all the directors/head of department, each one of them shall be jointly and
severally liable for any discrepancy in the information supplied herein above and as may
be found by the authority. This undertaking is being executed on this day of

202 at

Authorized signatory of {name of AUA/KUA)
Signature;
Name:
Designation:

Organization: Date:

Authorized signatory of (name of Sub-AUA and Sub-KUA)
Signature:
Name:
Designation:

Organization; Date:

= N;ﬂlll_' .|'|l(,|ll]_’; “Itl‘l I;ll_"_ﬁ.igllHTllnl'l le ']ll;' ]'Icl‘jl Ml ;ljllh(}l'i'_“:d ‘I_IﬁlM_‘d I_H1l‘h!ﬂﬂ.l m:‘d_l\hlﬁﬂﬁfrll‘lillhlm.‘j il'l .II-I_\ I'l:ﬁlﬂ.l fur
AUASKUA and Sub-ALUA and Sub-KUA, respecnively

2 Meenng date of Al IA/KUA

= Meenng date of Sub-ALUA and Sub-KUA

24 Mame along with designaton of the peron aethonsed based onBoard resolution/munutes m thus repard for
AUASKUA and Sub-ALUA and Sub-KUA, respectively
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1. All UIDAI Regional Offices

2. Technology Centre, Bangalore

3. M/s, Smart Chip Pvt. Ltd, M/s. Precision Biometric India Pvt Lid & M/s. Access Computech
Pt Ltd. — directed to push latest RDS version 1o their already whitelisted devices af abave-

mentioned respective models.

Page 2 of 2
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F. no. HQ-13021/1/2021-AUTH-1 HQ (Comp. No-16262)
Unique Identification Authority of India
{Authentication and Verification Division)
3" floor, UIDAI Head Office
Bangla Sahib Road. Gole Market
New Delhi = 110001
Dated 25th March 2025
To:
All requesting entities and ASAs in the Aadhaar authentication ecosystem
Subject: Phase out of existing L0 fingerprint registered devices from Aadhaar authentication
ecosystem

Reference is invited 1o UIDAI letier no. HQ-13021/1/2021-Auth-1 HQ (Comp. No-16262),
dated 29.11.2024 regarding phase out of LO fingerprint regisiered devices from Aadhaar
authentication ecosystem by 31,3,2025,

2. Itis informed that UIDAI has already stopped whitelisting of new LO fingerprint registered
devices from 1.10.2024.

3. Inthis regard, the undersigned is directed 1o convey that

{a) The sunset period For LO fingerprint registered devices which are valid as per Public
Device Certificate (PDC) is hereby extended to 30.6.2025. The date of hot listing of
individual LO lingerprint regisiered device models is indicated at *Annexure A’

(b} An additional fee may be levied to transactions conducted by using LO lingerprint
registered devices from 1.7.2025 onwards, in accordance with sub-regulation (7) of
regulation 12 of the Aadhaar (Authentication and Offline Verilication) Regulations.,
2021.

4. Inview of the aloresaid, all requesting entities and ASAs are directed 1o take precautionary
measures o complete the migration of LO Ongerprint registered devices to L1 fingerprint
registered devices before the sunset timelines,

5. This supersedes all previous communications regarding 1o the phase out of LO fingerprint
devices rom Aadhaar authentication ecosystem.

6. This issue with the approval of competent authority.

Digitally signed by
== Abhijeat
Abhijeet s o
11:57:05 +05"30"
{Abhijeet)
Director
Tel.: 011-23478615
Email: dirl.auth-hq @ uidai.net.in

Copy 1o
1. All fingerprint device vendors
2. Al UIDAI Regional Offices
3. Technology Centre, Bangalore
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Annexure A

S.No  Name of the Manufacturer Device_model_id v:l?;i:“ HE::‘;;‘;L

1 |Ms Precision Biometric India Private  [PBCS200 16-04=-2020 | 01-05-2025
[Linuied
2 |M/s Bioenable Tech Pvi, Lid. BIOENAELE-BETPV 31-05-2020 | 01-05-2025
3 |M/s Smartchip India Pvi Lid MSO1300EZLOSW 07-02-2022 | 01-05-2025
4 |M/s Matrix Comsee Pvt Lid MCP.FAX.S000H.E 25-09-2023 | 01-05-2025
5 [MJ/s Matrix Comsec Pvi Lid [MCP.FOT.5000H.E 25-(9-2023 | 01-05-2025
6 |MJs Secugen India Pyt Lud |H L2004 03-01-2025 | 01-05-2025
7 [Mis Evolute Systems Pyt Lid ILEOPARD 31-01-2025 | 01-05-2025
& |M/s Evolute Systems Pvi Lid [FALCON 31-01-2025 | 01-05-2025
9 _|Mis Evolute Systems Py Lid [iIDENTIS 31-01-2025 | 01-05-2025
100 |MV/s Smartchip India Pvi Lid MSO1300E3LISW 31-01-2025 | 01-05-2025
11 |M/s. Manira Softech (India) Pvt Lid  [MFS100 03-05-2025 | 01-06-2025
12 |M/s. Access Compuiech Pyi. Lid [FM220U 03-05-2025 | 01-06-2025
13 |MJs Integra Micro Systems Pvt Lul [1MS.IMS. MF100.A 19-09-2025 | 01-07-2025
14 _|MJs Integra Micro Systems Pvi Lid___|IMS.VTK. TCSIS.E 19-09-2025 | 01-07-2025
15 |MJs Integra Micro Systems Pvi Lid___|[IMS.AQT.TCS1S.A 19-09-2025 | 01407-2025
16_|MJs Integra Micro Sysiems Pvi Lid___|IMS. ANA TCS1S E 19-09-2025 | 01-07-2025
17 |MYs Integra Micro Systems Pt Lid |IMS.AQT.TCS15.W 19-09-2025 | 01-07-2025
18 |MJs Integra Micro Systems Pvi Lid  [IMS. ARA.AG600.W 19-09-2025 | 01-07-2025
19 |MVs Integra Micro Sysiems Pvi Lid  [IMS.PAX. A400.A 19-09-2025 | 01-07-2025
b |MYs Iniegra Micro Svstems Pvi Lud |[IMS.VTK.I3(KIE.E 19-09-2025 | 01-07-2025
21 Mg Integra Micro Svstems Pyt Lid IMS.ANA.13D0E.E 19-09-2025 | 01-07-2025
22 |MJs Linkwell Telesystems VTK.VA2IPOS.TCS1S.A | O8-11-2025 | 01-07-2025
23 IMUs Linkwell Telesystems VTK.QZPOS. TCS18.A (8-11-2025 | 01-407-2025
24 IMU/s Aratek A 11-12-2025 | 01-07-2025
25 |Mys Aratek AGOD 11-12-2025 | 01-07-2025
26 |MJs Evolute Systems Pvi Lid [EVOLUTEFFSAGN) 11-12-2025 | 01-07-2025
27 |MJs Secugen India Pyt Lid [HU20aP 01-06-2026 | 01-07-2025
28 |MJs Secugen India Pyt Lid [HU1D 01-06-2026 | 01-07-2025
20 |MYs Secugen India Pyt Lad HUZ20 (d-10-2026 | 01407-225
3 [MJs Linkwell Telesystems VTK.GL1LAGDLE 29-11-2026 | 01-07-2025
31 _|MJs Linkwell Telesystems VTK.VA2IPOS.A400.A | 29-11-2026 | 01-07-2025
32 MY Precision Biometric India Private  |[PB51{) 29-11-2026 | 01407-2025
|Limited
. Digitally signed by Abhijeet
Ab‘h U eet E;l;;ms.ulis L EFET]

(Abhijeet)

Director

Tel.: 011-23478615

Email: dirl.auth-hq{@ uidai.net.in
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F.no. HQ-13021/1/2021 -AUTH-1 HQ (Comp. No-16262)
Unique Identification Authority of India
{Authentication and Verification Division)
3" floor, UIDAI Head Office
Bangla Sahib Road, Gole Market
New Delhi = 110 001
Dated 16" Apnl 2025
To:

All requesting entities and Authentication Service Agencies in the Aadhaar authentication ecosystem

Subject: Technical and functional upgrade of fingerprint L1 registered devices

Please refer to UIDAI letters no. HQ-13021/1/2021-Auth-1 HQ, dated 1.11.2024,
29.11.2024 and 07.01.2025 regarding cited subject.

[

In this regard, the undersigned is directed to convey that:

(a) the whitelisting of M/s. Precision Biometric India Pvi Lid (Model - PB1000/PBS 10) with RDS

version 1.2.3 and M/s. Access Computech Pvi. Lid (Model - FM220UL1/CMOS) with RDS

version 1.3.2 are hereby allowed with immediate effect.

{b) the RD Service, NXPIDEMIA 001 for M/s Smart Chip Pvt. Ltd. fingerprint L1 registered

device (Model - MSO 1300 E3 RD/CBME3RD) has been upgraded from RDS version 1.1.1 to

RDS version 1.1.3

3. UIDAL vide letter no. HQ-13021/1/2021-Auth-1 HQ, dated 01,02,2025 & 06.03,2025 has already
allowed the whitelisting of five fingerprint L1 registered device models.

4. The complete list of fingerprint L1 registered device models for which whitelisting has been

allowed till date is as follows:

E’ﬂ Device Supplier Dcwi; :‘:fndrﬁl No. L%ﬁﬁ? 5

| | Mis. Mantra Softech (India) Pvt. Ltd. B 13.0

2 | M/s. Mantra Softech (India) Pvi. Ltd. &%&g“ﬁ 1.2.0

3 | M/s. Smart Chip Pvt. Ltd. M'?EJS"?&EH‘D 113

4 | MJs. Linkwell Telesystems Pvt. Ltd w:'gg_ﬂﬁ . 113

5 | M/s. Access Computech Pvt. Lid (N I;-ﬂ;?g-&} 1.3.2

6 | Mis. Access Computech Pt Ltd F?’éﬁ%‘g} “ 13.2

7 | MJs Precision Biometric India Pvt Ltd (';,Eyﬁm 123

4. All requesting entities are hereby requested to ensure that the RD service of the existing L1

fingerprint registered devices is upgraded to their latest RDS version as mentioned above,

5, UIDAI recognizes the importance of smooth and efficient transition to L1 fingerprint registered
devices. The stipulated sunset date of LO fingerprint registered devices is 30.06.2025 or Public
Device Centificate validity whichever is earlier. For ensuring the uninterrupted services at vour
end, it is requested to take all precautionary measures to complete the migration process within

date as indicated above.
6. This issues with the approval of competent authority. Abh . t Dy et i
jjeet SRR
INDEX { Abhijeet)

Director
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1. All UIDAI Regional Offices

2. Technology Cenire, Bangalore

3. M/s, Smart Chip Pvt. Ltd, M/s. Precision Biometric India Pvt Lid & M/s. Access Computech
Pt Ltd. — directed 1o push latest RDS version 1o their already whitelisted devices af abave-

mentioned respective models.

Page 2 of 2
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IN
ADD.
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Application form
for Appointment as Authentication Service Agency (ASA)

To:
The Chief Executive Officer, Unique Identification Authority of India
[ Attention: Deputy Director (Authentication-11), UIDAT]
UIDATL Head Office, Bangla Sahib Road
Gole Market, New Delhi - 110 001

1. Details of the applicant

(a) Name of the applicant’

(b) Registration/ Incorporation No.*
(Please  anach copy of the document, if
applicable)

(c) License No.*
(Please  attach copy  of the document, if
applicable)

(d) Remistered office address

(e) Correspondence address
Hf other than address mentioned against (d)}

(f) GSTN registration number of the applicant, as
per Form GST REG-06
(Please  attach copy  of the  document,  if
applicable)

(g} Tax Deduction and Collection Account Number
(TAN) of the applicant (Please atiach copy of ihe
deociment, if applicable)

(h) Board resolution/minutes (or other valid
letterinstrument  of  authorisation)  citing
approval for submitting the application form,
signing  Authentication  Service  Agency
Agreement and doing other acts in relation to the
same
(Please antach ceriified copy of the document)

(i) Category of the applicant [ Category 1:A Minisiry or Department of the
(Tick the applicable box) Central Government or a State Government, or an

undertaking owned or controlled by the Central

Government or a State Government

[ Category 2: An authority constituted under any
Central or State Act

ame of the gppheant Mezsiey, Depatnent, secietamin, offer o ageney of e O] Seovemmen or the Govemment of State o Unsen teemory, o ot sppheant eawy
2 Copy of Cortificate of icoapaon fion, sgninnon 1o be stacked @ cine of "ather than Govs, sntier™

3 Copry of Cortificate of Registnton, Lacooss foes e coneroned Regalitos ssued from REL 2L IRDAT ssd PFRDA
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[ Category 3: Any other entity of national
importance in the opinion of the Authority

O Category 4: A company registered in India
under the Companies Act, 2013 (18 of 2013)

[ Category 5: An AUA ora KUA

(ia) Financial or technical requirement [ Financial requirement: Annual turnover of
(fick hoxes in case applicant ticks against cadegory 4) | at least 2100 crore as per the audited financial
statements for last three financial years; and

Technical requirement:
[J A Telecom Service Provider {Unified
Licensee having Access Services authorisation or
Unified Access Services Licensee, granted licence
under section 4 of the Indian Telegraph Act, 1885
(13 of 1885)}. having a minimum of 100
Multiprotocol Label Switching (MPLS) Points of
Presence (PoP) in India.

OR
[0 A Network Service Provider or System
Integrator having pan-India network connectivity
for data transmission, having at least 100 MPLS
PoPs in India.

{ib) Technical requirement [ Technical requirement: An AUA or KUA
(fick box in case applicant has iicked against category | that meets such authentication transaction criteria
3) as the Authority may determine from time to time.

2, Contact details:
(a)  Details of Key Managenrial Personnel (KMP)*
Name:

Full designation:

Official email address:

Mobile number:

Altemate office telephone number:
(b}  Details of Chief Information Security Officer (CISO)
Name:

Full designation:
Official email address:

Mobile number:
Alternate office telephone number:

{c)  Details of Management Point of | Person authorised on the basis of | Other key personnel (if
Conmtact (MPOC) Board resolutionminutes  (or | any)
other valid letter/instrument of
authorisation)

& For tha purpose of this " Koy Managenal Porsonngd [KMP™ maans 3 KNP 3 dolined ungder tei-section (51) of socton 2 of the Companios Act, 20013
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State- State-
Country- Country-
{g)  No.of leased lines planned at UIDAI DC 1 2 ecach at Manesar and Hebbal Data Centre
i1t is fghly recommended that ASAs creave dial | (Recommended)
rgdrr;kkr:l! leased line conneciivity to both UHDAT [J 1 each at Manesar and Hebbal Data Centre
data centre to provide AUAs with lighest service
availability) [ 2 at Manesar and 1 at Hebbal Data Centre
L1 1 at Manesar and 2 at Hebbal Data Centre
{(h)y  Connectivity supported between AUAs/KUAs &
ASA (select one or more opfion) CJ MPLS
This could be arny‘ kind of secured network O] Leased line
depending on the needs of AUAs. UIDAI
recommends that this be a pnvafe leased line to
have better control of availability, bandwidth, | { No- of links at least: 8 (Recommended)
reliability, and security D.':: I::'t:':'nary; 2 Secondary link for MOC and HOC at ASA
- 2 Primary, 2 Secondary link for MDC ond HDC at ASA
DR site]
(i) Name of leased line service provider 0 BSNL/MTNL 3 Jio
(Can select multiple options — this is an indicative | ™ girel O] Tata
list; additional names may be added n the Others [ vodafone-Idea Ltd
calegory) ] Others,
(1) Planned leased line capacity (in Mbps):
JAt feast 200 Mbps each link depending on the
trasaction load)]
{k) IP Address(es) to be whitelisted
(1) Expected authentication transaction volume ] Less than 500,000 per day
(rick against the applicable box) 1 5,00,000 - 25,00,000 per day
]  25,00,000 - 1,00,00,000 per day
J More than 1,00,00,000 per day
{m) Name of Router make & model to be deployed at
CIDR Partner DMZ having following hardware:
a. Rack mountable 19" standard
b, Minimum 1G interfaces
¢. Redundant Router at each DC
d. Redundant Power supply for each Router
AUA/KUAs Related Information
{n)  Geographies Catered/ Territorial extent for use |[J  Whole of India
of Authentication facility (Please specify states | Name of State(s) and Union Territory(s):
in case multiple states / single state selected)
(o)  AUA/KUA Supported (Select any one option) [ Selfas AUA/KUA only
[ Other entities as AUA/KUA only
Self as AUA/KUA and Other entities as
AUAKUA
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(p)  Details of DC/DR certification
(please attach cerificate)
(q)  Details of Audit certificate with reports
{r) Published Data Privacy Policy in line with
~ UIDAI requirements and IT Act 2011
(s) Details of fraud monitoring capabilities

(t) Confirmation that the applicant has perused and |[] Yes
understond  UIDAI's  Information  Security
Policy —Extemal Ecosystem — Authentication |[[(J No
Service Agency vo.0
(Copy of the said policy documeni, after affiving
the signatures of the authorised signatory, io be
aticiched)

Declarations and Undertakings:

It is hereby declared that the information furnished in this application form is true and correct to the
best of its knowledge and that no matenal particulars or information have been concealed or withheld,
and that the * hereby undertakes—

{a) to abide by the provisions of the Aadhaar (Targeted Delivery of Financial and Other
Subsidies, Benefits and Services) Act, 2016 (“Aadhaar Act™) and the regulations made
thereunder;

(b) to facilitate, on receipt of in-principle approval from UIDAL, audit as per UIDAI Compliance
Checklist for Onboarding the ASA and submit all compliance related documents attached as
annexure before signing the ASA Agreement;

{c) to fulfil all requirements with respect to use of the Aadhaar Authentication facility as per the
Aadhaar (Authentication and Offline Verification) Regulations, 2021 including
financial/technical requirement defined in Schedule A;

{d) to set up and maintain within the territory of India, at all times, requisite infrastructure
(including, but not limited to, servers, databases etc.) for the use of Aadhaar Authentication
facilities, capable of handling Authentication transactions of AUA/KUA and their Sub-
AUAs/Sub-KUAs per month with minimum additional capacity of 25%, maintaining logs and
white listed IP Address (es);

{e) to ensure carrying out of audit of its own operations and systems, as required under the
Aadhaar Act, the regulations made there under and the ASA Agreement,

(f) to ensure roles, responsibilities and code of conduct of ASA, as required under the Aadhaar
Act, the regulations made there under and the ASA agreement,

{g) to inform UIDAI forthwith of any change in the name, address and other particulars of the
applicant and contact person as fumished in this application form.

(Signature with stamp/seal of authorised signatory)

* Mame of applicant
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Name: )
Full designation:
Date:
Place:
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Annex Il

|[Agreement to be drawn on non-judicial stamp paper of value as applicable. Please
follow the guidelines given in referenced fooinotes regarding filing up of underscored
blank portions in this draft. Wherever guidance includes one or maore text options
bracketed by symbols <" and *>", relevant option should be used without modification.
Strike out guidance and inapplicable text options.|

AUTHENTICATION SERVICE AGENCY AGREEMENT

This Agreement (“hereinafter referred to as “Agreement”) is entered into by and between:

UNIQUE IDENTIFICATION AUTHORITY OF INDIA, a statutory authority
established  under the Aadhaar (Targeted Delivery of Financial and Other Subsidies,
Benefits and Services) Act, 2016 [“Act”], having its Head Office at New Delhi (current
address: Aadhaar Building, Bangla Sahib Road, Gole Market, New Delhi 110001) (hereinafter
referred to as “UIDAIL™ or “Authority”, which expression shall, unless the context otherwise
requires, include its authorised representatives and successors), of the First Part;

AND

1 2

. a
and having its registered office at
(hereinafier referred 1o as “ASA”™), acting through its authorised representative,

* authorised vide 5 oof

i

“ to enter into and execute this Agreement, which expression shall,
unless the context otherwise requires, include its authorised representatives and such
successors as UIDAL may approve, of the Second Part.

The parties mentioned above are collectively referred to as *Parties” and individually as a
ipartyu

WHEREAS the Second Party has, under the Aadhaar (Authentication and Offline
Verification) Regulations, 2021, applied to UIDAI for appointment as an Authentication
Service Agency (ASA) for ensuring secure network connectivity and related services for
enabling a requesting entity to perform authentication using the authentication facility

"name of the Second Party, as stated in the certificate of registration /incomporation or the law or
mstrument by which registered, established., consatuted or incorporated

:‘:r;nmpml:r::‘ OF <CO-OPemive 200y or <trust™ or <public rust™ or <oty or <fimm = or <Lamted
Laablity Partmership®> or <other body corporate regstered, established, consnmted or meomporaied by or
under law>(whichever is applicable)

*eregistered = or <established= or <constinted> or <incomporated= (whichever is applicalile)

pull name and full designanon

“Pull particulars, such as resolution/letter number.ate, etc

“<the Board of Director™ or the name of other poveming authority of the Second Party (whichever is
applicable)
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provided by UIDAI and is desirous of entering into this Agreement that sets out the terms and
conditions for use by Second Party as an ASA to UIDAI's Authentication facilities:

OR

AND WHEREAS the Parties hereto had last entered into an Authentication Service Agency
Agreement, dated ’ (hereinafter referred to as “previous Agreement”) for the use
by Second Party as an ASA to UIDAI's authentication facilities and the Second Party has
applied to UIDAI for the continuation of its appointment as an ASA beyond the period
stipulated thereunder for the use for ensuring secure network connectivity and related services
for enabling a requesting entity to perform authentication using the authentication facility
provided by UIDAT and is desirous of entering into this Agreement that sets out the terms and
conditions for use by the Second Party as an ASA to UIDAI's Authentication facilities:*

AND WHEREAS the Second Party understands and acknowledges that the terms and
conditions set out herein are in addition to and not in derogation of the powers of UIDAL and
the obligations and liabilities of ASA under the Act and the regulations made thereunder:

NOW, THEREFORE, in consideration of the mutual covenants, promises, assurances,
representations and provisions set forth herein, the Parties hereto agree as follows:

1. Definitions and Interpretation
1.1 Definitions

1.1.1 In this Agreement, unless the context otherwise requires, the following words and
expressions shall have the meanings set out below:

{a) “Act™ means the Aadhaar (Targeted Delivery of Financial and Other Subsidies,
Benefits and Services) Act, 2016 and includes the rules and regulations made
thereunder and such clarifications, notifications, circulars, guidelines, policies,
orders, processes, standards, specifications and other documenis as the UIDAI
has issued or may issue, from time to time;

(b) “Agreement™ means this Agreement and includes
(i) The following documents submitted by the Second Party vide
Y number " dated

*

11,

(1) Application form for appointment as ASA submitted by the Second
Party (“applicant™), duly filled in, along with the correspondence in
this regard with UIDAI [Annex 1];

"Date of previous /last agreement

¥This does not applicable for new applicant entity
“<letter= or <email= (whichever is applicable)

" Letter number or <nil> (whichever is applicable)
' Date of lenerfemail
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(i1} The letter conveying in-principle approval to appoint the Second Party
as an ASA [Annex 2] and checklist for—

{I) Verification of the information furnished by the Second Party,
including in  respect of documents, infrastructure and
technological support that the applicant is required to have, done
by an independent audit agency appointed by UIDAI,

(IT) Other controls that the ASA is required to have in place,
certifying compliance from an audit agency empanelled by the
Indian Computer Emergency Response Team (CERT-In),

{111} The report of verification of the information as per the checklist referred
to in item (1) of sub-clause (ii) of clause (b) [Annex 3];

(iv) The Financial Disincentives to be imposed on Authentication Service
Agency under the provisions of regulation 25 of the Aadhaar
{Authentication and Offline Verification) Regulations, 2021 applicable
on the Second Party, set out in Annex 4; and

(v) The instruments, if any, supplementing, amending, meodifying or
confirming this Agreement;

{c) “Applicable Law™ means and includes the Aadhaar (Targeted Delivery of
Financial and Other Subsidies, Benefits and Services) Act, 2016, the rules and
regulations framed thereunder and all other Acts, ordinances, rules, regulations,
other laws, judgments, orders, decrees, bye-laws, notifications, circulars,
guidelines, policies, protocols, codes, directives, requirements and other
governmental restrictions or similar form of decision applicable to the relevant
Party, as are in effect on the date of the execution of this Agreement or as may
subsequently come into effect during the subsistence thereof,

(d) *Cause” means and includes, a determination made by the Authority regarding
the occurrence of any of the following in respect of ASA:
(1) There has been a breach on the part of ASA in complying the terms of
this Agreement or Applicable Law;
(i) The ASA has been convicted of, pleading guilty to or nolo confendere
with respect to any offence
(I} That involves moral wrpitude; or
(I} That was committed in connection with the duties to be
performed by the ASA under this Agreement,
(11} The management of the affairs of the ASA has been entrusted to a
receiver, and
(1v) Any representation or warranty as given in section 8 of this Agreement
is found to be materially incorrect or false.

(e) *Confidential Information™ means all information, whether in written, oral,
electronic or other form, that relates to the technical or financial data, trade,
secrets, design nghts, knowhow, plans, budgets and personnel of either party or
their affiliates, which is disclosed to or otherwise learned by the ASA in the
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course of or in the connection with this Agreement, including but not limited to
such information received during negotiations, location visits and meetings in
connection with this Agreement,

() *Control™ in relation to an ASA, shall, miwiaiis muniandis, have the same
meaning as is assigned to it under the Companies Act, 2013,

o

“fees” means and includes such fees and charges as UIDAI may, from time to
time, determine as payable by ASA during its appointment, including—

(i} any application fees or subscription fees or both, as UIDAI may specify by
any policy, order, process or other document issued by it under regulations
made by it in respect of the procedure for authentication of the Aadhaar number
and the provision thereunder for the 1ssuance of such policy, order, process or
other document, for which provision is necessary for the purpose of giving
effect to such regulations;

(g

(h) *Financial Disincentives™ means such disincentives as UIDAI may impose on
ASA under section 7 of this Agreement;

(i) “Performance Bank Guarantee™ means the guarantee issued by a Public
Sector Bank or a Private Sector Bank, categorized as such by the Reserve Bank
of India, for such period as is provided for under this Agreement;

{j) *period of the Agreement™ means the period of subsistence of this Agreement,
in accordance with section 2 of this Agreement; and

(k) *“third party™ means any party who is not a Party to this Agreement.

1.1.2 Words and expressions not defined in paragraph 1.1.1 but defined in the Act and the
rules and regulations made thereunder shall have the meanings respectively assigned
to them therein.

1.2 [Inberpretation

1.2.1 Inthis Agreement, unless otherwise specified,—

(a) reference to an Annex is to be construed as reference to such annex to this
Agreement,

(b) reference to any statute or statutory provision shall be construed as a reference to
the same as it may have been, or may from time to fime be, amended, modified or
re-enacted;

(c) reference to any other document referred to in this Agreement, including any
clarifications, notifications, circular, guideline, policy, order, process, standard,
specification or checklist issued or referred to by UIDAL is a reference, to that
other document as amended, varied, novated or supplemented at any time; and

{(d) all headings and titles are only for convenience and are not to be used to interpret
any provision of this Agreement.
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2. Period of the Agreement

2.1 This Agreement shall be effective from the date of its execution by both the Parties
and shall continue till the expiry of a period of three years from such date, unless terminated
earlier.

22 The Agreement may be renewed for such further period or periods and upon such
terms and conditions as the Parties may, by mutual consent in writing, agree upon.

3. Intellectual property

3l ASA is aware that UIDAI holds the copyright for the Aadhaar logo and understands
that any unauthorised reproduction of the same constitutes infringement of UIDAL's rights
therein and may render the person so unauthorisedly reproducing it liable under civil and
criminal laws,

32 It is hereby mutually agreed between the Parties that all rights {including intellectual
property rights), title and interests in the use of the Aadhaar logo shall, at any time, during the
period of the Agreement and thereafter, vests in UIDAI and that the ASA shall only have a
non-exclusive right to use the same during such period.

33 The ASA hereby unequivocally agrees that—

{a) It shall use the Aadhaar logo without medifying it in any manner,

(b) It shall use the Aadhaar logo only during this period of the Agreement and for
promotional, educational and informational purposes related to the use of
UIDAI's authentication facilities,

{c) It shall not authorize any other entity or person to use the Aadhaar logo, except
with their prior permission in writing from UIDAI and in accordance with such
terms and conditions as UIDAT may specify,

{d} On becoming aware of any unauthorised use, copy, infringement or misuse of the
Aadhaar logo, it shall forthwith inform UIDAL in writing, of the same and, in
case UIDAI so requires, the ASA shall itself initiate lezal action or proceedings,
or join in or cooperate in such action or proceedings, and execute such documents
and do such things as may reasonably be necessary to protect the rights, title and
interests of UIDAL and

{e) Any breach in adherence to the preceeding sub-clauses shall constitute a material
breach of this Agreement.

4. Use of Aadhaar authentication facilities by ASA

4.1 Within a period of 30 days from the date of execution of this Agreement or such
longer period as UIDAL may permit in writing, the ASA shall—

(a) using the license key provided by UIDAI for this purpose, carry out at least such

minimum number of authentication transactions for each mode of authentication

specified in Annex 2, in the testing environment of such Aadhaar authentication
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facility (hercinafier referred to as the “Pre-production Environment™) as is
specified in the said Annex,

(b) Submit a certificate from an audit agency empanelled by the Indian Computer
Emergency Response Team (CERT-In), certifving compliance with the controls
listed in the checklist communicated vide the letter placed at Annex 2, as referred
to in item (I} of sub-clause (ii) of clause (b) of paragraph 1.1.1.

42 After fulfilling the obligations under paragraph 4.1 to the satisfaction of UIDAL, the
ASA shall make payment of the full amount of the fees payable by the ASA to UIDAI within
15 days from the date of expiry of the period referred to in the said paragraph or such longer
period as UIDAL may permit in writing, the ASA shall be allowed regular use of the said
Aadhaar authentication facility in its environment intended for such use (hereinafter referred
to as “Production Environment™), using a fresh license key provided by UIDAL

43  If the ASA defaults in meeting any of the requirements under paragraph 4.1 or
paragraph 4.2, within such period as is referred to therein,—
{a) the Agreement shall cease on expiry of that period, unless UIDAI permits
otherwise in writing;
{b) the fees paid and the Performance Bank Guarantee shall be forfeited in favour of
UIDAL and
(c) no liability shall lie against UIDAL in any manner whatsoever, in this rezard.

44  UIDAI hereby grants the ASA a non-exclusive and revocable right to use Aadhaar
authentication facilities in accordance with the terms and conditions set out in this Agreement
and the provisions of Applicable Law, on the clear understanding between the Parties and that
the same are in addition to and not in derogation of the powers of UIDAI and the obligations
and liabilities of ASAs under the Act and the regulations made thereunder.

4.5  The ASA understands and agrees thai—

{a) it shall be responsible to UIDAI for adherence to all the terms and conditions set
out herein and under Applicable Law for the use of Aadhaar authentication
facilities in providing necessary infrastructure for ensuring secure network
connectivity and related services for enabling a requesting entity to perform
authentication;

{b) if it engages any other entity for carrying out any activity connected with the use
of Aadhaar authentication facilities, in the carrying out of such activity,—

(i) the responsibility for adherence as referred to in clause (a) shall continue
to rest entirely with the ASA;

(it) it shall ensure that such entity is contractually under obligations equivalent
to those imposed on the ASA under the Agreement and Applicable Law
and that the same are enforceable against that entity;

(iii) it shall ensure that such entity is contractually required to act only on the
instructions of the ASA;
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{iv) it shall ensure that the transmission to CIDR of an authentication request
from a requesting entity, shall be done only by the ASA, and not directly
by any such entity,

(v) it shall ensure to engage only with the requesting entities approved by
UIDAIT and UIDAT informed of the list of requesting entities that it serves,

{vi) it shall send the data received from UIDAI to requesting entity without any
maodification. If the response packet received from UIDAIL is corrupted or
time out occurred, ASA will send the error codes as defined by ASA to the
requesting entity;

(vii) it shall ensure uptime of minimum 99,99% for its authentication facilities
as well as connectivity with CIDR and requesting entity;

{viil) the ASA shall implement a Business Continuity Plan (BCP) for the
Aadhaar Authentication services provided to the Res; and

{(viii) it shall ensure that the operations and systems if such entity are audited in
accordance with the requirements of audit as applicable to the audit of
operations and systems of the ASA under the Agreement and Applicable
Law.

46  The rights and obligations of the ASA under this Agreement are non-transferable and
non-assignable, whether by sale, merger or operation of law, save and except with the
concurrence or no objection of UIDAT conveyed in writing,

47  The ASA is aware of and understands that UIDAI's operation of the Aadhaar
Authentication facilities is subject to limitations posed by technology and by changes over
time in law, rules, regulations, orders of courts of competent jurisdiction, etc., and UIDAI
does not represent and warrant the same to be defect-free.

48  The ASA is aware of and understands that the Aadhaar authentication facilities are
provided on an “as is” basis, without any express or implied warranties in respect thereof, and
that UIDAI does not assume any responsibility or liability for any damage, whether direct,
indirect, incidental or consequential, arising as a result of the use of the said facilities.

49  The ASA shall ensure that all infrastructure and operations including systems,
processes, devices, software and biometric infrastructure, security, and other related aspects
are in compliance with the standards and specifications as UIDAIL may lay down from time to
time.

410 The ASA shall not engage in any activity detrimental to the interests of UIDAIL or
against the interests of the sovereignty and integrity of India, the security of the State and
friendly relations with foreign Statesand shall exercise due diligence to prevent the
engagement in such activities by any of its entity.

411 The ASA shall offer its Authentication services to any AUA/KUA, without
discrimination, who approaches them for Authentication services
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412 The ASA shall publish their pricing policy including rates of Authentication/e-KYC
transactions it charges from AUA/KUA and share the same with UIDAI which may also be
published by UIDAI on its website,

5. Indemnity and limitation of liability

5.1 The ASA understands that the use of authentication facilities by the ASA or any of its
entity does not result in incurring of any liability by UIDAI whatsoever. The ASAalone is
responsiblefortheproperandjudicioususe ofthe AadhaarAuthentication facilities.
UlDAlshallnot, inanycase, be heldresponsible for damage and/orharm, directorindirect,
materialor  immaterial, orofany nature  whatsoever arisingfromanyunavailabilityotihe
AadhaarAuthentication facilities oritsuseby any of its entity and shall remain harmless and
indemnified from and against all claims, liabilities, losses and incurred costs, fines, penalties,
expenses, taxes, assessments, punitive damages, fees (including advocaie’s fee), liabilities
(including any investigative, legal and other expenses incurred in connection with, and any
amounts paid in settlement of, any pending or threatened legal action or proceedings),
judgments, awards, assessments, obligations, damages, etc., which UIDAI may suffer or incur
arising out of, or in connection with the said use under this Agreement or under Applicable
Law. The ASA shall solely be responsible to defend such claims or actions, either in a legal
proceeding or otherwise, at its own cost without incurring any liability to UIDAIT whatsoever,

52 All settlement of claims, subject to indemnification under section 5 of this Agreement,
shall be entered into only with the prior consent of UIDAI which consent shall not
unreasonably be withheld. The Parties to the settlement shall be obliged to keep the terms of
the settlement confidential and shall be prohibited from making any disclosure in relation to
the same, unless otherwise obliged 1o disclose under the Applicable Law.

53 It is hereby mutvally agreed that the said section shall survive the expiry or
termination of this Agreement indefinitely.

[ Confidentiality, data protection, security and use of information

6.1  The ASA shall itself treat, and shall ensure that any of its entity are contractually bound
to treat, every information disclosed to it as a result of the operation of this Agreement, and
especially information about Aadhaar authentication facilities, including the related systems
and operations, management and maintenance thereof, as Confidential Information, and shall
maintain the confidentiality thereof. The ASA shall not, and shall ensure that all its entities
are contractually bound to not, at any time, divulge such Confidential Information or any part
thereof to any third pary, except on being required to so by any court of competent
jurisdiction in India, or as otherwise required by law for the time being in force in India, and
shall also ensure that the same is not disclosed to any person voluntarily, accidentally or
otherwise,

6.2 The ASA hereby unequivocally agrees 1o undertake all measures, including  security
safeguards, to ensure that the information in the possession or control of the ASA or any of
its entity, as a result of operation of this Agreement, is secured and protected against any loss
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or unauthorised access or use or unauthorised disclosure thereof and that all obligations
relating to the protection of such information under Applicable Law are duly fulfilled at all
times by itself’ and that by its entity that are contractually bound, if any, to ensure such
fulfillment. The ASA shall maintain the highest level of security, confidentiality and secrecy
in relation to the information of the Aadhaar number holders and authentication records
relating thereto.

6.3  UIDAI reserves all rights to prevent, stop and, if required, take action against the ASA
for any breach of its obligations under section 6 of this Agreement

6.4 It is hereby mutually agreed that the provision of section 6 of this Agreement shall
survive the expiry or termination or cessation of this Agreement.

6.5  For the removal of doubts, it is hereby clarified that the provisions of section 6 of this
Agreement shall not apply if—
{a) the information that is made or caused to be made publicly available by the
persen to whom it relates or by any other person who is under an obligation under
any law for the time being in force in India to make the same publicly available;

{b) information which has been received from a third party who had the right to
disclose the aforesaid information; or

(¢) the information is required to be shared or disclosed pursuant to an order of a
court of competent jurisdiction.

6.6 Any handover of Confidential Information needs to be maintained in a list, both by
UIDAL and ASA, containing, at the minimum, the name of provider, recipient, date of
generation of the data, date of handing over of data, form of information and signatures of
both the Parties.

7. Financial Disincentives

7.1 UIDAT shall have the right to levy Financial Disincentives on the ASA as per Annex 4
subject to an annual cap of:
(a) 1 crore for Central/State Government/Minisiry/Department and their attached
or sub-ordinate offices; and
(b) 21 crore or 1% of Worldwide Gross Annual Turnover from all businesses
whichever is more.

7.2 Such Financial Disincentives may be recoverable by UIDAI by, infer alia, invoking
the Performance Bank Guarantee, in case of any breach of this Agreement. The Financial
Disincentives, if and when imposed upon ASA, shall be an admitted liability and the ASA
shall not raise any defence against the claim of UIDAI for recovery of such Financial
Disincentives. The levying of Financial Disincentives shall be without prejudice to UTDAT's
right to terminate this Agreement,
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7.3 UIDAI shall designate an officer not below the rank of a Deputy Director General in
UIDAI to determine and levy Financial Disincentives, which shall be final and binding upon
the ASA.

8. Representations and warranties of the ASA

5.1 The ASA represents and warrants to UIDAI that

{a) It is duly established and wvalidly exists under the Applicable Law and has full
power and authority to execute and perform its obligations under this
Agreement and to processed the transactions contemplated hereby;

{b) It is competent to act as an ASA under the Applicable Law;

{c) It shall, from the date of execution of this Agreement, have the financial
standing and capacity to act as the ASA in accordance with the terms of this
Agreement;

{d) In carrving out all activities under this Agreement, it shall make reasonable
endeavour not to cause any unnecessary disruption to Aadhaar authentication
facilities;

{e) This agreement has been duly executed by it and constitutes a legal, valid and
binding obligation, enforceable against it in accordance with the terms hereof
and its obligations under this Agreement shall be legally valid, binding and
enforceable against it in accordance with the terms hereof,

(f) the information furnished and any subsequent clarification fumished on or
before the date of this Agreement is to the best of its knowledge and belief true
and accurate in all material respects as on the date of this Agreement,

{g) the execution, delivery and performance of this Agreement shall not conflict
with, result in the breach of, or constitute a default of any of the terms of its
Memorandum of Association and Articles of Association, or Applicable Law,
or any covenant, contract, Agreement, arrangement, understanding, decree or
order to which it is a party or by which it or any of its properties or assets is
bound or affected,

{h) there are no material actions, suits, proceedings or investigations pending or to
its knowledge, threatened against it at law or in equity before any court or
before any other judicial, quasi-judicial or other authority, the outcome of
which may result in the breach of this Agreement or which individually or in
the aggregate may result in any material impairment of its ability to perform
any of its obligations under this Agreement,

(i) it has no knowledge of any violation or default with respect to any order, writ,
injunction or decree of any court or any legally binding order of any
government instrumentality which may result in any adverse effect on its ability
to perform its obligations under this Agreement and no fact or circumstance
exists which may give rise 1o such proceedings that shall adversely affect the
performance of its obligations under this Agreement;

{j) it has complied with Applicable Law in all material respects and has not been
subject to any fines, penalties, injunctive relief or any other civil or criminal
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liabilities which in the aggregate have or may have an adverse effect on its
ability to perform its obligations under this Agreement,

(k) no representation or warranty made by it contained herein or in any other
document fumished by it to UIDAIL contains or shall contain any untrue or
misleading statement of matenal fact or make any omission to state a matenal
fact necessary to make such a representation or warranty not misleading; and

{I) no sums, in cash or kind, have been paid or shall be paid, by it or on its behalf,
to any person by way of bribes, commission or otherwise for entering into this
Agreement or for influencing or attempting to influence any officer or
employee of UIDAI in connection therewith.

9. Payment of fees and taxes

9.1 The ASA shall be liable to pay the fees and applicable taxes, if any, to the Authority in
terms of sub-clause (g) of paragraph 1.1.1 of this Agreement. The terms of payment shall be
such as UIDAI may stipulate from time to time, and payments made shall be non-refundable.

10.  Suspension of provision of Aadhaar authentication facility to ASA

10.1  UIDAI shall provide the ASA the use of Aadhaar Authentication facilities for
providing necessary infrastructure for ensuring secure network connectivity and related
services for enabling requesting entity to perform authentication at its sole discretion and
reserves the right to add to, to revise or to suspend in whole or in part such provision at any
time, without prior notice, at its sole discretion, in the interests of protection of the
information of Aadhaar number holders or the Aadhaar ecosystem, or in public interest, or in
any of the interests referred to in clause () of paragraph 10.2.

10.2  All or any part of the provision of Aadhaar Authentication facilities made to the ASA
may be suspended by UIDAL on the occurrence of any of the following events:

(a) if the ASA defaults in complying with, or acts in contravention of, any
requirement of this Agreement or Applicable Law;

(b) if the ASA is in liquidation;

(c) if the business or a class of the business of the ASA has been transferred to any
person or has been transferred to or amalgamated with the business of any other
person without the approval of the Authority;

{d) if the ASA is convicted for an offence of moral turpitude, serious crime, criminal
breach of trust, forgery or acting fraudulently, or a finding of grave misconduct
under any law for the time being in force, whether in relation to the present
Agreement or otherwise; or

{e) if the conduct of the ASA is found to be detrimental to the interests of UIDAT or
held to be against the interests of sovereignty and integrity of India, the security of
the State and friendly relations with foreign States:

Provided that no order under section 10 of this Agreement shall be made unless the
ASA has been given a reasonable opportunity of being heard.
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103 UIDAL may, at its discretion, revoke any such order of suspension if the ASA satisfies
UIDAL that the grounds for such suspension have either ceased to exist or been remedied by
the ASA to the satisfaction of UIDAIL

11.  Termination
11,1 Termination by notice

11.1.1 UIDAI may terminate this Agreement, without any protest or demur from the ASA,
upon serving a written notice of 15 days to the ASA. The date of termination shall be
effective from the end of the notice period calculated from the date of receipt of such notice

11.1.2 The ASA may terminate this Agreement by giving 180 days’ notice in writing to
UIDAL The said termination by the ASA shall be subject to clearance from UIDAIL under the
provisions of regulation 23 of the Aadhaar (Authentication and Offline Verification)
Regulations, 2021, including any Financial Disincentives levied under this Agreement,
Further, during this period the ASA shall take all steps to issue notices of termination to all its
AUAs/KUAs with which it has entered into an agreement and shall terminate the services as
may be mutually agreed upon in their respective agreements and shall inform UIDAI of the
same.

11.2 Termination by UIDAT die to ASA showing canse

11.2.1 Notwithstanding anything contained hereinabove, UIDAI may terminate the
Agreement with ASA, in the event of it showing cause,

11.2.2 In such an event, UIDAI may give a 30 days notice to the ASA giving it a reasonable
opportunity to explain the circumstances resulting in the cause and to cure the same. If,
however, UIDAL is satisfied that the explanation given by ASA is insufficient or despite the
time given, the cause was nol cured or UIDAT deems it necessary or expedient so to do, it
may terminaie this Agreement.

11.2.3 In the event that the cause is such that it cannot be cured, for reasons of conviction of
the ASA or any such similar circumstances, UIDAT shall have the night to terminate the
Agreement forthwith.

11.3  Termination for change of Contral of ASA

11.3.1 UIDATL may, by giving 30 days written notice, terminate this Agreement, if’ a change
of Control of the ASA has taken place.

11.3.2 In the event that the ASA undergoes such a change of Control, UIDAI may, at its
discretion, as an alternative to termination, require a full Performance Bank Guarantee for the
obligations of ASA by a guarantor on behalf of such person o whom the Control of the ASA
has been transferred, subject to the approval of UIDAL If such a Performance Bank
Guarantee is not fumished within 30 days of UIDAI's demand, UIDAI reserves the right to
terminate this Agreement by giving 15 days notice in writing to the ASA.
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11.3.3 In no event the rights and obligations of the ASA under this Agreement should be
assigned or transferred. The rights and obligations of the ASA, under this Agreement, are
non-transferable and non-assignable whether by sale, merger, or by operation of law, except
with the express written consent of UTDAL

11.3.4 In the event that the ASA ceases to be a legal entity, either on operation of such
change of Control or under provisions of Applicable Law, or it is in liquidation, UIDAI shall
have the right to take such measures as it may consider necessary to maintain and preserve the
Authentication logs and records and other documents as the ASA may have created pursuant
to the provisions of this Agreement and the Act and the regulations made thereunder,

114 Effects of terminaiion

11.4.1 Without prejudice to any other action which may be taken under this Agreement or the
Act and the regulations made thereunder, the following consequences of termination shall
follow against the ASA:
(a) The termination of this Agreement by UIDAI shall result in automatic
cancellation of the appointment of the Second Party as ASA;
{b) The Performance Bank Guarantee fumished by ASA may be encashed by the
Authority without demur and forfeited,
(c) The ASA shall have no right to seek compensation for termination of this
Agreement from UIDAL and
(d) The ASA shall, forthwith, cease to use the Aadhaar logo and authentication
software for any purposes and in any form whatsoever.

11.42 In case the ASA is also an Authentication User Agency/e-KYC User Agency,
termination of the Authentication User Agency Agreement with UIDAI shall automatically
result in termination of this Agreement

12. Performance Bank Guarantee

12.1  The irrevocable and unconditional Performance Bank Guarantee submitted by the
ASA shall remain valid for a period of 10 vears. In case of renewal of this Agreement for one
or more extended periods, the ASA shall submit an extended Performance Bank Guarantee
for like period.

122 The ASA shall initiate the renewal process at least 90 davs prior to the due date for
renewal of this Agreement,

123 Any failure of the ASA to submit the renewed Performance Bank Guarantee within
such period as UIDAI may specify in writing for such submission shall result in automatic
cessation of this Agreement, unless otherwise agreed to between the Parties.

13. Force Majeure

13,1 “Force Majeure™ means the occurrence of an event which is beyond the reasonable
control of a Party and which makes a Party’s performance of its obligations hereunder
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impossible or so impractical as reasonably to be considered impossible in the circumstances
and includes, but is not limited to, the following:

(a) war, or warlike operations (whether a state of war be declared or not). invasion
act of foreign enemy, and civil war,

(b) strike, sabotage, lockout, embargo, import restriction, port congestion, lack of
usual means of public transportation and communication, industrial dispute,
shipwreck, shortage or restriction of power supply, epidemics, quarantine, and
plague,

{c) earthquake, landslide, volcanic activity, fire, flood or inundation, tidal wave,
typhoon or cyclone, hurricane, storm, lighting, or other inclement weather
condition, nuclear and pressure waves, or other natural or physical disaster; and

{d) enactment of any legislation, ordinance, notification, etc., which prohibits either
of the Party to perform its obligation(s) for a period of exceeding 14 days.

132 If ASA is prevented, hindered, or delayed from or in performing any of
itsobligationsunder the Agreement by an event of Force Majeure, then it shall notify UIDAL
in writing of the occurrence of such event and the circumstances of the event of Force
Majenrewithin fourteen days after the occurrence of such event, lssuance of such notice
within the specified time frame, unless waived by the Authority for reasons, is a mandatory
pre-requisite for seeking the enforcement under section 13 of this Agreement.

133 ASA upon issuing the notice shall be excused from the performance or punctual
performance of its obligations under the Agreement for so long as the relevant event of Force
Majenre continues and to the extent that ASA’s performance is prevenied, hindered, or
delayed. The time for achieving final acceptance shall be extended.

13.4  ASA affected by the event of Force Majenre shall make reasonable efforts to mitigate
the effect of the event of Force Majenre upon its performance of the Agreement and fulfill its
obligations under the Agreement without prejudice to UIDAI's right to terminate the
Agreement.

13.5 No delay or non-performance by ASA to this Agreement caused by the occurrenceof
any event of Force Majeure shall:
(a) constituie a cause or maierial breach of the Agreement;
(b} give rise to any claim for damages or additional cost or expense occasioned by
the delay or non-performance, if, and to the extent that, such delay or non-
performance is caused by the occurrence of an event of Force Majeure,

13.6  If the performance of the Agreement is substantially prevented, hindered, or delayed
for a single period of more than sixty days on account of one or more events of Force
Majenre duning the time period of the Agreement, the Parties shall attempt to develop a
mutually satisfactory solution, failing which, either party may terminate the Agreement by
giving a notice to the other.

Page 14 0f 24
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13.7  Notwithstanding anything contained above in section 13 of this Agreement,/orce
Majenre shall not apply to any obligation of the ASA to discharge any liability that has
accrued or may accrue under this Agreement.

14. Miscellaneous
14.1  Personnel

14.1 The personnel employed or otherwise engaged by the ASA or any of its entity which
is contractually bound by ASA to provide secured connectivity to the CIDR shall, under no
circumstances, be considered as employees of UIDAL The ASA shall have the sole
responsibility for the supervision and control of the personnel and for payment of such
personnel’s compensation, including salary, withholding of income taxes and social security
taxes, worker's compensation, employee and disability benefits and the like, subject to
Applicable Law.

14.1.2 The ASA shall make its best efforts to ensure that sufficient human resources are
deployed to provide secured connectivity to the CIDR  and that such resources have
appropriate qualifications and skill-sets to undertake the same. UIDAL after discussion with
the ASA, shall have the right to require the removal or replacement of any such human
resource in respect of whom UIDALI is satisfied that such removal or replacement is necessary
in the interests of the Aadhaar number holders and the proper functioning of the Aadhaar
ecosystem.

142 Independem Coniracior

14.2.1 Nothing in this Agreement shall be construed as establishing or implying any
partnership or joint venture between the Parties to this Agreement and, except as expressly
stated in this Agreement, nothing in this Agreement shall be deemed to constitute any Parties
as the agent of the other Party or authorises either Party to—
(a) incur any expenses on behalf of the other Party;
(b) enter into any engagement or make any representation or warranty on behalf of
the other Party;
{c) pledge the credit of or otherwise bind or oblige the other Party; and
(d) commit the other Party in any way whatsoever, without in each case obtaining
the other Party’s prior wrilten consent.

14.3  Grievance recressal

1431 The ASA shall set up a grievance handling mechanism to receive and address
thecomplaints from the requesting entity with regard to authentication services facilitated by
it

14.3.2 The ASA shall ensure that similar grievance mechanism is set up by its requesting
entities.
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1433 The ASA shall provide various channels to its requesting entities to lodge their
grievance, such as through phone, email, website, SMS, ete. Information in this regard shall
be displayed at all touch points.

14.3.4 UIDAI may require from the ASA the details of any complaint and its redressal by the
ASA

14.3.5 The ASA shall provide a report of all the grievances handled by it to UIDAL in such
form and in such manner as UIDAI may require.

143.6 The ASA understands and agrees that the failure to comply with the grievance
redressal mechanism in such manner as UIDAI may stipulate from time to time shall
constitute a material breach of this Agreement.

144  Nowices

14.4.1 Any notice or other document that maybe given by either Party to the other Party under
this Agreementshall be inwritingand shall be delivered either in person or by Speed Post or at
such email address as the Party may specify in writing,

14.4.2 In relation to a notice given under this Agreement, any such notice or other document
shall be addressed to the other Party’s principal or registered office address as set out below,
and shall specify the contact person for purpose of communication:

Unique Identification Authority of India,

Head Office

{Authentication and Verification Division),

Bangla Sahib Road,

Gole Market, New Delhi — 110 001

Contact person: Deputy Director (Authentication and Verification)

12

13

Contact person: e
14.4.3 Any such notice or other document shall be deemed to have been given to the other
Party—
{a) if given in person between the hours of 10:00 a.m. and 5:00 p.m. at the address
of the other Party as set out above;
(b) if sent by email, provided the same fulfils the requirements under Chapter 111
of the Information Technology Act, 2000; or
{c) if sent by Speed Post, then from the date on which the same was delivered or
was returned by India Post despite the same being sent at the address set out
above.

12 Mame of the Second Parry
1* Address of the Second Party
1 Full name and full designaton of the contact person of the Second Party
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14.4.4 Either Party to this Agreement may change its address and contact person for
communication purposes by giving the other reasonable prior written notice of the new
information and its effective date.

14.4.5 Notwithstanding the contact person specified by UIDAIL UIDATI reserves the right to
have any communication sent by any of its other officers.

14.4.6 Notwithstanding anything contained in Section 14 of this Agreement, the requirement
of giving of a notice to the ASA by UIDAI shall be fulfilled if the same is given on the online
portal of UTDAIT through a dedicated user account of the ASA.

145 Variations and firther assurance

14.5.1 No amendment, variation or other changes to this Agreement shall be valid unless such
amendment is made in writing and signed by the duly authorised representatives of the Parties
to this Agreement.

14.5.2 Each Party to this Agreement agrees to enter into or execute, without limitation,
whatever other Agreement, document, consent and waiver and to do all other things which
shall or may be reasonably required completing and delivering the authentication facility in
this Agreement.

146 Severability and waiver

14.6.1 If any provision of this Agreement, or any part thereof, is found by any court or
administrative body of competent jurisdiction to be illegal, invalid or unenforceable, such
illegality, invalidity or unenforceability of such provision or part provision shall not affect the
other provisions of this Agreement or the remainder of the provisions in question, which shall
remain in full force and effect. The Parties shall negotiate in good faith in order to agree to
substitute for any illegal, invalid or unenforceable provision a valid and enforceable provision
which achieves to the greatest extent possible the economic, legal and commercial objectives
of the illegal, invalid or unenforceable provision or part provision.

14.6.2 No failure to exercise or enforce and no delay in exercising or enforcing on the part of
either Party to this Agreement of any right, remedy or provision of this Agreement shall
operate as a waiver of such right, remedy or provision in any future application nor shall any
single or partial exercise or enforcement of any right, remedy or provision preclude any other
or further exercise or enforcement of such right, remedy or provision or the exercise or
enforcement of any other right, remedy or provision.

147 Complianee with Applicable Law

14.7.1 Each Partv to this Agreement accepis that it shall at all times comply with the
Applicable Law.

148 Fihics
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14.8.1 The ASA represents, warrants and covenants that it has given no commitments,
payments, gifts, kickbacks, lavish or expensive enterfainment, or other things of value to any
employee of UIDAI in connection with this Agreement and acknowledges that the giving of
any such payment, gifis, entertainment, or other things of value is strictly in violation of
UIDAT's standard policies and may result in immediate termination/cancellation of this
Agreement.

149 Entire Agreement

1491 This Agreement, along with all annexes hereto, constitutes the entire Agreement
between the Parties with respect to their subject matter and as to all other representations,
understandings or agreements that are not fully expressed herein, provided that nothing in
section 14 of this Agreement shall be interpreted so as to exclude any liability in respect of
fraudulent misrepresentation,

15.  Governing law and dispute resolution

151 This Agreement shall be governed by and construed in accordance with the laws of
India, without giving effect to conflict of law rules in relation to any legal action or
proceedings to enforce this Agreement.

15.2 The Parties irrevocably submit to the exclusive jurisdiction of the courts situated at New
Delhi and waive any objection to such proceedings on grounds of venue or on the grounds
that the proceedings have been brought in an inconvenient forum.

153 Gioed Farith

15.3.1 The Parties undertake to act in good faith with respect to each other’s rights and to
adopt all reasonable measures to ensure the realization of the objectives of this Agreement.
The Parties recognize that it is impractical in this Agreement to provide for every contingency
which may arise during the life of the Agreement, and the Parties hereby agree that it is their
intention that this Agreement shall operate fairly as between them, and without detriment to
the interest of either of them, and that, if during the term of this Agreement either Party
believes that this Agreement is operating unfairly, the Parties shall use their best efforts to
remove the cause or causes of such unfairess, but failure to agree on any action pursuant to
this paragraph shall not give rise to a dispute, subject to arbitration in accordance with
paragraph 15.5.

154  Amicable Settlement

15.4.1 The performance of this Agreement is governed by the terms and conditions of the
Agreement. In case of any dispute or differences arising out of or in relation to this
Agreement, the Parties shall use their best efforts to settle all such disputes amicably; failing
which, either Party of the Agreement may send a written notice of dispute to the other Party.
The Party receiving the notice shall respond to the same in writing, within 30 days from the
date of receipt thereof. Failure to respond to the notice within 30 days, or failure to make best
efforts to amicably settle the dispute within 60 days following the receipt of the reply to the
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notice, shall bring into operation the provisions of paragraph 15.5 or paragraph 15.6, as the
case may be.

15.5  Mediation and conciliation

15.5.1 In the event of any dispute arising out of or in connection with this Agreement, the
Parties shall, in the first instance, refer the dispute to Pre-litigation Mediation and
Conciliation at the Delhi High Court Mediation and Conciliation Centre. Such reference shall
be by way of a notice in writing and shall be a notice for the purposes of commencement of
conciliation.

15.5.2 The commencement or pendency of conciliation shall not prevent either Party from
seeking interim relief or reliefs for the purposes of preserving their rights.

1553 It the dispute 1s not setiled through conciliation within 60 days following the
commencement of conciliation, or within such other period as the Parties may agree to in
writing, such dispute shall, thereafier, be finally resolved through arbitration.

156  Arbitration

15.6.1 Any dispute or differences arising between the Parties out of or in connection with this
Agreement or in respect of any defined legal relationship associated therewith or derived there
from, shall be referred to arbitration in accordance with the Arbitration and Conciliation Act,
1996, The dispute shall be referred to and decided by a sole arbitrator,

15.6.2 The arbitration proceedings shall be held at the Delhi International Arbitration Centre
and conducted in accordance with the rules made by the said Centre regarding such
proceedings, the administrative cost thereof and the arbitrator’s fees,

15.6.3 The Parties agree to have their dispute and differences resolved in accordance with the
provisions of section 298 of the Arbitration and Conciliation Act, 1996.

15.6.4 The language of the arbitration proceedings shall be English.
15.6.5 The decision of the sole arbitrator shall be accepted by the Parties as final and binding.

15.6.5 The Parties shall continue to discharge their respective obligations under
thisAgreement during the pendency of the arbitration proceedings.

IN WITNESS WHEREOF, the Parties, through their duly authorised representatives,
hereby sign and execute this Agreement, on the ___ day of L2

Signed and delivered for and on behalf of the Unique Identification Authority of India,
acting through 15

Signature:

1% Mame and designation

Page 19 of 24
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Signed and delivered for and on behalf of 1 by
Witnesses:
(0 ¥ @) w0
( p! ( 2

18 Name of the Second Party
"Designanon

ESagnature with seal [/ stamp of office
1% Signamre of wimess 1

= Jypnature of witness I

A ame of witness 1

“hame of wimess 2

“Address of witness 1

“ Address of witngss 2

Page 200 0f 24
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Annex 1%

=5 '|.|1plh¢:.nmn .ﬁmn foor ‘nmmmlmml as ASA, submmitted by the applicant, duly filled in, alomg wath the
3 s ] .m0 be added as Annex 1 [@e item (1) of sub-clause {1} of clawse (b) pf
paragraph 1.1.1 af the Agreement]

Page 21 of 24 INDEX
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Annex 2%

# Letter conveving in-prnciple approval to appoint the applicant as an ASA, 1o be added as Annex 2 [se sub-clause
(1) of clawse (b of paragraph 1.1.1 of the Agreement]

Page 22 of 24
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Annex 37

“Report of verficatnon done by UIDAL appomted mdependent audit apency, of the mformanon fumished by the
applicant (including n respect of documents, infrastructure and technological support that the applicant 13 required
to have) as per the checklise for such venfication, 1o be added as Annex 3 [s sub-clawse (1) of clause (b) of
paragraph 1.1.1 of the Agreement, read with item (1) of sub-clause (i) #vid]

Page 23 of 24 INDEX
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Annex 4

Financial Disincentives to be imposed on Authentication Service Agency under the provisions

of regulation 25 of Aadhaar (Authentication and Offline Verification) Regulations, 2021

sections number 2, 4, 5,

6, 8 and 9 and paragraphs

Rs. 1 lakh per day
for each day of

not complied
within 15 days of

5. . First Second Third
Non-compliance . - .
No, contravention contravention contravention
1 Non-compliance of Disincentives If the regulation is | If the regulation is
regulations number 8(1), | upto Rs. 1 lakh not complied not complied within
19, 20, 21(3), 22(1), per day for each within 15 days of | 15 days of issuance
22(2), 22(3) and 22(4) of | day of non- issuance of notice | of notice by UTDAI
the Aadhaar compliance from | by UIDAI on first | on second
{Authentication and the date of actual | contravention, contravention,
Offline Verification) commission of disincentives upto | disincentives up to
Regulations, 2021 violation Rs. 2 lakh per day | Rs. 3 lakh per day
regardless of the | for each day of for each day of non-
date of discovery | non-compliance. | compliance.
of the same.
2 | Non-compliance of the Disincentives upto | If the regulation is | If the regulation is

not complied within
15 days of issuance

11.1.2, 132, 134 and non-compliance [ issuance of notice | of notice by UIDAI
14.3 of the from the date of | by UIDAI on first | on second
Authentication Service actual commission | contravention, contravention,

Agency Agreemeni of violation, disincentives up | disincentives up to
irrespective of the | to Rs. 2 lakh per | Rs. 3 lakh per day
date of discovery | day for each day | for each day of non-

of the same.

of non-
compliance,

compliance.

Note: It may be noted that the disincentives mentioned above are in addition to, and not in
derogation of, any other remedy available to UIDAT under the Applicable Law.
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Complinnce checklist for certilying compliance with controls that the ASA is required 1o have in place {(Pre Onboarding)
Version 1.0
Important note: Wherever a control description requires ASA 1o ensure or do anything, the same shall be reported as compliant if and only if the
awditer finds that the same is being complied with and, further, that appropriate policies, procedures, mechanisms, resources and technical enablements
are in place to secure compliance with the same on an ongoing basis
Compliance Staius
Comments
g : . - (Compliant / Non Aunditor's )
Control No. Short Title Control Deseription Compliant / Noi Observation of ASA
Applicable) management
A, Information Security Governance
ASA should ensure that it has a designated Chief
Information Security  Officer (C150) or equivalent
1 Security organisation | function that oversees information secunty governance
and CI15S0 function and compliances. The CISO should have independent
reporting to its Board or other goverming body or chiel
executive
ASA should appoint a Management Single Poimt of
; Contact (MPOC) and Technical Single Point of
ﬁim'“ﬁ 1;:‘ . ::; Comact (TPOC) that should oversee (he management
2 technical single point :til'l:ieti ;a;;the-mcahm application and Asdhaar related
of conlact MPOCTPOC should ensure consistent communication
with UIDAI on Aadhaar related requirements and
l1|Fage
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Annex 111

compliances
Any change in MPOC/TPOC should be communicated
to ULDATIn a timely manner.

ASA should have an information secunty policy and
information secunty procedures in accordance with
industry leading standards, such as 15027001 {1SMS),
1 Information  security | MIST Cyber Secunty Framework, CSA Framework
policy and procedure | and 15027701 (PIMS). The eminy's information
security policy should also address the security aspects
of Aadhaar, as provided under the Aasdhaar Act,
regulations and specifications.

Aadhaar ASA should ensure that the authentication application
4 authentication design architecture is documented and validated by
application design UIDAL and covers Aadhaar securily requiréments

Aadhaar
3 authentication  data
flow diagram

ASA should ensure that the Aadhaar data flow is
properly documented for its ASA applications

ASA should implement process and procedure to
perform periodic (at least annual) information security
risk assessment of its 1CT infrastructure supporting the
authentication processes.

Further, entity should also perform nisk assessment of
6 Risk Assessment its third party suppliers / vendors having access 1o the
Aadhaar  systems, processes and other relevant
infrastiruciure

Security risks should be documented and reviewed
periodically by Security Officers / CISO / those in
charie of the secunity sovernance of the ASA.

2|Page
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Third party
T information  security
policy

ASA should ensure that 1t has a third party information
security policy that lays down the secunity comrols and
compliances that its third pany vendors, suppliers, ICT
service providers and ICT support vendors (eg., third
party / outsource application developers, infrastructure
support vendors, data centre hosting agency, cloud
service providers ete.) are obligated to adhere 1o,

B Compliance Requirement

Annual  information
8 security  audit by
CERT-In-empanelled
auditor

ASA should ensure that its operations and systems are
audited by an information systems auditor certified by
a recognised body on an annual basis and on need basis
W ensure compliance with  Information  Secunty
Standards and Specifications. The audit repont should
be shared with UIDAL
If any non-compliance is found as a result of the awdit,
ASA should—
{a) determine the causes of the non-compliance;
(b} evaluate the need for actions to avoid recurmrence of
the same;
(e} determine and enforce the implementation of
cormective and preventive actions, and
{d) review the corrective actions taken

C. Daia Privacy

Data protection
policy

ASA  should esiablish a daa  protection  policy
addressing, inter alia, data profection related aspecis
under—

(a) the Aadhaar Act, the regulations made thereunder
and the standards and specifications issued by ULDAIL
from time o nime;
(b} the Information Technology Act, 2000 (“1T Act™)
and
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Annex 111

(<) tll the coming inte force of the Digital Personal
Data  Protecion  Act, 2023 (“DPDP  Act”), the
Information  Technology  (Reasonable  Security
Practices and Procedures and Sensitive Personal Data
or Information) Rules, 20011 ("SPDM Rules™) and, on
and from the date of coming inte force of the DPDP
Act, the said Act and the rules made thereunder.
Such policy should be published on the website of
ASA and the URL for the same should be mentioned,

Does ASA have data classafication and labelling policy
10 Daa Classification | in place? What is the data classification level applied 1o

and Labelling Policy | Aadhaar and  correlated  data? Please share data
labelling and classification policy

4d|FPage
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Annex 111

. Assel Mllnaﬂnnl

Does ASA maintain inventory of assels consisting off
informational assets and hardware assets? Are these
assets labelled, classified, and monitored’ reviewed
Asset inventory | peniodically?
maintenance Does the asset register have well defined owners and
custodians and reflect correct classification scheme for
each and every asset? Are the asset registers updated
and reviewed periodically?
Does all the assets {eg. deskiop, lapiop. servers,
. . .| databases eic.) used by ASA and their sub-coniractors
12 Sectnty hardening of fior Aadhaar Amhen:&ali‘m are used only after their
Ry hardening as per the ASA hardening baseline
document.
ASA should ensure that it uses only licensed soflware
- Mainicnance of | for  Aadhaar authentication related  infrastructure
sofiware inventory environment. Record of all software licenses should be
kept and updated regularly.
ASA should define a procedure for disposal of the
information  asscts being used for authentication
operations.  Information  systems  and  documents
contmming  Aadhaar related information  should be
disposed of securely.

Asset disposal
procedure

S5|Page
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ASA should, before consigning any asset for repair,
sanitise the same 10 ensure that it does not contain any
Asset repair Aadhaar related data. A register to log the movement of
all the assets consigned outside should be maintained.
15 procedure and  asset . - .
movement logs ASA should, in case of in-house repair of assets,
document  the detmls of the onginal  equipment
manufacturer (OEM) and maintmin the logs of the
assets being repaired.
E. Human Resource Securily
Backyground
venfication and | ASA should 1ake an undenaking from third pany
16 signing of | contractors regarding NDAs and BGVs conducted
confidentiality successfully for their personnel handling Aadhaar
agreement with third- | related data.
party contractors
Do all emplovees of the Authentication Service
Agency and relevant third party contractors receive
information security awareness education and training
Training - amd regular u_pdart,:s in A SA policies :mc_l pmucdyms\. as
17 aRiaTEgers relevant o job I'ur!v;lwn. t’_\rl: rch_hl‘r: requiresd 1o
undergo mandatory information security and awareness
training” Does, the training provided imclude all
relevant security and privacy guidelines laid down by
the Authority
6|FPa Ee
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Are specific and specialised training conducted for
13 Specialised Traiming | various functional roles involved in authentication
SCOEVELEm.
Are the trainings conducted half yearly and as and
19 Training Periodicity when changes  are mndc_ 'm_ the suthentication
ecosystem.  ASA shall maintain records of such
trainings conducted.
Does ASA ensure emplovees [ third panies employesd
20 Employee's / Third | for maintaining necessary authentication system and
= Party Qualification infrastructure, and processi{s) requisite qualification for
undertaking such works
F. Incident Management
ASA  should enswre that inademt  management
framework, including foremsic  investigation, is
Incident management | implemented in accordance with the requirements
21 procedure and RCA | under UIDALs  Information  Security  Policy  and
procedure circulars. ASA should perform Root Cause Analysis
(RCA) for major incidents identified in 115 ecosystem
as well as that of its sub-contractors ecosystem, if any.
. Access Contril
TIPage
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Access Control
Policy and Procedure

Does ASA have user access nght provisioning and
deprovisioning process in place” How does ASA
manage and monitor individuals access information
facilitics (such as Authentication application, audit
logs, authentication servers, application, source code,
information  security infrastructure ic. ) processing
Aadhaar related information.

Access  provisioning
mechanism

ASA should ensure that only authonised individual s are
able to access informanon facilines such as the
authentication application, sudit logs, awthentication
servers, application, source code, information securty
infrastructure, etc,, and Aadhaar processing  related
information. Access Control List {ACL) shall be
maintained by the ASA

24

Privilege user access
management

ASA should ensure that systems and procedures are in
place for privilege user access management {PAM],
Privilege user access should be limited to authorised
users only.

25

Privilege accounts

ASA should emsure through the PAM tool that
privileged accounts, such as NT  Authority,
Administrator and root accounts, are accessible only 1o
a limited set of users, and that access o privileged
account is nod allowed o normal users.

Peradic access
review

ASA should ensure that access 15 provided based on
least privilege and that access is reviewed periodically
(at least half-vearly).
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Within 24 hours of exit of any personnel, ASA should
27 Access  revocation | revoke the rights and privileges 1o access or process
% mechanism Aadhaar related information. Upon such revocation,
user 1D should be deleted forthwath if not in use.

ASA  should ensure that personnel invelved in
operational, development or testing functions should
not be given additional responsibilities in system
administration  processes, audit log  maintenance,
security review of svstem or processes that may
compromise data security, Where segregation of duties
is not possible or practicable, the process should
include compensating controls, such as monitoring of
activities, maintenance and review of audin trails and
management supervision.

ASA should ensure that the allocation of inital
passwords is done in 2 secure manner and that such
passwords are changed on first log in.

s 3 Segregation of duties

Initial password
29 .
allocation

G|Page
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What is the password consiruction policy used for
creating of passwaord” Does user require to change its
password afier first login? What is frequency of
password? [oes the password policy meet's following
requirement, if No please share brief comment-
1. Mimimum  password length of 8 characters
2. are ned based on anything somebody else may easly
guess or obain using person related information, eg.,
name, telephone number and date of binh;
Password 3. is free of consecutive identical characters or all-
30 management numenic or all-alphabetical Lroups;
wuidelines 4. contain at least one numenc, one uppercase letter,
one lowercase letter and one special character,
5. are required to be changed at regular intervals
(passwords for privileged accoumts should be changed
more  frequenily than  nommal passwords);
6. do not allow the use of the last five passwords,
7. do net allow the username and password to be the
SAme for a particular USET, and
2 do not use the same password for vanous UIDAIL
aecess needs of a particular user.
ASA should ensure that three successave log-n failures
result in the user account being locked. End users /
operators should not be able to log in unnl their
account is unlocked and the password is reset,

ASA should ensure that common of genenc or group
1 Restriction usage of | user 1Ds are not used. Exceptions shall be approved by
- generic [Ds ASA’s senior management and documented where
there is no alternative

3 User account lockout

|FPage
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The users should not be provided with local admin
. access rights on their system. In the case of
33 Iﬁ.?gc;ll | Admin ACCESS | administrative access being provided, the users shall be
prohibited from modifying the local secunity scttings.
Maodifving the same shall result in disciplinary action.
Passwords shall not be hardeoded in codes, login
34 Password Hardcoded | scripts, any executable program or files Additionally,
& Auto Log - On passwords shall not be included i any automated log-
an process, ¢.g stored in a macro or function key.
If the passwords are being stored in the database or any
other form, they should be stored in an encrypted /
35 Password Security hashed form. Further, Password should not be stored or
transmitted in applications in clear text or in any
reversible form
H. Physical Security
16 Phvacal secunity of | ASA data centre should be secured fully and should
ASA data cemre have pecess control
o Physical secunty of | ASA data centre should be under 24X7 protection of
ASA dita centre securily wuards and CCTV survellance.
1li|Page
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ASA should ensure that access to the data centre is
restricted  only 1o awhonised individuals  and
appropriate logs of emry of individuals should be
maintained.
- . ASA should ensure that physical access to the data
3% i‘ﬁﬁam“ of centre and odher restricted areas s pre-approved and
recorded. along with the date, ume and purpose of
entry
ASA should ensure that the movement of all incoming
and oulgming assets in the ASA data cemtre is
documented.
Preventive ASA should ensure that preventive maintenance
9 maintenance activity | activities, such as audit of fire extinguishers and
at data centre CCTV, are carmied out on a quarterly basis.
40 Emergency Conrols such as imtrusion detection and evaluation
Evacuation Plans plans shall be implemented in case of an emergency.
A clear desk and clear screen policy for shall be
adopted 10 reduce risks of unawhorized access, loss
41 Clear Desk and Clear | and damage to information related to Aadhaar. Screen
Screen saver or related technological controls shall be
implemented to lock the screen of the information
svstems when unattended beyond a speafied duration.
42 Physical location of | ASA should ensure that their data centers are within
- ASA servers India
1. Data Security
ASA shall procure a dedicated, on-premise, HSM set
4 HSM up for the management of security/encryption kevs, and
: should not share the same with any other entity. The
HSM used shall be FIPS 140-2 compliant.
12|Page
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ASA should ensure that USE access on the servers and
44 End-point security endpoints is, in the default, restricted for all, and the
samé is allowed only on approval basis.

ASA should use licensed malware and antivinus
solution  (preferably  Nexi-Generation  antivirus) 1o
protect  against malware.  The malware/antivinus
installed should be configured to update in real time.

End-point security —
45 antivius |/ anli-
malware

ASA should ensure that end-point devices used lor
developing, processing, handling Aadhaar data and
application timeout after a session is idle is not more
than 30 o 15 minutes, based on the criticality.

46 End-point security

ASA should ensure that the patch management process
is implemented for applying patches to information
systems. Paiches should be updated at both the
application and the server and network  levels.
ASA should ensure than either N or N-1 patches are
mintained.

Are sufficient secunity measures implemented 1o detect
[Data Leakage | and prevent data leakage? Please provide detail of data
Prevention leakage prevention solution or the altemnative contral
implemented.

47 Patch management

43

J. Network Security

13|Fage
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ASA  shewld ensure that MNetwerk Intrusion and
Prevention Systems (NIPS)  Intrusion  Detection
System (IDS), Web Application Firewall (WAF) are
implemented to safeguard the network from external
attacks / DDoS attacks. ASA should ensure that
Internet access on systems are restricted 1o necessary or
waork-related websites and that access 1o web portals
known for pirated software, gambling ete, are
restricled

ASA should plan organisation information  security
Vulnerability policy, inclusive of wvulnerability assessment and
Assesament penetration testing on its network, infrastruciure and
applications.

IPS/IDSN AF

i implementation

50

K. Operations Security
Segregalion of
5 testing and | The Test and Production facilitics / environments must
production be physically and logically separated

EnvIronments

ASA shall ensure operational conmtinuity and high
availability of service? ASA should ensure DC and DR
is available with them. ASA shall maintain BCP and
DR policy document, BCP DR test detail and Crisis
Management detail.
Does ASA has planned, established, implemented and
muintained an  audit  programis), including  the
frequency. methods, responsibilines,  planning
requirements and reporting. Does the audit programis)
take into consideration the imponance of the processes
concemed and the resulis of previous audits?

e Please provide detail on gnevance handling mechanism
54 | GrievanceHandling | "o " 4SA) and detail on channel's they can be

Service Continuity &
Service Availability

53 Audit Program
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approached via. Please share supporting evidence or
link
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L. Application Security
ASA should implement system and processes 1o ensure
Secure software | FSCHTE software  development  practices.  Periodic
55 :iwclopmn nt. training of developers should be conducted on secure
software  development practices. Records of such
trainings should be maintained.
. . The client applications i.c. software used by ASA for
56 Lmlg::;?nsln ’:f; the purpose of authentication, shall conform to the
. ::':ji‘ﬁm i security | standard APls and specifications laid down by the
‘ ¥ Authority from time to time for this purpose
Configuration ASA should ensure that authentication applications as
57 reviews and svstem | well as infrastructure are integrated with 1DAM,
walkthrough PIM/PAM and SIEM.
M. Logging and Monitoring
ASA  should ensure that the evenvsecunty logs
recording  cntical  user-activities, exceptions and
53 Logs recording security events are enabled and stored 1o assist any
fiure  investigation and enable access control
mioni foring.
ASA should ensure that regular monitoring  of
event/security logs takes place to detect unauthorised
9 Logs monitoring use of information systems and that results of the same
are recorded. Further, access to audit trails and cvent
logs should be provided to authorised personnel only.
16|FPage
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ASA should connect to the Network Time Protocol
(NTP) server of the National Informatics Centre (NIC)
Clock or Mational Physical Laboratory (NPL), or with NTP
ﬁmhronismim servers traceable 1o the said NTP servers, for
50 "'1" s of synchromisation of all their ICT systems clocks,
N OUSIII 3 Tim Entities having ICT infrastructure spanning multiple
P ol (NTP) ¢ geographies may also use accurate and standard time
{ source other than WPL and NIC; however, it should be
ensured that such time source does not deviate from
NP and NIC.
17| Page
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Annex 1V

Complinnce checklist for certifying compliance with controls that the ASA is required 1o have in place

Version 1.0

are in place to secure complance with the same on an ongoing basis.

Important note: Wherever a conirol description requires ASA to ensure or do anything, the same shall be reported as compliant it and only if the
auditor finds that the same is being complied with and, further, that appropriate policies, procedures, mechanisms, resources and technical enablement’s

Compliance
- Comments of
Control Short Title Control Description (Lomploat/ | Anslers ASA
No. Non Compliani | Observation
/ Noi manggement
Applicable)

A. Information Security Governance

ASA should ensure that it has a designated Chief
Informatien Security Officer {C150) or equivalent function
that oversees information securily governance and

| Securily organisation

st CIS0 Tmciion compliances. The CISO should have independem reporting
10 its Board or other governing body or chief executive
ASA should appoint a Management Single Point of Comtact
{MPOC) and Technical Single Point of Contact (TPOC)
: that should oversee the management of the authentication
Ap"““'m"‘“ “2 application and Aadhaar related activities.
2| et e o | MPOC/TPOC should ensure consistent communication
nluc:::i: POIMEEL L ith UIDAT on Aadhaar related requirements and

compliances.
Any change in MPOC/TPOC should be communicated 1o
LITDAT in a timely ¢
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3 Information security
i policy and procedurs

ASA should have an information security policy and
information security procedures in accordance with industry
leading standards, such as 15027001 (ISMS), NIST Cyber
Security Framework, CSA Framework and [S027701
(PIMS). The entity s information secuniy policy should
also address the security aspects of Aadhaar, as provided
under the Aadhaar Act, regulations and specifications.

Aadhaar authentication
network design

ASA should ensure that the authentication network design
architecture is documented and covers Aadhaar secunty
requirements, and it will be reviewed by Tech centre

Aadhaar authentication
data flow diagram

ASA should ensure that the Aadhaar data flow is properly
documented, and it will be reviewed by Tech centre

] Risk Assessment

ASA should implement process and procedure 1o perform
periodic (at least annual ) information security nsk
assessment of its 1CT infrastructure supporting the
authenlication processes.

Further, entity should also perform risk assessment of i1s
third party suppliers / vendors having access to the Aadhaar
systems, processes and other relevant infrastructure

Security nisks should be documented and reviewed
periodically by Security Officers / CI50/ those in charge of
the secunity governance of the ASA

Third party information
security policy

ASA should ensure that it has a third party information
secunty policy that lays down the securnity controls and
compliances that itz third party vendors, suppliers, ICT
service providers and ICT support vendors (e g, third party
I outsource application developers, infrastruciure suppon
vendors, data centre hosting agency, cloud service
providers etc. ) are obligated to adhere to.
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Standard Operating Procedure {SOP) shall be developed for
all information systems and services related to Aadhaar
Standard Operating | operations. The SOP shall include the necessary activities
Procedures (SOPs) 1o be carnied out for the operation and maintenance of the
sysiem or service and the actions 1o be taken in the event of
a failure

B. Compliance Requiremeni

IPR provisions
contained in UIDALs
ASA Agreement (latest
VErsion)

The ASA should be in compliance with the intellectual
propeny provisions comained in UIDAD's Authentication
Service Agency Agreement (latest version)

ASA should ensure that its operations and systems are
audited by CERT - In Empanelled information systems
auditor on an annual basis and on need basis 1o ensure
compliance with UIDAT s standards and specifications, The
audit report should be shared with UTDAL

If any non-compliance is found as a result of the audit, ASA
should

(a) determine the causes of the non-compliance;

(b} evaluate the need for actions 1o avoid recurrence of the
Sme,

(c) determine and enforce the implementation of corrective
and preventive actions, and

(d) review the cormective actions taken.

The annual audit should cover all security controls
applicable under the Asdhaar (Data Security ) Regulations,
2016

Annual information
[y secunty audit by CERT-
In-empanelled auditer

3|Pu}‘:‘l.'
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Onboarding of
AUAKLUA

ASA should only engage with the AUA / KUA approved by
the Authority and keep the Authonty informed of the list of
requesting entities that it serves along with all relevant
details of its agreements with the AUAs. In case of
disengagement with an AUA TKUA, the ASA shall inform
UIDAT within a peried of 7 days from the date of
disengagement.

AADHAAR

12 Compliance 1o UIDAI
Requirements

ASA shall ensure all infrastructure and operations including
systems, processes, devices, software and biometnic
infrastructure, security, and other related aspects, are in
compliance with the standards and specifications as may
specified by the Authority for this purpose.

ASA chall adhere to all regulations, information security
policies, processes, standards, specifications and guidelines
issued by UIDAI from time to time.

Integrity of Data to
AUAKLUA

The Authentication Service Agency will send the daa
received from UIDAL o Authentication User Agency / e-
KYC User Agency without any modification, If response
packet received from UTDAL s corrupted or time out
occurred, Authentication Service Agency will send the emor
codes as defined by Authentication Service Agency to the
Authentication User Agency / e-KYC User Agency.

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-183

4|r‘\d)::".‘

91 3R, A ugE=




YAy Y A

'/}-‘\{\V ASAANA J/
a ’ﬂ a

AADHAAR

E - AUTHENTICATION & VERIFICATION

14 Compliance with ASA | The requesting ASA should comply with provisions of
agreement ASA Agreement with UIDAL a1 all times
The authentication request shall be digitally signed by the
15 Cryprography & Key | requesting AUAKUA and Awthentication Service Agency
- Management (using FIPS 140-2 compliant HSM), as per the mutual
agreement bebween them and forwarded to CIDR.
15 Cryplography & Key ASA shall not decrypt the e-KYC response data received
Management fram UIDAI for e-KYC request.
ASA should ensure private key used for digitally signing
the authentication request and the license keys are kept
secure and access controlled. The private key should meet
17 Digital Signing below parameter specified by the authorty and documented
in SPI Specification document (latest):-
a) Digital signature cenificate used! procured should be of
class 1l or class 111 certificate
18 cql;:l:mu:nm':n AS_.-‘L should ensure message security and integrity between
protocols their server's, and ALUA server.
ASA shall perform basic compliance and completeness
Comnliance and checks on the authentication data packet such as checking
19 c ) ;c Check structural validity of the packet received from AUAKUA
oapleteness Chec and check its signature 1o ensure no unwanted, malicious
requests are sent through.
. Data Privacy
5 | Page
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Data protection policy

ASA should establish a data protection policy addressing,
inter alia, data protection related aspects under—

(a) the Aadhaar Act, the regulations made thereunder and
the standards and specifications issued by UIDAI from time
10 time,

(b} the Information Technology Act, 2000 (“IT Act™), and
(c) till the coming into force of the Digital Personal Data
Protection Act, 2023 (“DPDP Act™), the Information
Technolowy (Reasonable Secunty Practices and Procedures
and Sensitive Personal Data or Information) Rules, 2011
(“SPDI Rules™) and, on and from the date of coming into
force of the DPDP Act, the said Act and the rules made
thereunder.

Such policy should be published on the website of ASA and
the URL for the same should be mentioned

AADHAAR

Data Classification and
Labelling Policy

ASA should have data classification and labelling policy in
place. Further, ASA shall ensure data classification level is
applied 1o Aadhaar and its correlated data

L&)
[N}

Reporting and
Cooperating in case of
privacy incideni(s)

ASA shall:

a. report prompily to UIDAL (within 24 hours) {email 1d:
authsupponi@uidai net.in) any privacy incidents affecting
the personal data of the residents, and

b, extend full cooperation to UIDAL or any agency
appointed or authonsed by UIDAL wo cooperate while
inquiries, incidents, claims and complainis are being
handled in case of any security and privacy breach.

Assel Mlnlgcmml
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ASA shall maimtain inventory of assets consisting of
informational assets and hardware assets. These assets must
Aszel inveniony be labelled and classified alongwath well defined owners

maintenance and cusiodians with correct classification scheme for each
and every assel. Further, the same shall be updated and
reviewed periodically.

L]
i

All the assets (e.x., deskiop, lapiop, servers, databases ete. )
Secunity hardening of | used by ASA and their sub-contractors for Aadhaar

assels Authentication shall be used only after their hardening as
per the ASA hardening baseline document,

ASA should ensure that it uses only licensed software for

- Maintenance of Aadhaar authentication related infrastructure environment
- software inventory Record of all software licenses should be kept and updated
regularly,
ASA should define a procedure for disposal of the
6 Assel disposal information assets being used for authentication operations.

procedure Information systems and documents containing Aadhaar
related information should be disposed off securely.

7|Page
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ASA should, before consigning any asset for repair, sanitise
the same 1o ensure that it does not contain any Aadhaar
Assel repair procedure | related data. A register o log the movement of all the assets
27 and asset movement | consigned outside should be maintained. ASA should, in
logs case of in-house repair of assets, document ihe deiails of the
original equipment manufactuerer (OEM) and mainiain the
logs of ihe asseis being repaired.
E. Human Resource Security
ASA should conduct a background check and sign a
Background venficaton | confidentiality agreement / non-cisclosure agreement
28 and signing of (MDA} with all personnel/agency handling Aadhaar related
= confidentiality information. Access 1o authentication infrastnecture should
agreement not be granted before signing NDA and completion of
background verification (BGY) for personnel.
Bukﬁ?ﬂ'}d \;:rill:_adinn ASA should take an undenaking from third party
29 cunﬁd%“migiw coniractors regarding NDAs and BGVs conducted
oy successfully for their personnel handling Aadhaar related
agreement with third- data
party contractors )
B|Pa Ee
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All emplovees of the Authentication Service Agency and
relevant third party contractors shall receive information
secunty awareness education, training and regular updates
in ASA policies and procedures, as relevant 1o job function.
The training provided shall inclede all relevant security and
privacy guidelines laid down by the Authority.

30 Training and awareness

Are specitic and specialised training conducted for various

3 Spécustited (g functional roles invalved in amhentication ecosyvstem.

Trainings shall be conducted half yearly and as and when
iz Training Penodicity | changes are made in the authentication ecosystem. ASA
shall maintain records of such trainings conducted

Does ASA ensure employees / third parties emploved for
Emplovee’s / Third maintaining necessary authentication system and

Party Qualification | infrastructure, and process(s) requisite qualification for
undertaking such works

33

F. Incident Management

glr‘\d)::".‘
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Incident management
procedure and RCA
procedure

ASA should ensure that incident management framework,
including forensic investigation, is implemented in
accordance with the requirements under UTDATs
Information Security Policy and circulars. ASA should
perform Root Cause Analysis (RCA) for major incidents
identified in its ecosystem as well as that of its sub-
CONractors ccosvsiem, 1f amy.

35

Reporting of incidents
1o UIDATand CERT-=In

ASA should—

(a) inform UIDAIL {email id: authsuppori@uida netin
misuse of any information or systems related to the
Aadhaar framework or any compromise of Aadhaar related
information or systems within its network, and report any
confidentiality security breach of Aadhaar related
information to UIDAT within 24 hours;

(b} report evber incidents as mentioned in Annexure 1 to the
directions dated 28.4 2022 of CERT-In, bearing no
20(3¥2022-CERT-In, within & hours of noticing such
incidents or the same being brought 1o their notice, and
{(c)on and from the date of coming into force of sub-section
(6} of section 8 of the DPDP Act, intimation of personal
data breach to the Board and each affected Data Principal,
within such time as may be prescribed by rules made under
the sand Act

Access Control
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ASA shall have user aceess right provisioning and
deprovisioning process in place. ASA shall manage and
Access Control Policy | monitor individual s accessing information facilities (such as
and Procedure Authentication application, audit logs, authentication
servers, application, source code, information security
infrastructure eic.) processing Aadhaar related information,

ASA should implement secure authentication mechanism
37 Single Sign On (550} | such as Multi Factor Authentication / Single sign etc. to
access UIDAL applications

ASA should ensure that enly authorised individuals are able
1o access information facilities such as the authentication
Access provisioning | application, audit logs, suthentication servers, application,

mechanism source code, information security infrastructure, et and
Aadhaar processing related information. Access Control
List {ACL) shall be maintained by the ASA.

iB

ASA should ensure that systems and procedures are in

39 Privilege user access | place for privilege user access management {PAM ).
MAnagement Privilege user access should be limited 10 awthorized users
only

ASA should ensure through the PAM tool that privileged
accounts, such as NT Authority, Administrator and root
40 Privilege accounts accounts, are accessible only 10 a limited set of users, and
that access 1o privileged account is not allowed 10 nommal
USErTS,

1l|r‘\d)::".‘
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ASA should ensure that access is provided based on least
41 Periodic access review | privilege and that access is reviewed periodically (at least
half-yearly)

Within 24 hours of exit of any personnel, ASA should
ACCEss FevOralion rivoke the rights and privileges 1o 40068 OF Process

mechanism Aadhaar related information. Upon such revocation, user
D= should be deleted forthwith if not in use,

ASA should ensure that personnel involved in operational,
development or testing functions should not be given
additional responsibilities in system administration
processes, audit log maintenance, securnity review of system
43 Segregation of duties | or processes that may compromise data security. Where
segregation of dutics is not possible or practicable, the
process should include compensating controls, such as
monitorng of activities, maintenance and review of audit
irails and management supervision.

ASA should ensure that the allocation of nitial passwords
is done in a secure manner and that such passwords are
changed on first log in

Initial password

44 =
allocation

12 |Page
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The users should not be provided with local admin access
B Tl |-t rossi T

Bk modifying the local security settings. Modifying the same

shall result in suitable action as per the HR policy of ASA |

Passwords shall not be hardeoded in codes, login serips,
49 Password Hardeoded & | any executable program or files. Additionally, passwords
Auto Log - On shall not be included in any automated log-on process, eg
stored in a macro of function key.

If the passwords are being stored in the database or any
other form, they should be stored in an encrypred / hashed
form. Further, Password should not be stored or transmitted
in applications in clear text or in any reversible form

a0 Password Secunty

. Change Management

ASA should document all changes 10 Aadhaar

51 Change logs authentication applications, infrastructure, processes and
" MIAnAgement information processing facilities, and maintain change
log/register.

L Physical Security

14|Pdt:e
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52 Physical security of | ASA data centre hosting Aadhaar related information
3 ASA data centre should be secured fully and should have access control.

“ . ASA should ensure that their servers are placed in an
2 Security of ASA servers isolated, secure cabinet in the data centre,
54 Physical security of [ ASA data centre and servers should be under 24X7
. ASA damta centre protection of security guards and CCTV survellance.

. - ASA should ensure that access 1o the data centre is
55 Hféx*&tﬂ;“la :I‘ restricted only to authorised individuals and appropriate
logs of entry of individuals should be maintained.
15 |Page
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ASA should ensure that physical access 1o the data cenire
56 Physical secunty of | and other restricted areas hosting crtical Aadhaar related
. ASA daia cenire equipmentinformation is pre-approved and recorded, along
with the date, time and purpose of eniry.
. - ASA should ensure that the movement of all incoming and
57 Physical security of outgoing assets related to Aadhaar in the ASA data centre is
ASA data centre
documented.
ASA should ensure that visible and clearly readable
5g Physical security of | signe/notices notifying areas designated as resiricted areas
ASA data centre and provisions restricting entry to the same are posted at all
points leading to entry to such areas.
ASA should provide lockable cabinets or safes in the data
. . centre and information processing facilities for housing
59 HX;::’;ETD:T%‘:M servers containing eritical Aadhaar related information,
ASA should deploy label, monitor and test regularly the
operation of fire exit doors and fire extinguishing systems.
CCTV surveillance shall cover the ASA servers. ASA shall
. ) retzin the recordings of CCTV for at least 30 days
60 mn&“‘“‘f’-‘” ad | A ccess to CCTV logs and recordings shall be provided to
ng authori zed individuals. CCTV recordings shall be securely
stored.

.‘lﬁ|?’u}‘:t‘
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. Controls shall be designed and implemented (o protect
6l ﬁocmm[&;?g and power and network cables from unauthonzed interception
or damage,
AWy o ASA should ensure that preventive maintenance activities,
62 TEVETIIVE MANEENANCE | o ch as audit of fire extinguishers and CCTV, are camied
activity at data centre .
out on a quarterly basis.
o Emergency Evacuation | Controls such as intrusion detection and evaluation plans
Plans shall be implemented in case of an emergency.
A clear desk and clear sereen policy for shall be adopted 10
reduce nisks of unauthonzed access, loss and damage 10
54 Clear Desk and Clear | information related 1o Aadhaar. Screen saver or relaied
Screen technological controls shall be implemented (o lock the
sereen of the information systems when unatiended beyond
a specified duration.
. . ASA should ensure that the data cemers hosting servers on
65 Physical location oF ol A adiaar related information is stored are within
ASA servers .
India.
). Data Security
17 |Page
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56 Storage of PID block | Encrypled P1D Blocks and license keys, that came as pan of
and license kevs authentication must not be stored anywhere in its system

The ASA should ensure that Session key must not be stored
anywhere except in memory and should not be reused

67 Session Key Security | across transactions. Only re-use of session key 15 allowed
when i1s use as seed key when using synchronized session
kev scheme,

The keyis) used for digially signing of authentication
request shall be stored in HSM only. The H3M used shall
be FIPS 140-2 compliant. ASA should have a dedicated,

68 Isg of HSM B .

Use of HS on-premise, HSM set up for the management of
secunty/encryption keys, and should not share the same
with any other entity.

. . ASA should ensure the license keys are kept secured and
(] License Key Security access controlled
w0 Nﬁrﬁcsfﬁkzﬁfgaﬂin ASA in any case shall not store Aadhaar number, UID
roken Token or VI in their transaction logs.

ASA should ensure that USB access on the servers and
71 End-peoint security endpoints is, in the default, restricted for all, and the same is
allowed only on approval basis.
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End-point sccurity —
antivirus / anti-malware

ASA should use licensed malware and antivirus solution
{preferably Mext-Generation antivirus) to protect against
malware. The malware/antivirus installed should be
configured to update in real time.

AADHAAR

End-point security

ASA should ensure that end-point devices used for
developing, processing, handling Aadhaar daa and
application timeouwt after a session is idle is not more than
30 1o 15 minutes, based on the criticality

74

Patch management

ASA should ensure that the paich management process is
implemented for applving patches 1o information systems.
Paiches should be updated at both the application and the
server and network levels

ASA should ensure that either N or N-1 patches are
maintained.

Data Leakage
Prevention

ASA shall implement a data leakage prevention solution to
detect and prevent data leakage.
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ASA and ather sub-contractors providing Aadhaar
authentication service 1o AUAKUA shall ensure
AUAKUA information is not displayed or disclosed 1o
external agencies or unauthonzed persons,

Also, Aadhaar data mapped with any other departmenial
data such as on ration card/binth cenificate/caste certificate
or any other document/service shall not be published or
displayed at any platform,

Restriction on Aadhaar
76 or AUAKUA
information

K. Network Security

ASA shall establish dual redundant, secured leased lines or
Network connectivity | MPLS connectivity with the data centers of UIDAL in

Ly with LILkAL accordance with the procedure and security processes as
may be specified by UIDAIL for this purpose
The network between AUA / KUA and ASA shall be
. o | secure, ASA shall connect with AUASKUAs through
7g | MNetwork connectivity |\ d lines or MPLS connectivity. If a public network is

. v
with AUAKUA used, a secure channel such as SSL/TLS or site 1o site VPN

shall be used.

20 |Page
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The ASA server host shall reside in a segregated network
segment that i isolated from the rest of the network of the
Segregation of ASA | ASA organization. The ASA server host shall be dedicated

SETVETS for the Aadhaar Authentication purposes and shall not be
used for any purpose other than those specified in the
application for appointment as ASA.

e

The ASA server shall be hosted behind a firewall. The
Firewall access of firewall rules shall block incoming access requests to the

network server from all sources other than the respective AUAs /S
KUAs

a0

ASA should ensure that Network Intrusion and Prevention
Systems (NIPS), Intrusion Detection Svstem (1DS), Web
Application Firewall {WAF) are implemented 1o safeguard
IPSADEWAF the network from extemal atacks / DDoS atacks. ASA
implementaiion should ensure that Intervet access on systems are restricied
to necessary or work-related websites and that access to
web portals known for pirated software, gambling etc. are
restricted.

Vulnerability assessment exercise should be conducted on a
Vulnerability bi-annual basis for maintaining the security of the
Assessment authentication applications. Repons shall be gencrated and
shared upon request with UIDAL

g1

L. Operations Security

Zl|?°u}‘:‘l.'
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83 SES;EE:%::I it;ung ;’::s'll';tl ;l:: :{zg:;]‘]i-n. le?lh;ﬁf environments must be
The Authentication Service Agency shall ensure uptime of
minimum %2 9% for its authentication services as well as
o ctivity with d Authentication U 1
o Service Continuity & ’fo:m‘wbl;:;sul?:: and Authentication User Agencies

e Aminal ity ASA shall ensure operational continuity and high

availability of service™ ASA shall maintain BCP and DR
policy document, BCP DR test detail and Crisis
Management detail.

ASA chall plan, establish, implement and maintain an awdit
programis), including the frequency, methods,
responsibilities, planning requiremients and reporting.
Additionally, the audit programis) shall take into
consideration the importance of the processes concerned
and the results of previous audits.

55 Audit Program

Please provide detail on grievance handling mechanism set
86 Grievance Handling | (by ASA), and detail on channel’s they can be approached
via Please share supporting evidence or link,

ASA should maimain redundancy of infrastructure 1o
87 Redundancy ensure seamless provision of authentication delivery of
services,

22 |Page
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ASA should utilize test data or non-production data for
» Usage of Test Data | i of application or software during testing phase.
ML Application Securily
ASA should implement system and processes 1o ensure
) secure software development practices, Periodic training of
89 sx’; mr:\::: a developers should be conducted on secure software
P development practices. Records of such trainings should be
maintained
Resirictions on ASA personnel shall not imentionally write, generate,
90 designing' compale copy of attempt 1o introduce any computer code
compiling malicious | designed to damage or otherwise hinder the performance of,
code or access 1o, any Aadhaar information
ASA shall perform Seurce Code review of the modules and
Source code review by apghca(l;ems us::;!_ f‘cnf_mabl_l;h;.;ug o;nnecnvuy with CIDR
o] CERT-In-empanelled | 214 undergo audit by a ceriified auditor. . )
auditor ASA shall ensure that there is no sensitive business logic,
o secret keys or other proprietary information in the code of
the modules and applications used for authentication
ASA should ensure that authentication application security
assessment fincluding static application security testing
(SAST) and dynamic application security testing (DAST)}
% SAST/DAST is performed at least annually or at the ime of major
) application awdit changes to the authentication application, and that all
vulnerabilities are addressed for remediation and no
vulnerable third pary componems are used by the
authentication application

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026

E-201

91 3R, A ugE=



YAy Y A

APSAMAA
72

AADHAAR
E - AUTHENTICATION & VERIFICATION
|l ot i, assnen g pisin s

on its network, infrastructure and applications.

ASA should ensure that authentication applications as well
as infrastructure are integrated with IDAM, PIM/PAM and
SIEM

Configuration reviews

. and system walkthrough

N, Lagging and Monitoring

An Authentication Service Agency shall maintain logs of
the authentication transactions processed by it, containing
the following transaction details, namely.—

(a)identity of the requesting entity,

(b} parameters of authemtication request submined, and

Autheatication log (c) parameters received as authentication response:

maintcnance

Provided that Asdhaar number, Virual Id, UID Token,
ANCS Token, PID information, device identity related data
and e-KYC response data. where applicable shall not be
retained.

M|Page
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ASA should ensure that the logs of authentication
transactions are stored online for audit purposes for two
years and, thereafier, archived for another five years

9% Awhentication log
retemion

ASA should ensure that the event/security logs recording
critical user-activities, exceptions and security events are
enabled and stored (at least for 6 months) to assist any
future investigation and enable access control menitoring.

ASA should ensure that regular monitoring of
event/security logs takes place to detect unawthorised use of
a8 Logs monitoring information systems and that results of the same are
recorded. Further, access to awdit trails and event logs

should be provided 1o authonised personnel only.

The ASA shall comply with all applicable laws in respect of
99 Compliance on storage | storage and maintenance of these logs, including the

. and maintenance of logs | Aadhaar Act 2016 and its regulations, Information
Technology Act, 2000,

97 Logs recording

%5 |Page
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ASA should connect 1o the Network Time Protocol (NTP)
server of the National Informatics Centre (NIC) or National
Physical Laboratory (NPL), or with NTP servers traceable
Clock synchronisation | to the said NTP servers, for synchronisation of all their ICT
100 through use of Network | systems clocks. Entities having ICT infrastructure spanning
Time Protocol (NTP) | multiple geographics may also use accurate and standard
time source other than NPL and NIC; however, it should be
ensured that such time source does not deviate from NPL
and NIC,

0, Fraud and Forensics

ASA shall deploy as part of its svstems, a Fraud Analytics
101 Fraud analytics module | module that is capable of analysing anhentication related
transactions 1o identify fraud

In case iF ASA s a vietim of fraud or identifies a fraud
pattern throwgh s fraud analyiics system related o
Aadhaar authentication, it shall share all necessary details
of the fraud with UIDAI

102 Fraud Notification

2% |Page
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Annex V
(Letter head of the Applicant)

To:
Chief Executive Officer
Unique Tdentification Authority of India
Bangla Sahib Road, Behind Kali Mandir
Gole Market, New Delhi — 110 001

Subject: Statement and Undertaking regarding ASA transaction volume
Reference: UIDAI Circular No. 5 dated .....5.2025
SirMadam,
In terms of the directions 1ssued vide above referred UIDAI Circular, it 1s informed that

the estimated number of authentication transactions per annum for

{Name of ASA) is as under;

(a) Up to 10 crore transactions per year® |:]

(b) More than 10 crore and up to 20 crore transactions per year* |:|
(¢) More than 20 crore transactions per year*[ |

(*rick as applicable)

2. We hereby undertake to pay applicable fee of T (excluding GST),
valid for two years from the date of start of pre-production. In case the actual number of ASA
transactions exceeds the estimated number of ASA transactions given above, we undertake to
pay to UTDAI the difference of the amount of applicable fees reckoned on the basis of the actual
such number and that reckoned on the basis of the estimated number, along with the interest (@
18% per annum.

Yours sincerely,

Name of the Authorised Signatory:
Designation:

Date:
Place:

Page1lof1l
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4. Facilitation and Support

(a) A new identilication is proposed to be given to DCCBs called as “DCB-1D". This DCRB-ID
will act as internal identifier for the S1CBs.

(b) Extension of DCB-11: All DCCBs will be onboarded by StCB through an internal identificr.
List of all such DCB-1D will be shared with UIDAI and after approval of UIDAI onboarding
of DCCBs will be done. Any addition or deletion for onboarding/deboarding of DCCRBs will
be after approval of UIDAL only.

(¢} Simplified compliance requirement: Addressing of the regulatory obligation by respective
State or Apex co-operative banks.
{d) Capacity Building Initiatives: Joint training programmes are recommended to be conducted

by UIDAI's regional offices. NABARD and NPCI to enhance awareness and ensuring
technical readiness.

L

Way Forward —Terms of the Policy

To support smooth enboarding of co-operative banks in Aadhaar ecosystem for enablement of
AePS. the following policy measures are proposed:

a) Financial Support by NABARD:
{i) As committed by NABARD. infrastructure setup costs (c.g.. ADV. HSM) for the same
shall be borne by NABARD.
(i) All miscellancous onboarding-related expenses will be borne by NABARD,
by “lechnical handholding by NPCI:
(i) NPCI will provide comprehensive technical support and puidance for onboarding
eligible member banks on AePS.
(i1) NPCI will facilitate prioritised test slots and faster integration cyeles.
(iii) Joint training sessions will be conducied by NPCI with other stakeholders.
Note: Banks to follow NPCI guidelines. procedures and process for onboarding on AcPS,
¢} Regulatory easing by UIDAL:
(1) UIDAI will provide advisory support during the onboarding process.
{11) UIDAI will do the technical handholding in ensuring compliance requirements.
{111y Consideration of all DCCBs and the respective State/Apex Co-operative bank as a
single entity for the purposes of licensing and regulatory compliances.

@i, Onboarding Process Flow for co-operative Banks:

This framework outlines a streamlined approach for onboarding of State and District Co-

operative banks as a requesting entity in Aadhaar ecosystem. It aligns with the approach of "One

State One Apex Co-operative Bank” to ensure centralized compliance and enhance operational

efficiency.

(a) UIDAI will onboard State Co-operative Bank as a master Authentication User Agency
({AUA) and e-KYC User Agency (KUA), subject to official recognition and submission of
the requisite onboarding documenits,

{b) The State Co-operative Bank shall make an application to UIDAI 1o get onboarded as an
AUNKUA,

Page 2 of 4
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Annexure

Details of the DECHEs

RE

License . i e Aleernate
BEsl 1 ™

. Name of Registraton/Tncorporation N Rﬂ'\‘f’ﬂh L.'M - g Full MSohile office
State [CCHs : No (Pls attach Office registration . Name | Email Disignati Aisimbe PRl
N 4 s Rsiber Mosignation | Mumber | felephone

copy of the mumbeor

document)
1| 2 | 4 I ] : -] & FEEly 9 | 1
Pagedod

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-234 TR IMYR, A Ygdard



-/ \/\/AI\d

\ A/ \P\P4
)

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-235 771 3er, A9 ug==




YAy Y A

APSAMAA
72

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-236 71 3eR, A9 ug==



-/ \/\/AI\d

\ A/ \P\P4
)

AADHAAR
E - AUTHENTICATION & VERIFICATION

IN
REF.

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-237 TR IMYR, A Ygdid



YAy Y A

APSAMAA
72

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-238 71 3eR, A9 ug==



-/ \/\/AI\d

\ A/ \P\P4
)

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-239 771 3er, A9 ug==




YAy Y A

APSAMAA
72

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-240 71 3eR, A9 ug==



-/ \/\/AI\d

\ A/ \P\P4
)

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-241 771 3er, A9 ug==




YAy Y A

APSAMAA
72

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-242 71 3eR, A9 ug==



-/ \/\/AI\d

\ A/ \P\P4
)

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-243 771 3er, A9 ug==




YAy Y A

APSAMAA
72

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-244 71 3eR, A9 ug==



-/ \/\/AI\d

\ A/ \P\P4
)

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-245 771 3er, A9 ug==




YAy Y A

APSAMAA
72

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-246 71 3eR, A9 ug==



-/ \/\/AI\d

\ A/ \P\P4
)

AADHAAR
E - AUTHENTICATION & VERIFICATION

COMPENDIUM OF OMs ISSUED BY UIDAI MARCH 2026 E-247 771 3er, A9 ug==




YAy Y A

'/}-‘\{\V ASAANA J/
a ’ﬂ a

AADHAAR
E - AUTHENTICATION & VERIFICATION

1.1 The Parties may, by mutual agreement, amend the terms and conditions of the
Supplementary Agreement.

1.2 The Supplementary Agreement may be terminated by either Party by giving notice, in
writing. to the other Panty on this behalf.

1.3 The Second Party acknowledges that it shall be obligated w pay such fees. including
applicable taxes, as the First Party may specify in the Aadhaar (Payment of Fees for
Performance of Authentication) Regulations, 2023 made by it in exercise of its powers
under sub-sections (1) and (2} of section 54 read with sub-section (1) of section 8 of the
Act, and on such terms as 1o payment thereof as the First Party may stipulate from lime o
time.

1.4 The First Party shall provide the Second Party the use of Aadhaar Authentication facilitics
at its sole discretion and reserves the right to add to, to revise or to suspend in whole or in
part such provision at any lime, without prior notice, at its sole discretion, in the interest
of protection of the information of Aadhaar number holders or the Aadhaar ecosystem, or
in public interest, or in public interest, or in any of the interests referred to as per the terms
of the AUA Agreemem,

2. Principles

2.1 This Supplementary Agreement sets forth a statement of intent of the Parties to this
Supplementary Agreement 1o éstablish a framework:

{a) to facilitate the use of Authenmtication facility including amy subsequent
appropriate response returned by the First Party regarding the status as to whether any
Aadhaar number previously submitted has been subsequently omitted or deactivated
or re-activated in the event of any omission or deactivation of such Aadhaar number
or re-activation of such a deactivated Aadhaar number; and

(b}  to facilitate sharing of Aadhaar-seeded information of deceased individuals with
the First Party by the Second Party.

2.2 The Parties io Supplementary Agreement shall use their best endeavors to meet the terms
of this Supplementary Agreement,

3. Safeguards and Confidentiality

3.1 The Parties to Supplementary Agreement undertake to implement and maintain security
procedures and measures in order Lo ensure the protection against the risks of unauthorised
access, alteration, delay, destruction or loss of information regarding status update,

3.2 The Parties 1o Supplementary Agreement agree that the status update response provided
shall be subject 1o the confidentiality rules and other safeguards 1o ensure the necessary
level of confidentiality.

3.3 The Second Party further agrees that any Sub-Authentication User Agency (Sub-AUA)
and Sub-e-KYC User Agency (Sub-KUA) is desirous to avail facility for performance of
authemication with update of status of Aadhaar numbers previously submitted, in the event
of such an Aadhaar number being subsequently omitted or deactivated Aadhaar number
bering re-activated, shall enter into a separate agreement with the Second Party, in the form
and substance of the template provided under Annexure-A of this agreement.
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Signature: Signature:
MName; Mame:
Designation: Designation:
[Date: Dhate:
Pagedof 7
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Copy, for information, to:

I. Secretaries in charge of Ministries and Departments in Government of India (as per list

attached)

Chief Secretaries of State Governments (as per list attached)

3. Chief Secretary, Government of Jammu and Kashmir / National Capital Territory of
Delhi / Puducherry / Andaman and Nicobar Islands Administration

4. Advisor to Administrator, Chandigarh Administration

5. Advisor to Lieutenant Governor, Ladakh Administration

6. Administrator, Dadra and Nagar Haveli and Daman and Diu Administration /
lLakshadweep Adminisiration

. Technology Centre, UIDAI, Bangalore
¥, Regional Offices, UIDAI

=]
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HO- 107343, 1023-A0TH-0 HOD 1F50064 7 2025
F.No. HQ-13073/372023-AUTH-IT HQ/E-12984/3324
Unique Tdentification Authority of India
(Authentication & Verification Division)

UIDAI Head Office, Bangla Sahib Road

Gole Market, New Delhi — 110 001

Dated: 8" December, 2025

Circular no, 15 of 2025
Subject: Revision of fees for performance of authentication transactions by requesting entities
other than Telecom Service Providers.

Reference:

I The Aadhaar (Payment of Fees for Performance of Authentication) Regulations, 2023 (as

amended)

II.  UIDAT Circular No. 1 of 2024 (HQ-13062/4/2021-Auth-T1 HQ/AE-3235)//8271 dated

16.01.2024.

In pursuance to regulation 3(3)(b) of Sr. no. I cited above, as per ratio proportion of
Consumer Price Index General (Combined), the transaclion charges stand revised upon
completion of every period of twenty-four calendar months.

2 The revised transaction charges as per provisions of regulation 3(1)(a) and 3{1)(b) of Sr
no. I cited above, shall be effective from 01.11.2025 and are as follows:
. : Existing raie (1) ' Revised rate (%)
A ] . : ix
m:m“:ann Lattgnrj;:ii:tqueatmg (inclusive of Laxes) (inclusive of taxes) ‘
F oP y _ Upto3li0.2025 | w.ek 1.11.2025
Yes/MNo All (AUA, sub-AUA, 0.60 ; 0.60
- KUA and sub-KUA) {no change)
eKYC KUA and sub-KUA (a) For successful (a) For successful |
other than Telecoin authentication authentication |
| |
Service Provider transaction: 3.40 transaction: 3.60
(b) For failed {h) For {ailed
, authentication authentication
L l transaction: (LG0 rransaction: 0.60
3 This issues under approval of the Competent Authoriry,
Digitally signed by
Arpit Agrawal
Date: 08-12-2025
13:09:49rpit Agrawal)
Deputy Director
Tel: 011-23478641
Email: dd2.auth-hg@@vidai.neLin
INDEX
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