


"Aadhaar Face Authentication onboarding Audit checklist version 1.0" for certifying compliance with controls that the entity
(AUA/KUA/Sub-AUA/Sub-KUA) is required to have in place Version 1.0 [issued in January 2025]

Control no.

A

Domain

Access Control

AC.I
Access
Authorization
Mechanism

Verify that only authorised individuals are
able to access information facilities such as
the authentication application, audit logs,
authentication servers, application, source
code, information security infrastructure,
etc., and Aadhaar processing related
information.
Insufficient authentication and
authorization can lead to unauthorized
access and misuse of sensitive functionality
or data.

Control description

AC.2
Privilege Access
Mechanism

AC.3 Multiple Systems
Access

AC.4

Check for privileges or bypass authorization
controls by manipulating input parameters,
changing user roles, or tampering with
authorization tokens.

Compliance
status

Account Lockout
Mechanism

Ensure that one concurrent session per user
is allowed at a time i.e., parallel login
sessions are not allowed.

Auditor's
observations

Check if app implements account lockout
mechanisms after three successive log-in
failures result in the user account being
locked to prevent brute force attacks. End
users / operators should not be able to login

Management
comments (to be
provided by RE)



AC.5

AC.6

Aadhaar Data
Access

Role Based
Mcchan isn-r

until their account is unlocked and the
password is reset.

Dynarnic Access
Authonzation

Check for effective access corrirols to
Aadiraar and Aadhaar related data.

AC.8

Check for detined role bascd access
controls.

Assisted Device
logir.. Mechanisrn

Check for implementation of dynamic
ac-ces\ hase:{ coniroi to atthorize- lirrit or

AC.9

forbid access and strengthen authentication
Test in case of assisted devices and
applications wlrere operators need to
mandatorily perfonn appiication functions,
that the operator is authenticated using a

multi-factor authentication schcrne, such as

user ici, password, Aadhaar auihentication.
answer to personal security questions. soft
token, hard token, one-time password, voice
recognition. biometric data rnatch and PIN.

Password
rnanagement
Guidelines

AC. iO

B

Jailbreak and root
detection

AS.I

Test the app's authentication mechanism by,

attempting to create accounts with weak
passwords, such as simple or common
passwords.

Atgorithmic Securitv

AS.2

Resiliency against
adversarial attacks

lmplernent control to detect and block
access from jailbroken or rooted cjevices.

Reverse
engrneenng

Check wliether algorithms are optirnized for
performance (refresh rates. SSL pinning,
low response time etc..) and resilience
agai nst adversari al attacks.
Usc obfuscation tool , Detect and prevent
debugeinq attcmpts



AL.3 Log process
automation

AL.4 Log data storage
secunty

AL.5

AII log transfer and processing must be
automated.

Sensitive
Information
Logging

AL.6

Check for use of secure methods such as
digital signatures, cryptographic hashes or
write once storage to ensure integrity of log
data.

D

Vulnerability
scanning and
penetration testing

AF.I

Avoid logging of sensitive information to
prevent inadvertent exposure of confi dential
information.

Authentication Flow

AF.2

Defense
mechanism against
replay attacks

Conduct regular vulnerability scanning and
Penetration testing for mobile and backend
systems.

Use of encryption

AF.3
Authorization
check for sensitive
data

Check strengthening against replay attacks
and bypass techniques.

AF.4

Check for encryption during transntission
between mobile device and information
system.

AF.5

Use of rate
limiting

Safeguarded
credential
transmission

Check app's API endpoints to ensure proper
authorization checks are performed before
accessing sensitive data or performing
privileged operations.

Check for rate lirniting.

Check for user credential safeguarding
during transmission.



AS.3
Restriction on
ciesigningi compilin
g rnalicious code

AS.4
Hardcoding of
security keys

AS.5

Entity personnei should not intentionally
'"vrite, generate. compile, cop,v- or attempt to
iniroduce any computer code designed to
damage or otherwise hinder the
pei-formance cf, or acccss to, any Aadhaar
in formation.

CryotograptLic
algorithmic
secuilty

Verify to ensure that the passwords, tokens,
security keys and licenses are not hardcoded
in the aoplication code.

AS.6
Cryptographic
protocol

con{iguration

Verify that app does not use cryptographic
i protocols or algorithrr-:s that ai'e rviCely
considered ciepreciated for securitl'
DUrposes.

C Audit Logging

AL.I

Verifying ihe Configuration of
Cryptograph ic Stanciari A igorithms.

Forensic
investigation of
logs

r'^L.2
Log access
rnechanism

Verify that iogin attcmprs cr access
violations ai'e )oggeci for moniioring anC

forensic investi gations.

\/ei'ify that logs can onl1, be accessed via
authorized users.



AF.6
Use of secure
logging methods

AF.7

E

Security header
implementation

DS.I

Check for secure logout functionality for
session termination.

Data Storage & Protection

DS.2

Data access

mechanism

Check for utilization of security headers

such as HSTS, CSP and X content type
optlons.

DS.3

Encryption of data

DS.4

Data loss
preventlon

Check for data integrity and confidentiality
(access control and authentication
mechanism).

DS.5

Key management
practice

Check for encryption for data at rest and in
translt.

Anonymization of
secret data

F

Check for DLP tool implernentation.

EH.I

Check for strong cryptographic algorithms
and key uranagement practices for sensitive,
PII data.

Error Handling

Restriction of
malicious code
iniection

EH.2

Check for anonymization of secret data such

as passwords, authentication tokens.

Restriction on
display of sensitive
data

Check for validation errors that could allow
attackers to inject malicious code into the

software application.

Check for validation elrors that could allow
attackers to view sensitive data that is not
intended to be displayed.



EH.3
Sensitive
information
exposure

Input Validarion

Analyze how rhe app
exceptions. Ensure that
stack traces do not
infbrmation

User input
encoding

Sccure Application
Development

Verify that the application is p.op.4,
encoding user-supolied input to preveni
cross-site scripting (XSS) and orher
injcction atiacks such as LDAP
(Lightweight Director-;; Access protocol).

handles errors an<i

error messages and
reveal sensitive

Input validation
and sanitization

lnput length check

L injection. etc.

Follow OWASP
guidelines to build

Code and
revtew

Check fbr proper input validation and
sanitization on all inputs. including iorm
fields, Facial Dara, URLs, and ApIs

Code related attack
executton

Test for proper input tength checking ro

Mobilc Security Project
the mobile Application.

prevent buffer overl"lows arrd other

Review code and Iogs for uny sig.s of
improper input validation or exploitation

Logging & Monitoring

attempts and conduct code reviews and

related attacks

Monitoring of
security logs

automated testing to ident i f_r- vulnerab ili ti es.
Tcst for proper type checking to prevent the
execution of arbitrar-y code and other cocje-
related attacks.

Check for application and transaction
security [ogs retention



LM.2

LM.3

Security incident
monltonng

LM.4

Security incident
monltonng

LM.5

Use of scalable
monitoring
solution

Check for monitoring mechanism, log
analysis

I

Regular Updates

Check for SIEM utilization for log
management and analysis

SC.I

Security Configuration

Check for efficacy and completeness of
monitoring mechanism to record relevant
securitv events

SC.2

Identification of
media type format

Apply security patches to the mobile app

and backend infrastructure at regular
interval

Use of encryption
for secure
communication

SC.3

Use of
masquerading for
rnalicious file
executlon

Verify for Content-Type Header
modification

SC.4

Check for HSTS Header presence

Platform
lnteractlon ln use

SC.5

Check whether the application blocks files
with multiple frle extensions
(filename.txt.exe).

Use of secure
comnrunlcatron
protocol on
network

Web Views are configured to allow only the

minimum set of protocol handlers required
(ideally, only https is supported). Potentially
dangerous handlers, such as file, tel and

app-id, are disabled.

Check for use of SSL for transnrission of all
sensitive data



SC.6

SC.7

Backend
secunty

SC.8

Presence of
cornnrort code
vulnerabilit

J

Secunty
Configuration

SIvt.l

Chcck tbr
(ssRF)

Session Management

SM.2

Chcck for- Cross sitc Requcst Forge ry
(csRF)

Qo"ci^^ I^sP*9919.D, ieg
generatlon

Scrvcr Side Requcst Forgery

SM.-1

Session
invalidation

Review presence of Weak Cipher

againsi attacks

Unique Scssion
Identifier

SM.4

Check app's session logs to ensure that

session tokens or cookies are properlv

Check inval idation against session

hijacking or fixation attacks

ldle session
trr-neout

SM.5

Check for reuse of session identifier

K

Session logout
mechanism

Entitl, to ensure that end-point devices Lrseci

ior develop ing. Drocess and [iandIing
Aadhaar data anri application timcout aiter
a session is idie for more than I 5 to 30

minutes- based on the criticality of the

TP. i

Third Partl' Integration

TP.2

Testing ior app
perTnrssrons

applrcatron.

Ensure that session shouid nor remain valid
on server end after log oui

Sanitization of
inputs from
externai sources

Verify that apo only requests the minirnum
set of permissions necessar,v-

All inputs from external sources and the
user are validated and ifnecessary sanitized.
This includes data received via the UI, IPC I



TP.3

TP.4

Export mechanism
via custom URL

TP.5

Export mechanism
via IPC facilities

mechanisms such as intents, custom URLs,
and network sources.

TP.6

Exposure of native
methods

Verify app does not export sensitive
functionality via custom URL schemes
without proper protection.

TP.7

Object
Serialization

The app does not export sensitive
functionality through IPC facilities withor-rt
proper protection.

TP.8

Third party API
weaknesses

If native methods of the app are exposed to
a WebView, that WebView only renders
JavaScript contained within the app
package.

TP.9

Security
Operations Centre

Object serialization, if any, is implemented
using safe serialization APIs.

Use of security
communication
protocol

Note: The Audit shall only be conducted by a cERT-ln empanelled Information Security Auditing organisation, rhe list of which is published
on the website of CERT-ln.

Check for Weaknesses in Third Party
Libraries
Verify that integration with third party Apl
done securely or SDKs used in mobile app

Check for anomaly detection

Entity to ensure message security and
integrity between their servers and thosc of
third party entities


