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For faster detection of spoofing bid, Aadhaar
now comes with two-layer authentication

Times News NETWORK

New Delhi: The Unique
Identification Authority of
India (UIDAI) has rolled out
a new security mechanism
for Aadhaar authentication
that is meant to deal with
faster detection of spoof-
ing attempts,

Whilethere have been ve-
ry few instances, the UIDAI
has implemented a two-lay-
er authentication system to
ensure that the originality
of the fingerprints is cap-
tured in a more foolproof
manner. The artificial intel-

ligence-based security
mechanism, which was de-
veloped in-house, captures
both the fingerprint image
and finger minutia, or the
major features of a finger-
printimage.

A source at the agency
that manages Aadhaar said
that the feature, which was
fully implemented last
month after months of dis-
cussion and testing, came
amid some concerns thatsil-
icon imprints may have
been used in same places for

bogus authentication. Be-
sides, there were concerns

that fingerprints available
with land registration re-
cords may be misused for
the purpose.

Fingerprint-based au-
thentication is widely used
by banks and telecom com-
panies, as well as state and
central government agen-
cies for recording attend-
ance in offices,

These agencies have had
to move to a different set of
gna_chines for the purpose,
‘'which required at least a
year of testing, an official

:'t qlgl"ﬁglﬁew technique has

also helped in reducing the
time taken for the authenti-
cation process - from
around 400 milliseconds to
200-250 milliseconds.
Officials said that given
the massive scale of Aad-
haar with total registra-
tions adding up to over 135
crore, the number of such
breaches noticed will be ve-
ry few, an official said, argu-
ing that government agen-
cies have also been sensi-
tized about not making fin-
gerprints public, as was the

case with land records in
certain states.
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