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The latest episode of Aadhaar data being compromised is part of a campaign to discredit the system

No. Breach. Has. Happened.

he latest episode of the
Aadhaar data-breach dra-
ma is playing out in the me-
dia since the last few we-
eks. It's being claimed that
there issomeone who has the Aadha-
ar data of a billion residents and a
breach of catastrophic proportions
has happened.

In the previous episode, the bre-
ach was created by aggregating the
published beneficiary data on vario-
us government websites, which in-
cluded Aadhaar numbers. During
that time, [ had written in this publi-
cation that there had been no datale-
ak (goo.gl/hCJZLa8). If all these bre-
ach claims were true, no part of Aad-
haar data would have been left secu-
re. The fact is that there has been no
databreach tilldate.

First, the Aadhaar number is not
a secret number. In fact, itis justa
unique random number assoclated
with a person. The other pieces of
information that Aadhaar has are
the name, gender. date of birth and
communication address of the hol-
der. Noneof these 1ssecret Informa-
tion. If apoliceman on the road sud-
denly gets hold of you and asks yo-
ur name and address, you are man-
dated, under law, to truthfully
disclose that. No harm can be cau-
sed to a person if somebody has a
copy of his Aadhaar letter.

The Unigue Identification Antho-
rity of India (UIDAI), since 2012, has
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created a facility e-Aadhaar, to
‘Know Your Aadhaar’ status and to
download adigitally signed Aadhaar
letter with password protection.
This is in keeping with the fact that
Aadhaar is theworld’sfirstonlinedi-
gital identity and the token (Aadha-
arletter) hasnochipor ‘smartness’.
The UIDAI has publicised that the-
reisnothingcalledan ‘original’ Aad-
haar letter: You print the letter from
the website and it is good enough to
proveyour ID, provided it can be veri-
fied online. The online authentica-
tion of identity is printed on every
Aadhaar letter. Aadhaar has various

‘flavours’ of authentication, inclu- §

ding a demographicone.

e-Aadhaar

The background to setting up e-Aad-
haar in 2012 was that there were alar-
ge number of cases, especially in the
rural areas, where the Aadhaar let-
ter was not delivered, had been lost,
Or was not generated for some rea-
son. If nothing was done to inform
theresidentof thestatusof her Aad-
haar, she would have continued toget
harassed and would probably have
gone to enrol again. Her enrolment
would have been rejected the second
time since her Aadhaar had already
been issued. She would have been
runningaround incircles. Hence the
availability of e-Aadhaar toevery re-
sident ateaadhaaruidai.govin/#/
While one can use e-Aadhaar one
one’s own, it can also be done at any
common service centre (CSC), or
through one of the UIDAI's contact
centres. State governments havealso
been given this search facility to en-
sure proper seeding of Aadhaar
numbers in various databases. For
traceability each person has been as-
signed ausername and a password.
In the current controversy; one of
the persons who had access to the

The background to setting up e-Aadhaar in 2012 was
that there were a large number of cases where the
Aadhaar letter was not delivered
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search facility sold his credentials
to somebody. It was, thus, claimed
that the purchaser of these creden-
tials has access to the entire Aadha-
ar database. Yes, he can now enter
an Aadhaar number and download
the Aadhaar letter relating to the
concerned person.

But he will then have to guess and
piug in a billion Aadhaar numbersa
billion times, and enter a ‘captcha’
(completely automated public tu-
ring test to tell computers and hu-
mans apart), a challenge-response
test, for every transaction, and then
alone can he download the e-Aadha-
ars. Guessing is also difficult as eve-
ry 12-digit number is not an Aadhaar
number. The chance of guessingcor-
rectlyisonly 1%. Thereare 10,000 cro-
re 11-digit numbers—the 12th digit
beinga ‘check number”.

Fake News?

8o, if one person shares hiscredenti-
als with another for a consideration,
can this be called a data breach that
exposes the weakness of the system?
This is not a breach of system, but a
breach of trust.

A facility which was being used
since the last six years to search
and print Aadhaar letters is sud-
denly turned into a scandal about a
Great Data Breach. This is as ‘fake
news’ asitgets.

The entire list of electors in India
is available online with all these de-
tails. Under the National Population
Register (NPR), it 1s mandatory to
publish the list of residents publicly.
Telephone directories have such in-
formation. Yes, Aadhaar alsohas yo-
ur biometric information, which is
the real sensitive information. Bio-
metrics are first used to ensure mni-
queness, and subsequently to carry
outonline authentication.

So, thisis thereal news: noteven
a single blometric data, repeat not
even a single biometric data, has
been leaked in the last seven years
since thefirst Aadhaar was issued.
If that is not adequate security,
whatis?

Aadhaar is like a detergent which
is going to clean whatever it is appli-
ed on. When Aadhaar was being
used by the poor for getting their en-
titlements, it was deemed okay. Now
that it is cleaning other systems to
check things like benami properties
and tax evasions, it is becoming too
dangerous for many people.

This latest episode is part of a sus-
tained campaign launched to discre-
dit Aadhaar. One can safely expect
the nextepisode of thisdrama inthe
not-sodistant future.
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